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1. Chapter-1 A& />

1.1 Feature

v2017(next-dev) & RK M U-Boot B /7] v2017.09 1ERRAH Y] HHSRIEAT I R A, B A S 430 HF RK

A ERAEE S . SRR A

o 3 RK Android [E1F 5 35

o ¥ Android AOSP [Ef 5 3h;

e 7#F Linux Distro [#/4: /5 3h;

o Y #F Rockchip miniloader 1 SPL/TPL PF¥ Pre-loader 5| 5;

e ¥ LVDS. EDP. MIPI. HDMI. CVBS. RGB % /R 5%

e % ¥ eMMC. Nand Flash. SPINand flash. SPINOR flash. SD . U % %4715 # J5 5015

o UFF FAT. EXT2. EXT4 X1 R %

o Y FF GPT. RK parameter 7 [X % ;

o XFFJFHLLOGO. 7zl ., fCHE M, HEE M,

e F#FI12C. PMIC. CHARGE. FUEL GUAGE. USB. GPIO. PWM. GMAC. eMMC. NAND.,
Interrupt 55;

o SCFF Vendor storage FrRA7F P IR AL & ;

o 3 ¥F RockUSB Fl1 Google Fastboot i USB gadget 555 eMMC;

o % FF Mass storage. ethernet. HID % USB % ;

o XHFFE IR BN AL FE kernel DTB;

1.2 Version

RK HJ U-Boot — L/ NA: v2014IHRRARFIV201 7H A, N #8448 F5 5 51 Nrkdevelop flnext-dev. F
FAPRA T N S HTU-Boot/& 75 v201 7ThR A

01 HIARE B FMakefile iR A S 2& 75 42017,

#
## Chapter-1 SPDX-License-Identifier: GPL-2.0+
#

VERSION = 2017
PATCHLEVEL = 09

SUBLEVEL =
EXTRAVERSION =

FR2: WIAFFNLEE —4T IEZUT B2 B A U-Boot 2017.09.

U-Boot 2017.09-01818-g11818ff-dirty (Nov 14 2019 - 11:11:47 +0800)

Wi H A5 v2017 26 H @ I 58T 31 Github:  https:/github.com/rockchip-linux/u-boot
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WAZIRA : v2017E SRRK NAZ TR AL >= 4.4

1.3 DM

DM (Driver Model) /& U-Boot #r#E ] device-driver JF &4, [ kernel i) device-driver 8 JEH KL,
V201 7h A 3846 DM HEETT & & DhRe st @G Je DM, T A#DMEEH [ B AT SEH .

README:

./doc/driver-model /README. txt

Terminology

Uclass - a group of devices which operate in the same way. A uclass provides
a way of accessing individual devices within the group, but always
using the same interface. For example a GPIO uclass provides
operations for get/set value. An I2C uclass may have 10 I2C ports,

4 with one driver, and 6 with another.

Driver - some code which talks to a peripheral and presents a higher-level

interface to it.

Device - an instance of a driver, tied to a particular port or peripheral.

[E-3UEGE

o uclass: W& IRBNIREAY
o driver: YKz}
e device: W5

AR
./drivers/core/
1.4 Security

U-Boot/EARM TrustZone )% 414 5 1 J& - Non-Secure World, Toik BE e MATA 2 A& M BHR (. %4
memory. %4 otps efuse...) , TFEAFH) trust [V . RKFEE& _FU-BootICPUIE T

32fi*F4: Non-Secure PL1
64f*F&: EL2(Always be Non-Secure)

1.5 Boot-order

RK-F 6 #4455 57 2% LoaderfURS 2 S IR, HATAME R 375 -
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// B loader YR

BOOTROM => ddr bin => Miniloader => TRUST => U-BOOT => KERNEL
// HiZloader i

BOOTROM => TPL => SPL => TRUST => U-BOOT => KERNEL

TPL #834F ddr bin, SPL #H34T miniloader. TPL+SPL [¥2H-& 528 T ¥R RK FY§ ddr.bin+miniloader —%X
FIThae, TIAHHE &,

1.6 Driver-probe

U-BootE %A 5] A\ T device-driverFF KAE Y, (HATIEALI BEA & 15 kernel HSFE B 3l & 2 233 M device-driverf
probe. driverfJprobe i tH FH P F 3N K. #E10F:

int uclass get device(enum uclass id id, int index, struct udevice **devp);
int uclass get device by name(enum uclass_id id, const char *name,
struct udevice **devp);
int uclass _get device by seg(enum uclass id id, int seq, struct udevice **devp):;
int uclass get device by of offset(enum uclass id id, int node, struct udevice
**devp) ;
int uclass _get device by ofnode(enum uclass id id, ofnode node, struct udevice
**devp) ;
int uclass get device by phandle id(enum uclass id id,
int phandle id, struct udevice **devp);
int uclass _get device by phandle(enum uclass_id id,
struct udevice *parent, struct udevice **devp);
int uclass get device by driver (enum uclass_id id,
const struct driver *drv, struct udevice **devp);

int uclass _get device tail (struct udevice *dev, int ret, struct udevice **devp):;

WnbakzAmyciol ZRWS ViR

int device probe (struct udevice *dev); // EWH—EE NI

1.7 Shell

U-Bootf#]Shelll{CLI(cmdline line interface), Rl#r4-17#Ex0, /ol DARHE A O/ K H 2 X CMD. CMDFR
T#EIIShellifFH, BfedET run_command () *ﬂ‘runicommandilist() DIARHG ) 2 A H

int run command(const char *cmd, int flag)

int run command list(const char *cmd, int len, int flag)

1.8 Boot-Command

U-Boot fx &1t conr1c BooTCOMMAND 5E X ) F1iT 4 5 Skerel. #EHUAT CONFIG BOOTCMD X RiiE £
47 conFIG_PREBOOT Til/H BN A4, WX/ N4 LT .
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1.9 TPL/SPL/U-Boot-proper

U-Boot il i i F 7 [ B 4 3 2644 7 LA [ — B AR 3R B = A AN [F] Bh B ff) Loader:  TPL/SPL/U-Boot-

proper.
TPL(Tiny Program Loader)# SPL(Secondary Program Loader)#& tt U-Boot B 5B B ] Loader:

e TPL: IZ{T{E sram H', H3756% ddr HILA1L;
e SPL: iE{77E ddr ¥, MTIEMAARN lowlevel FIEHIL SERELF N (trust.img F1 uboot.img)

e U-Boot proper: 1z477EddrH, BPFAT@E S Frifiif"U-Boot", & 1 5 5] Fkernel;

PiH: U-Boot proper IX—iitik AT M SPL X 43, HF 2018, JE4:m 2R U-
Boot proper A 1#F # #7 A U-Boot.

JABIE
BOOTROM => TPL(ddr bin) => SPL(miniloader) => TRUST => U-BOOT => KERNEL

¥ £ %#. doc/README.TPL 1 doc/README.SPL

1.10 Build-Output

U-Boot4m ¥ I Ja S EM B s N AR — S B B0 (SCRFTPL/SPLYW PRI 7 TPL/SPLIY AR Al SCAH) -

// U-BootBir &

./u-boot .map // MAPER I

./u-boot.sym // SYMBOLZR X AF

. /u-boot // ELEXAF, KFRINZKvnlinux (EE! )
./u-boot.dtb // u-boot H EHJdtb3fF

. /u-boot.bin // AIPAT RSO, SeFT A uboot . imgl TS

// SPLITEL

./spl/u-boot-spl.map // MAPRN

./spl/u-boot-spl.sym // SYMBOLZR X fF

./spl/u-boot-spl // ELEXXAE, KEAZFvmlinux (EIFE! )
./spl/u-boot-spl.dtb // splHCKdtb X

./spl/u-boot-spl.bin [/ FIPAT SO, ST A lcader HTHES

// TPLI B

./tpl/u-boot-tpl.map // MAPER A
./tpl/u-boot-tpl.sym // SYMBOLZE X {t
./tpl/u-boot-tpl // ELEXXAE, KEAZFvmlinux (EIE! )

./tpl/u-boot-tpl.dtb // tplH M dtb3TH:
./tpl/u-boot-tpl.bin [/ FIPAT RSO, ST A lcader H TR S

1.11 Environment-Variables

ENV(Environment-Variables) #&U-BootSZ £f (1) —fh 4 fa B & BEAME 3 77 50, B BE 2 M) — 5K HA SH R
2, AU P A DL - AR R AT B
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EVN @ AT ESCTFERESE: B mEMaE. MR E (ipaddr. serverip) . bootemd. bootargs
&, P ATME AT 24T TMEM printenv fr 4T EIHI K.

o AP AEFEE B IEEN VR (R A7 B A Mo A7 % L
o ENVEHR{UR T U-Bootfli H, ToikBE4EMLI6E%A WL WG EEEMAT
o M/ EW LUEEU-Bootf 2 ¥ fw_printenv T 25 M EN VL #7

RK 75 I ENV i (A AR N E s CRAz: 75 -

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV_IS IN UBI
depends on !ENV_ IS NOWHERE
default 0x3f£8000
help

Offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area
endif

1.12 U-Boot DTS

U-Bootf7 H CLHIDTS I A, 4wy <3 B 3 AR RLFIDTBIC A, BV INEu-boot.bin K . U4 H 3k
arch/arm/dts/

% & BARE FBNDTS S, 183d defeonfigh /) CONFIG_DEFAULT DEVICE TREE f8/E.

1.13 Relocation

WHEAETFHL B, U-BootHH i — 2 [fIbootloader N 2 ZIDRAM [k itk . U-Boot5g iboard f.c (M52
T H CEE A B N AR RN ik B (FR Mrelocation, iXANMHEARHEU-Boot N AE AT R E) » 5%
Jifrelocation i 4k £ 5¢ fiiboard_r.c itfE. W] L@ LS SR

U-Boot 2017.09-gabfdlc5e3d-210202-dirty #cjh (Mar 08 2021 - 16:57:31 +0800)

Model: Rockchip RK3568 Evaluation Board

PreSerial: 2, raw, 0xfe660000

DRAM: 2 GiB

Sysmem: init

// relocateF|ddr ¥ Ml WE 0x7d304000/ HE. A0, MEFHMrelocations,
Relocation Offset: 7d304000, fdt: 7b9f8ed8

Using default environment
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2. Chapter-2 RKZEH)
AT AERK T E S TSR feature

2.1 FEXH

‘P& B x:

./arch/arm/include/asm/arch-rockchip/
./arch/arm/mach-rockchip/

. /board/rockchip/

./include/configs/

defconfig H 3% :
./configs/
0o A FERR AT

./arch/arm/mach-rockchip/board.c

22 FEHRE

e &
FP G EIEN. SHEHE AT LML

/] BFERAIM TFREBTEATEELO
./arch/arm/mach-rockchip/Kconfig

./include/configs/rockchip-common.h

/1 BFEMA, PURK3399 MM
./include/configs/rk3399 common.h
./include/configs/evb rk3399.h
./configs/rk3399 defconfig

Fic B VB -
U0 R &% rockchip-common.h. rkxxx_common.h. evb_rkxxx.h & X I HE E AL B 44 H i H .

e RKIMG_DET BOOTDEV: fFi#ZRARMIAr4, LUEAS R 1 7 BRI 2 7 (10 17 15 5 28 8

e RKIMG BOOTCOMMAND: kernel i3 574

e ENV_MEM_LAYOUT SETTINGS: [H#fin#itthhl, 4% ramdisk/fdt/kernel;

e PARTS DEFAULT: BRAI GPT 73 [X3K, fERLEIFH T, 447663 RIE 21 GPT 4 X R
WA

e ROCKCHIP_DEVICE_SETTINGS: #MAHKar4, FERIEE stdio (— K& BB E3)dr

&)
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e BOOTENV: distro 75303 3} linux B (15 3 & 2R Ay 45

e CONFIG_SYS MALLOC LEN: malloc W fE K/,

o CONFIG_SYS TEXT BASE: U-Boot izfT {2 4f ikt ;

» CONFIG_BOOTCOMMAND: JHzl#r4, —ME XA RKIMG_BOOTCOMMAND;

e CONFIG_PREBOOT: TiJizhf4, £ CONFIG_ BOOTCOMMAND i ##147;

e CONFIG_SYS_MMC_ENV_DEV: MMC fEN ENV {#6if /1 BB ¥ dev num, —f2 0;

R LA RK3399 I HE4T 1560 -

J/include/configs/rockchip-common.h:

#define RKIMG DET BOOTDEV \ /7 BESTRIN AT HAF SRR

"rkimg bootdev=" \
"if mmc dev 1 && rkimgtest mmc 1; then " \

"setenv devtype mmc; setenv devnum 1; echo Boot from SDcard;" \
"elif mmc dev 0; then " \

"setenv devtype mmc; setenv devnum 0;" \
"elif rknand dev 0; then " \

"setenv devtype rknand; setenv devnum 0;" \

"elif rksfc dev 0; then " \

"setenv devtype rksfc; setenv devnum 0;" \

"fi; \O"

#define RKIMG BOOTCOMMAND \

"boot android ${devtype} ${devnum};" \ // Jashandroidi& [
"bootrkp;" \ // JREIRKHE RE
"run distro bootcmd;" // JB3hlinux[E

#ifndef CONFIG_SPL_BUILD

#define ENV MEM LAYOUT SETTINGS \ / /T R R
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr r=0x02080000\0" \
"ramdisk addr r=0x0a200000\0"

#include <config distro bootcmd.h>
#define CONFIG EXTRA ENV_SETTINGS \
ENV_MEM LAYOUT SETTINGS \
"partitions=" PARTS DEFAULT \ // BRINIIGPT/rIX
ROCKCHIP DEVICE SETTINGS \
RKIMG DET BOOTDEV \

BOOTENV // JAENLinuxi i8S TR i
#endif
#define CONFIG_ PREBOOT // FECONFIG_BOOTCOMMANDZ Hi 47 BITHE i

A
<

Jinclude/configs/evb rk3399.h:



#ifndef CONFIG SPL_BUILD
#undef CONFIG BOOTCOMMAND

#define CONFIG BOOTCOMMAND RKIMG BOOTCOMMAND // &M JE#hfn4d (WEN

RKIMG BOOTCOMMAND)

fendif

#define ROCKCHIP DEVICE SETTINGS \
"stdout=serial,vidconsole\0" \
"stderr=serial,vidconsole\0"

2.3 B EIEE

RKF- & fIU-Boot A BRI T, AXFI H—LE B P IR,

start.s
// I GmAEL

=> IRQ/FIQ/lowlevel/vbar/errata/cpl5/gic

=> main

=> stack

fili g B IR

//

//

/7 UEB—F B cHBEmIantt, Aol — 250 1R E0H A

=> board init f: init sequence f[]
initf malloc
arch cpu init
serial init
dram init
reserve_mmu
reserve video
reserve uboot
reserve malloc
reserve global data
reserve fdt
reserve stacks
dram init banksize
sysmem_init
setup reloc

/] AL

=> relocate code

//
//
//
//

//

//

/7 LB R BY cHMimantt, Aol — 250 1R E0H A

=> board init r: init sequence r[]

initr caches

initr malloc

bidram initr

sysmem initr

initr of live

initr dm

board init
board debug uart init
init kernel dtb
clks probe
regulators enable boot on
io_domain_init

set armclk rate

//

//
//
//
//
//
//
//
//
//

ARMZEFJFH A Lowleve L¥JUR 1L

HE 25 SF CHR T 5 AR

[socHilowlevel HIHHtk]
EAREILE e

[FHddrFEEE]

Mddr K B reserve W17

i U-Boot H & Erelochilil

L4 U-Boot i Irelocation

{FiFEMMUAI T /Dcache

Wm@4tofilive

IR AmAE 4L

[Fawia6tt, HtzoHr]

i Oiomux. clkAtE

[V)Flkernel dtb] !
WL R i

IR R G0 R

io-domain#¥JiEfk

__weak, ARMIEH (FEHFHRALMN)
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dvfs init // BRI R AR

rk_board init // __weak, HIBAMNEAMTGHEATSI
console_init r
board late init // [FElatedliafh]

rockchip set ethaddr // FEmactbil

rockchip set serialno // WHserialno

setup_boot mode // fENT"reboot xxx"frA .

// R L oader B, recovery

charge display // U-Boot7tHi

rockchip_ show_logo // EaRHHLlogo

soc_clk_dump // #THlclk tree

rk board late init // __weak, HIFANRMTGRATEI
run_main loop /7 CEANGAATHR, BT Ead4 ]

2.4 WA R

U-Boot H1R7%% Loader JN# %] coNFIG sys TExT BaSE Hiht, WIIAILES Z3RULRT RGHENIER R,
324V & FINAERRAGBAT A (HRAEmM A EERIRAD , 646 F & LI WA H. 2
Ja 1B — R ¥lreserve xxx() # NN RK BRI INE T EXINA, w5 H Crelocate F| - Brreserve ] %S
) o WAERARMERAGR IR, DLARMG64AS] CHBIELL -
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Start Addr

Name Offset Size Usage Secure
ATF 0x00000000 IM ARM Trusted Yes
Firmware
SHM 0x00100000 M SHM, Pstore No
OP-TEE 0x08400000 2M~30M %;;i TEE JFR Yes
FDT fdt addr r - kernel dtb No
KERNEL kernel _addr r - kernel 4514 No
RAMDISK ramdisk_addr r - ramdisk Bi1% No
FASTBOOT - - Fastboot buffer No
SP - - stack No
FDT - sizeof(dtb) U-Boot dtb No
GD - sizeof(gd) - No
Board - sizeof(bd_t) - No
MALLOC . CONFIG _SYS MALLOC LEN RGMHEZ ] No
U-Boot - sizeof(mon) u-boot £i15 No
Video FB - fb size 32M No
TLB Table E&M—TOP' 32K MMU 5% No

FRFH start Addr Offset —F2F I RFEET DDR base HHbhkmF2 ;

FastbootHi ik A K /N HEL B ¥t %€ : CONFIG_FASTBOOT BUF ADDR,
CONFIG_FASTBOOT BUF _SIZE.

e Video FB/U-Boot/Malloc/Board/Gd/Fdt/Sp H1 10 [7] T 4k S br 75 >R AN R4 s

o 64 1 F4: ATF ;& ARMv8 1), OP-TEE j&r[ikIi; 32 f7°F&: " OP-TEE;

* kernel fdt/kernel/ramdisk /& U-Boot 77 ZAN#Ek 1) [E {4 Hidk, H ENV MEM LAYOUT SETTINGS JE ;

e Fastboot TJRE T B 1 buffer il FIK/NE defconfig 71 g s

o OP-TEE (543 1) 7% [A] 75 ZEARME SeBr 5 KM, foRoN 30M;  Hirh RK1808/RK3308 - OP-TEE J7E
Rk, “AAE 0x8400000;



2.5 A R

RK linux /7 ZHIFAEAA R U, Android 77 55 T boot/rootfs € X iRlinux*F&H 5, HEEA—F, 7
%5,

Partition Start Sector Number of Sectors Partition Size Requirements
MBR 0 00000000 |1 00000001 | 512 0.5KB
Primary GPT 1 00000001 |63 D000003F | 32256 31.5KB
loader1 64 00000040 | 7104 00001bc0 | 4096000 2.5MB | preloader (miniloader or U-Boot SPL)
Vendor Storage 7168 00001c00 | 512 00000200 |262144 256KB | SN, MAC and etc.
Reserved Space 7680 00001e00 | 384 00000180 | 196608 192KB | Not used
reserved 8064 00001180 128 00000080 | B55936 B4KB | legacy DRM key
U-Boat ENV 8128 00001fcO |64 00000040 | 32768 32KB
reserved2 8192 00002000 |8192 00002000 |4194304 |4MB legacy parameter
loader2 16384 00004000 | 8192 00002000 (4194304 |4MB |U-Boot or UEFI
trust 24576 00006000 | 8192 00002000 |4194304 4MB trusted-os like ATF, OP-TEE
boot ( bootable must be set) | 32768 00008000 |229376 | 00038000 |117440512 | 112MB | kernel, dtb, extlinux.conf, ramdisk
rootfs 262144 | 00040000 |- - - -MB Linux system
Secondary GPT 16777183 | 0OFFFFDF | 33 00000021 | 16896 16.5KB

K F 51 H: http://opensource.rock-chips.com/wiki Partitions

2.6 Kernel-DTB

JR A U-Boot R 3 7§ FHHU-Boot H C.IJDTB, RK*F-& 1811 T kernel DTBALH 2 £F, ENfdi Fkernel DTB
IR . FEH RN TSN ZES, . power. clock. display 5%,

—HIIE:

o U-Boot DTB: fii#IiafbFfiE. FTENE D&% &
o Kernel DTB: Mot ¥IIaILA7- i FTENE O PAAMI 5 %% s

U-Boot¥ 4L 4 HIU-Boot DTBIE A7t FTEIE MWIAAtL, SR G MAF# BN #iKernel DTB Jf4% 1 {3 HJ
XA DTBARSEWI M R A . Kerne DTB FIARIGSCIIIERREL: init kernel dtb() o

FER#H— AT EZME M U-Boot DTB (FRAEFEHITENH 1) , &P & KATISDK B A 1) defconfig #B
Ja Fkernel DTBHL#I . Fir LUEH X T-4MEFIDTSE K, P M & Mkernel DTB.

2% FU-Boot DTB:

DTSH3:
./arch/arm/dts/
J& Akernel DTBHLH G : 2% M X2 U-Boot DTS 7 u-boot, dm-pre-reloc Fl u-boot, dm-spl B

It ok, fESREEAE 5 B defconfigh CONFIG OF SPL REMOVE PROPS fi i ffproperty, HZE
Ju-boot.dtb 3L {3 HLiB N fEu-boot.bin IR Z .«

F 4% 52 U-Boot )5 1T LU Y fdtdump iy 2K EIDTB N 45

fdtdump ./u-boot.dtb | less
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XS B RS

2.7 Aliases

U-Boot 1 5 457k Faliases & 7l Tkernel DTS B 152 X .
eMMC/SDfEU-BootH i #7N mme %45, A% 50, 1/EX5r; SDIJE LK TeMMC.

mmcl: Fixsd

mmc0: FzNemmc

2.8 Stacktrace

JEZE I U-Boot N SCRF IR FH AR FIFILET, RKCP- G300 7 iZhfe. H AT A 3800y 20k 0 AT B

o RGN H ALK
o A/ XMW dump_stack () ;
o f§f CONFIG_ROCKCHIP_ DEBUGGER ;

11140 % Sabort:

"Synchronous Abort" handler, esr 0x96000010

// abortWJEH . pc. 1lr. sp

* Reason: Exception from a Data abort, from current exception level
% 128G = 000000000028£430
* LR = 00000000002608d0
= 8P = 00000000£3dceb30

// EERHPCHILR

Call trace:
PC: [< 0028£430 >]
LR: [< 002608d0 >]

/7 EREAHRR
Stack:

0028£430
0028da24
00211600
002117b0
00202910
00202aa8
0027698c
002151ec
00201b2c

AN AN A AN AN AN A AA
V V. V V V V V V V

// TR A LR RS B
Copy info from "Call trace..." to a file(eg. dump.txt), and run

command in your U-Boot project: ./scripts/stacktrace.sh dump.txt

AP RS B, SR AR S B B E S e CHbfidump.txt) JEHAAT IR fir 4


af://n614
af://n618

cjh@Ubuntu:~/u-boot$ ./scripts/stacktrace.sh dump.txt

/] FEERKR
SYMBOL File: ./u-boot.sym

// TS HH PCAILRN N ARG A7 B

Call trace:
PC: [< 0028f430 >] strncpy+0xc/0x20 ./lib/string.c:98
LR: [< 002608d0 >] on serialno+0x10/0xlc ./drivers/usb/gadget/g dnl.c:217

/] B R RIS R A

Stack:

[< 0028f430 >] strncpy+0xc/0x20
[< 0028da24 >] hdelete r+0xcc/0xf0
[< 00211600 >] do env set.isra.0+0x70/0x1b8
[< 0021170 >] env_set+0x3c/0x58
[< 00202910 >] rockchip set serialno+0x54/0x140
[< 00202aa8 >] Dboard late init+0x5c/0xal
[< 0027698c >] initcall run 1list+0x58/0x94
[< 00215lec >] Dboard init r+0x20/0x24
[< 00201b2c >] relocation return+0x4/0x0

ERED:

o B AT =R, FLAARINRRE IRAE AT BN 2 5 4R S U .

./scripts/stacktrace.sh ./dump.txt // FEMTR B U-Boot [N (G R
./scripts/stacktrace.sh ./dump.txt tpl // FENTRE tpl ARG R
./scripts/stacktrace.sh ./dump.txt spl // fENTR B spl KRR B

PATZAT W, ZRTHLES b B AR 0 U AT ARSI S I B A4 R X A5 3 R

FE e
2.9 ATAGSfES
RKF- & 5 SRz :

BOOTROM => ddr-bin => Miniloader => TRUST => U-BOOT => KERNEL

RK-F- 5 1) & 8 1 2 18] 7] LLIE i ATAGS B A% 36— LS C B A5 5

o JEHTEMH: ddr-bin. miniloader. trust. U-Boot, ASE & Kernel.
o MEIBNZ: HIME. FE3A. ATF M1 OP-TEE SN AE. ddr HE%.

AL -

./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c
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2.10 U-Boot & 14

RK-F 5 HIU-BootMitrust A W A [ 4% 2. RKAMIFITHE 207 7! H1MiniloaderMSPL 157 51 5. H AiRockchip
RATHISDKEARV1126 94 i, RVI126FFUAIE- G R HFITA% 2, 2 BTF & R RKA% 2.

e RK #%2
Rockchip H & SCHT 4455, U-BootHltrustsy HFT L Nuboot.imgMtrust.img. UIT:
uboot.img F132£; trust.img A% A imagic N“LOADER”

00000000 4c 4f 41 44 45 52 20 20 00 00 00 00 00 00 00 00 |LOADER

00000010 00 00 20 00 78 d0O Of 00 06 99 c2 a8 20 00 00 00 |.. .X....o...
- |
00000020 09 8a b0 el 89 7a c2 89 0d e8 da ef 86 3e £f2 24

6447 trust.img Bidg A magic H“BL3X”

00000000 42 4c 33 58 00 01 00 00 23 00 00 00 £8 00 04 00
[BL3X....#....... |
00000010 0O 00 00 OO OO OO OO0 OO 00 OO OO 00 00 OO 0O 0O

o FIT#&=
U-Boot mainline 3 £ [ —F & 1% M AR = 9 [ 44% 3. U-Boot. trust A Szmeu s [ £ — 24T 644
uboot.img.

uboot.img I A magic J9"d0 0d fe ed", 4 fdtdump uboot.img ] LLEFH [l k.

00000000 dO 0d fe ed 00 00 06 00 00 00 00 58 00 00 04 c4
Jooaoo0000000 Koooo |
00000010 0O 0O 00 28 00 00 00O 11 00 OO OO 10 00 0O OO 0O |...

HEZFITNHIESHFITHET .

o HHITH

I H YT R OTATF i R iy B A5 AT 5E 5 BUE MH A U5 0L, uboot.img Mtrust.img AR 1 2 #4741
(2

I8 1 LN NN EARENGE
RK uboot.img IMB 4
RK 32fitrust.img IMB 4
RK 6417 trust.img 2MB 2
FIT uboot.img 2MB 2

M EIRFAE TSN, uboot.img A trust.img 1 A /NERIN B Z4MB.

Ly R /INRIM BB BT i
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° I{K»ﬁ§iﬁt ﬁﬁﬁ%ﬁﬁ4%i§bﬂégiﬁo Blin: --sz-uboot 2048 1 Fll --sz-trust 4096 1, F/~
uboot.imgFL{2M, FIEL147; trustimgH4r4M, T 147,

o FIT#%3\: FikflE Z%: CONFIG _SPL FIT IMAGE KB Al
CONFIG_SPL_FIT IMAGE MULTIPLE. 4337 Sufn K/NCRAL: KB)YRIHT 34

2.11 kernel [#] 14

RK-F & fIU-Boot 3¢ ff = ik ) A [ 1 51 5«

o RKH%
A% U ) magic N”KRNL”:

00000000 4B 52 4E 4C 42 97 OF 00 1F 8B 08 00 00 00 00 00
KRNL. .Y.vurnnrn..
00000010 00 03 A4 BC 0B 78 53 55 D6 37 BE 4F 4E D2 A4 69
..... xSU.7.0N. .1i

kernel.img = kernel;
resource.img = dtb + logo.bmp + logo_kernel.bmp;
boot.img = ramdisk;
recovery.img = ramdisk(for recovery) ;
o Androidf =\,
Bt SCAF ¥ magic §”ANDROID!”:

00000000 41 4E 44 52 4F 49 44 21 24 10 74 00 00 80 40 60
ANDROID!S.t...@"
00000010 F9 31 CD 00 00 00 00 62 00 00 OO 00 0O 00 FO 60

boot.img = kernel + ramdisk+ resource + <dtb>;
recovery.img = kernel + ramdisk(for recovery) + resource + <recovery_dtbo> + <dtb>;
VilH: recovery dtbo: MAndroid-9.074 FF #4815 dtb: MAndroid-10.074 FF UG #4154
1%
e Distroff =

H A0FUR Linux (9 —F0@ A [E 44T A% X K ramdisk. dtb. kernel 47— MK . XM 150HE
W LASER SO R G NAFAE, B0 ext2. extd. fat 55, U-Bootfs 2L S RGEA By 10 2 & (1 A
H. BE2BH:

./doc/README.distro
./include/config distro_defaults.h

./include/config distro bootcmd.h

o 51 3LSed: android > rk > distro, &SR FEAXS MK E B T4, =AM & SALMSEHIZ I
17, EEREREES SRR R RN, MHEAEU-Boot i & 4T 1 2.

RIS e
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#define RKIMGiBOOTCOMMAND \
"boot android ${devtype} ${devnum};" \
"bootrkp;" \

"run distro bootcmd;"

2.12 HRiER

RSt DA st — T, BeS (nRICEME, E2 2L JH fsecure-boot
RO o JFHLE

o ctrl+c: #EA U-Boot iy 2471 ;

o ctri+d: HEAN loader FE 5 ;

e ctrl+b: #EA maskrom K25

o ctrl+f: A fastboot #ix;

o ctrl+m: FJE bidram/system 15 &.;

o ctrl+i: fFRENAZ initcall debug;

o ctrl+p: TEN cmdline 15 & ;

e ctrl+s: "Starting kernel..." 2 J5#f X\ U-Boot iy 217

2.13 MMU-Cache

RKF- & BRIAMEREMMU. Dcache. Icache, MMUR 1: 1264 ML, DceacheX Hwrite-back il . #HI$z
1.

// Icachef#[:
void icache enable (void);
void icache disable (void);

void invalidate icache all(void);

// Dcache$zH:

void dcache disable (void);

void dcache enable (void);

void flush dcache range (unsigned long start, unsigned long stop);

void flush cache (unsigned long start, unsigned long size);

void flush dcache all(void);

void invalidate dcache range (unsigned long start, unsigned long stop);
void invalidate dcache all(void);

// BEFTR IS R AE X ] ) Dcache J& T

void mmu set region dcache behaviour (phys addr t start, size t size,

enum dcache option option)

2.14 N %M@ s

o 64 7 F 5 HIHLARE 5 S Image, HIU-Boot M E| HAriz 17 Hikk. {H2& RKF 5 1 U-Boot 14 1] SCHF
X640 LZAKS T 4 R AT i . (H2 F P 20 e«

CONFIG LZ4=y

640 LZA A8 WAZ MR HT . JR i I Z5E LAE S G 1 rkxxx_common.h A
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#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x00500000\0" \
"pxefile addr r=0x00600000\0" \
"fdt addr r=0x01£00000\0" \
"kernel addr no bl32 r=0x00280000\0" \
"kernel addr r=0x00680000\0" \ // LZAfRE AL
"kernel addr c=0x02480000\0" \ // LZATRAG Ntk
"ramdisk addr r=0x04000000\0"

o 2 FEIHLEREHE HE S zImage, HU-Boot/l#F| kernel addr r Hulik b, F AR B #
JEo. {HAZERKT 4 IU-Bootid A] 37 FiImaget® 38, HHU-Boot/l#k 2 H briz /T kit .

H%%?@%rhm;mmmhiﬁﬂ%ﬂ?kaL@M{rﬁ&ﬁiXkﬂmk@ﬁacﬂ
e (HRMAPATREENEE, U-Boote Il i /&zlmageil &Image, ZhAAEIX2MHbE. HZ&
F P b 251K A

CONFIGfSKI PiRELOCATEiUBOOT
324 A B A ik 52 X

#define ENV_MEM LAYOUT SETTINGS \
"scriptaddr=0x60000000\0" \
"pxefile addr r=0x60100000\0" \
"fdt addr r=0x68300000\0" \
"kernel addr r=0x62008000\0" \ // zImagelE4E N A% L
"ramdisk addr r=0x6a200000\0"

2.15 bidram/sysmem

U-Boot?] LMEFR RAERIFTE WAE, BNEhIbA(RHHETE R FHRINAE, T R IEE IER R ER
PP Al . U-Booti& B ALHI B H X He 2], EILRK 5 5] Abidram. sysmem P77 HRALHI 5 X B 17
HATE L,

ik, n_EU-Boot2F MmallocE HALH], RKF & RS FTA NA7E L sysmem + bidram + malloc &
kT, BEH IR AR S A n) .

low-addr high-
addr

R e o e |

| no management | system used

| = | ===mmmmmmmmm e |
0x0 N GB

o bidram: & #u-boot. kernelfBtAT M. TEAIERAIAAZEL, Hl41: ATF. OP-TEE /5 1 f#43[Al;
o sysmem: & Hkernel W] L. AIHIIANAEH. Biltn: fdt. ramdisk. kernel. fastboot /i H 7S],

FHRARHD -

./lib/sysmem.c
./lib/bidram.c
./include/memblk.h

./arch/arm/mach-rockchip/memblk.c


af://n760

1R A& bidram 1 sysmem FINAE (G SR, DB NFRYIIE0 85 B 7 i 28 dump k. @A F
B TR A 41

bidram P75 B3

bidram dump all:

7

// <1> EHRERTU-Boot AiT#H loaderSK I M ddr B A EELE, —ILH26B
memory.rgn([0] .addr = 0x00000000 - 0x80000000 (size: 0x80000000)

memory.total = 0x80000000 (2048 MiB. 0 KiB)

[/ <2> RELEIR TR ERMEFEAGNFER, e kerne I AT K

reserved.rgn[0] .name = "ATFE"

.addr = 0x00000000 - 0x00100000 (size: 0x00100000)
reserved.rgn[l] .name = "SHM"

.addr = 0x00100000 - 0x00200000 (size: 0x00100000)
reserved.rgn[2] .name = "OP-TEE"

.addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.total = 0x02000000 (32 MiB. 0 KiB)

/7 <3> ZRERBOFEZIN B <o># AT G SR, Gl xS HRET A
LMB.reserved[0] .addr 0x00000000 - 0x00200000 (size: 0x00200000)

LMB.reserved[1].addr = 0x08400000 - 0x0a200000 (size: 0x01e00000)
reserved.core.total = 0x02000000 (32 MiB. 0 KiB)
symnenl?ﬂ??ﬁgﬁiﬂé:

sysmem dump all:
[/ <1> XHEsysmemf[ HEEHFSANFEE, Woidram<3>Z /M HddrEE, Xkerneln] i,
memory.rgn[0].addr 0x00200000 - 0x08400000 (size: 0x08200000)
memory.rgn[l].addr = 0x0a200000 - 0x80000000 (size: 0x75e00000)

memory.total = 0x7e000000 (2016 MiB. O KiB)

[/ <2> EBERTEANME M allocEMNARE R

allocated.rgn[0] .name = "U-Boot"

.addr = 0x71dd6140 - 0x80000000 (size: 0x0e229%ecO0)
allocated.rgn[1l] .name = "STACK" <overflow!> // FWIHHH

.addr = 0x71bd6140 - 0x71dd6140 (size: 0x00200000)
allocated.rgn[2] .name = "EFDT"

.addr = 0x08300000 - 0x08316204 (size: 0x00016204)
allocated.rgn[3] .name = "KERNEL" <overflow!> // FM WA H

.addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)
allocated.rgn[4] .name = "RAMDISK"

.addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)

// <3> malloc_ r/fHIK/»
malloc r: 192 MiB, malloc f: 16 KiB

allocated.total = 0x0f874acc (248 MiB. 466 KiB)

[/ <4> EHRZOEEN BiR<2o>HATIE BB, SRt bHENAFERER
LMB.reserved[0] .addr = 0x00280000 - 0x014ce204 (size: 0x0124e204)



LMB.reserved[1l] .addr = 0x08300000 - 0x08316204 (size: 0x00016204)

LMB.reserved[2] .addr = 0x0a200000 - 0x0a3e6804 (size: 0x001e6804)
LMB.reserved[3].addr = 0x71bd6140 - 0x80000000 (size: 0x0e429ec0)
reserved.core.total = 0x0f874acc (248 MiB. 466 KiB)

TR R AR RTTE, PR E R, 15454 Lk bidram A1 sysmem dump P7715 BE4T 4
o

// PRSI AL DA HAME A ST, AAENAAES . XU ST RSN N AP LRI A
Sysmem Error: "KERNEL" (0x00200000 - 0x02200000) alloc is overlap with existence
"RAMDISK" (0x00100000 - 0x01200000)

/7 FAEE B R AF R N — SRR R R v B B (T sysmemfllbidramfs B
Sysmem Error: Failed to alloc "KERNEL" expect at 0x00200000 - 0x02200000 but at
0x00400000 - 0x0420000

// sysmemf&F A R MEHNEN0x200000, FTLAMRAHIE AR 0x10000 04245 %5 1A
Sysmem Error: Failed to alloc "KERNEL" at 0x00100000 - 0x02200000

// EEHIE"RAMDISK" N7k

Sysmem Error: Failed to double alloc for existence "RAMDISK"

2.16 X &

RKF & U-Boot L FFH Fl 73 X F: RK paramterfg s (IH) Fl Fr#EGPTA K (1) , ML LRI AFLE
PR X R, RAEMHGPT /XK. ot GPT 142 RK parameter, 565 F 145 X 3 S A-#R Y
parameter.txt. F3 7 0] LLEL"TYPE: GPT" )@ Al 2 5N GPT.

FIRMWARE VER:8.1

MACHINE MODEL:RK3399

MACHINE ID:007

MANUFACTURER: RK3399

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3399

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT // HETRGPTH M XK, BINARK paramter
CMDLINE:mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot),0x00002000@0x00006000 (tr
ust),0

x00002000@0x00008000 (misc),0x00008000@0x0000a000 (resource), 0x00010000@0x00012000 (
kernel

) ,0x00010000@0x00022000 (boot),0x00020000@0x00032000 (recovery), 0x00038000@0x000520
00 (bac

kup) , 0x00002000@0x0008a000 (security),0x00100000@0x0008c000 (cache),0x00500000@0x00
18c000

(system) ,0x00008000@0x0068c000 (metadata), 0x00100000@0x00694000 (vendor) , 0x00100000
@0x007

96000 (cem) , 0x00000400@0x00896000 (frp),-@0x00896400 (userdata:grow)


af://n778

2.17 HW-ID DTB

RKF- & H1U-Boot H] MR HEGPIOBH ADCHIBEHIRZS, A2 iy DTBICH Hhfifi it 55 B IR A UL AL YD TB3E

Tm#E.

FEZ =

ARG .

2.18 make.sh

make.shBE/E —MwIFEMA, W2 —MTE. K TH. AT RICH. fTaEF.

L

iy 2>

./make.sh --help

// ATREM KR

./make.sh trust //
./make.sh loader //
./make.sh trust <ini-file> //
./make.sh loader <ini-file> //
./make.sh spl //
./make.sh spl-s //
./make.sh itb //
AT AL

./make.sh env //

/7 RACGmIITIRE

. /make.
. /make.
. /make.
. /make.
. /make.
. /make.
. /make.
. /make.

. /make.

sh
sh
sh
sh
sh
sh
sh
sh
sh

elf-[x] [type] //
elf //
elf-S //
elf-d //
elf spl //
elf tpl //
<addr> //
map //
sym //

2.19 vendor storage

T ftrust

T81oader

I trusth 8 E ini 30

1 flloaderM #85E ini XM
Htpl+splBE#ddrfminiloader, FIHiloader
Aspl&#miniloader, M floader

fT8u-boot.itb (64 F&H R XHFIHATFMU-Boot, OP-TEE

AEfifw printenv E

FACH: FH- 2124, [type] Wik E KILHMSPLEITPL
RICHiu-boot A, BRIMEH-DZ3

JRICgwu-boot LA, fEH-sZ3L

S Giu-boot XA, M -dZ%

L 9wtpl/u-boot-tpl XX, BIAER-DSH
IC%spl/u-boot-tpl XA, ERINER-DZHL

it add ] B R A FARRE A B

T Hu-boot .map

T Hu-boot .sym

RKF- & f1U-Bootf2 fit | Vendor storage X 325 H F fRAFSN. MACSE B it~ (FE I

vendor.c) :

#define EMMC VENDOR PART OFFSET

(1024 * 7)

/* —-— Spi Nand/SLC/MLC large capacity case define --- */
#define NAND VENDOR PART OFFSET

0

/* —-—— Spi/Spi Nand/SLC/MLC small capacity case define --- */

#define FLASH VENDOR PART OFFSET

8

P — AN BEOIEAME SAF il A2 . R ZOE S S M
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int vendor storage read(ulé id, void *pbuf, ulé6 size)

int vendor storage write(ul6 id, void *pbuf, ul6 size)

2.20 AMP

RKF & HU-Boot > fF AMP(Asymmetric Multi-Processing) [& 451 5 .

e
FES S

A

2.21 SD/U%E

IRB R

RKF & IU-Boot 32 2 SD/U AL I [ 4F S sh ek F 2 . Horb

o SDJE BI/F 2k & MbootromiX — 2% 45 S 7

o Utk i 8/ T+ 22 NU-BootiX —

2.22 SysReset

LS RAHHET,

=

PR

o U-Bootl) & A fllkernel —Ff, B2 75 Bb A trust B 52K

2.23 Interrupt

U-Boot fiir

U-Boot ) JR AU BEA e RS, RKV- 65583 1% IhRE

B2 =4

5 B E

2.24 Timestamp

—_ = o/ o/

— o/ o/, e e

o O O O O

o O O o o o

.324987]

.327215]
.330039]
.332526]
.336454]
.346981]

.351075]
.394136]
.394272]
.395276]
.400347]
.402070]1

Kernel (74T EIE BRI A B D8,

AATRER AT LL S R kernel — ¥ fireboot xxx Ay 4 (K T kernel dtsT ) 5E X

, XHEGIC-V2. GIC-V3,

JTE I RTER A . U-Boot BT ENE B ERIN B A N A1, A

T BRG] LAd AEfiC B CONFIG _BOOTSTAGE PRINTF TIMESTAMP o U1 F:

U-Boot 2017.09-00019-g9%055ed0-dirty (Dec 26 2019 - 14:31:44 +0800)

Model: Evb-
PreSerial:
DRAM: 2 Gi

Relocation

RK3288

2

B

Offset: 00000000, fdt:

Using default environment

dwmmc@ff0cO

000: 1, dwmmc@f£f0£0000:

Bootdev (atags) : mmc 0

MMCO: High
PartType: E

Android 9.0,

boot mode:

Speed, 52Mhz
FI
Build 2019.6

None

Tbe22c38
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[ 0.405213]
[ 0.407833]
[ 0.418211]
[ 0.432128]
[ 0.435916]
[ 0.439113]
[ 0.444148]

[ 1.005018] ## Booting Android Image at 0x02007800
[ 1.009917] Kernel load addr 0x02008000 size 8062 KiB
[ 1.014981] ## Flattened Device Tree blob at 08300000
[ 1.019970] Booting using the fdt blob at 0x8300000
[ 1.025185] XIP Kernel Image OK
[ 1.035469] 'reserved-memory' dma-unusable@fe000000:
size=1000000
[ 1.037448] 'reserved-memory' ramoops@00000000: addr=
[ 1.044412] Using Device Tree in place at 08300000,
[ 1.064363] Adding bank: 0x00000000 - 0x08400000 (size:
[ 1.064976] Adding bank: 0x09200000 - 0x80000000 (size:
[ 1.075259] Total: 812.613 ms
[ 1.075279] Starting kernel
VERE: I TAVRRET B RS AH S I A], 17 2600 B[]

2.25 Relocation

Found DTB in boot part
DTB: rk-kernel.dtb
ANDROID: fdt overlay OK
I2c0 speed: 400000Hz
PMIC: RK808

vdd arm 1100000 uv

vdd gpu 1100000 uv

addr=£fe000000

8000000 size=£0000

end 08316edl
0x08400000)
0x76e00000)

U-Boot£>1E5E iiboard f.clIiifE /5 H Cirelocate | N A7 R B H Nk B, EARMHEALU-Boot N 1747 &)
M€ . RKMHJU-BootZRiA:

o 32fi°FA: CONFIG SKIP RELOCATE UBOOT=y Ff Anfifrelocation, 75 M4 .
o 64411 5 fifirelocations

2.26 SARFERT

U-Boot HIAA LA R ERIA AT ENAB B S AE R -

### Booting Android Image at 0x02007800

Kernel load addr 0x02008000 size 8062 KiB

### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000

XIP Kernel Image
'reserved-memory' dma-unusable@fe000000:
'reserved-memory'
Using Device Tree in place at 08300000,
0x00000000 - 0x08400000
0x09200000 - 0x80000000

Adding bank:
Adding bank:
Total:

Starting kernel

812.613 ms

OK

ramoops@00000000:
end 0831l6edl
0x08400000)
0x76e00000)

(size:
(size:
// U-BootB Bt s FERS

addr=fe000000 size=1000000
addr=8000000 size=£0000
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2.27 VELHFERT

FH AT BA4TIT 1ib/initcall.c I debug () A DEBUG 3XAGUITF MIVEFEFERT, %kl 771 B ./make.sh
BT ISR A5
U-Boot 2017.09-00019-g9b55ed0-dirty (Dec 26 2019 - 14:45:33 +0800)

# 5212 us # 137.868 ms
initcall: 0020delf

# 1 us # 142.636 ms
initcall: 0020e015
Model: Evb-RK3288

# 1646 us # 149. 48 ms
initcall: 0020dd6l
PreSerial: 2

# 1213 us # 155. 28 ms

initcall: 0020ddcd
DRAM: # 606 us # 160.401 ms
initcall: 00203719

// MR 187 us & initcall: 00203719 i KIFER!

// WIF 165.355 ms /& initcall: 00203719 AILMU-Boot & EhFERT

# 187 us # 165.355 ms
initcall: 0020de81l

# 2 us # 169.938 ms
initcall: 0020dc29

# 1 us # 174.703 ms
initcall: 0020dc3d

# 1 us # 179.469 ms
initcall: 0020ddad

# 2 us # 184.237 ms
initcall: 0020de27

# 1 us # 189 2 ms

2.28 fuse.programmed

RKF-6 4 1 75 @ i ilsecure-boot DI, I 7 B0t [ {445 44 52 T J secure-bootti . (AT ARE
efuse/otp) . Miniloader 2=ifiisk U-Boot [1] kernel 18 /il emdline & W] 4 H1 [1) efuse/otp ff BE& R H RS :

e '"fuse.programmed=1": JFFJi | secure-boot, eﬁmekﬁpEﬂéé@&%%zgo

e "fuse.programmed=0": FF/8 T secure-boot, efuse/otpi%H IS .

e cmdline V& fuse.programmed : ¥ )i secure-boot (MiniloaderMEi#) , EiF Miniloader A
IHV A SCRpAE 1% -

U-Boot 75 BEA&INTFIEAL

83c9bd4 board: rockchip: pass fuse programmed state to kernel
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3. Chapter-3 iFRE

3.1 AT A&

e N#irkbin

RRE—ANTEOGE, HTFEBRRKAFERbin. JA. T8 T E. U-Boot ki< WiZ O FER 5]
M tE, T84 Bloader. trust. uboot[El . rkbinflU-Boot TFE A {5357 2% H 5% £ .

CHETH: HSHM R,

e T#GCC

GCCYm 3 #3f# Fl gce-linaro-6.3.1, Ji( & Tprebuilts H 3% 2 . prebuiltsF1U-Boot R FF[HIZ H XK R .
.

// 32fi:
prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-
gnueabihf

// 64fL:
prebuilts/gcc/linux-x86/aarch64/gcc-linaro-6.3.1-2017.05-x86 64 aarch64-

linux-gnu/

GCC F#: WsHMxET

o iFdefconfig
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oA

rv1108
k1808
rk1806
k3036
rk3128x
rk3128
rk3126
rk322x
k3288
k3368
rk3328
k3399
rk3399pro
rk3399pro-npu
k3308

rk3308-
aarch32

px30
k3326

rk3326-
aarch32

rvl126

rv1126

rvl126

rvl126

k3566

defconfig

evb-rv1108_defconfig
rk1808 defconfig
rk1806_defconfig
rk3036_defconfig
rk3128x_defconfig
evb-rk3128 defconfig
k3126 defconfig
rk322x_defconfig
rk3288 defconfig
rk3368 defconfig
rk3328_defconfig
rk3399 defconfig
rk3399pro_defconfig
rknpu-lion_defconfig

rk3308 defconfig

rk3308-aarch32_defconfig

px30_defconfig

rk3326_defconfig

rk3326-aarch32_defconfig

rv1126_defconfig

rv1126-ab.config

rvl126-emmc-tb.config
rv1126-1p3-emmc-tb.config
rv1126-spi-nor-tb.config

rv1126-spi-nor-
tiny _defconfig
rvl126-ramboot.config

rv1126-usbplug.config

rk3566.config
rk3566-¢ink.config

7 ¥rkernel
dtb

N

Ui

I A
HH R+ FFA/B

eMMC+DDR3 i I
Bl
eMMC+LP3 B JTHlL
Spi Nor+DDR3 s I
Bl

Spi Nor N H
AT (N AF A B))
usbplugZh g

i FH A
B A



7 Frkernel

vy defconfig B

dtb

rk3568 defconfig

it FH it
rk3568-dfu.config w4 %ﬁdfuZIK
rk3568-nand.config ‘
, ¥ HFMLC/TLC/ eMMC
k3568 rk3568-spl-spi- Y
SPI-nand% HISPL
nand_defconfig -
L3568 aarch32.conf Y Fraarch3245 1\,
r -aarch32.confi N
s ¥ Frusbplught

rk3568-usbplug.config

EE: WIRFERFSDK KA defconfig N, 1 LASDK i,

* config fragment/}44

HT R E B2 R K, —Ndefeonfig & Toikii 2 . AT LAMRV 11267146 3 Frconfig
fragment, BIX}defconfigif{Toverlay.

Blan: rv1126-emme-tb.configiE 5 % T CONFIG BASE DEFCONFIG="rv1126 defconfig", 4l
4T ./make.sh rv1126-emmc-tb ﬁﬁé%&fé?f%ﬁﬁrvl126_defb0nﬁgéEﬁi.conﬁg’ AR5 FHrv1126-
emmc-tb.config B [F) it B Xt .configift {Toverlay. 1Zr & W &ER0N:

make rv1126 defconfig rvll26-emmc-tb.config && make

IR ES config fragment XCAFHHAT R R, R FEAER) . /scripts/sync-fragment.sh . fll:

./scripts/sync-fragment.sh configs/rvll26-emmc-tb.config

AR 2T .configfllrv1126_defconfigI AL B % 7 WidiffElrv1 126-emmc-tb.config L4 7

3.2 [Elfgm

i

1

. /make.

RS L

. /make.
. /make.

. /make.

SR G

. /make.

F R

B A A -

H .

A .

>3 352 A
PR 4

sh [board] // [board]: configs/[board] defconfigXff.

Toie32hL 864N T- &, 5 — IR a AR 5 Hi$s :e defconfig, W91 i 4 WA ZidE 7€ [board]. 540:

sh rk3399 // build for rk3399 defconfig
sh evb-rk3399 // build for evb-rk3399 defconfig
sh firefly-rk3288 // build for firefly-rk3288 defconfig

Tow326r 864 -6, U R EEE TR config" — IR gw ik, W4 B dr A 48 € [board]:

sh

G SR g RIS L I A BRI 1) B R B PR IEG, 15221 make distclean JAE B4R

IR SE R G2 7EU-BoottR H 3% FTEA2AL: trust. uboot. loader. U1 K27 L4 it 15

/] ..
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// uboot{THEIIFE

load addr is 0x60000000'!

pack input u-boot.bin

pack file size: 478737

crc = 0x840f163c

uboot version: v2017.12 Dec 11 2017
pack uboot.img success!

pack uboot okay! Input: u-boot.bin

// loaderf[ B 5| I ini LA

out:rk3126 loader v2.09.247.bin

fix opt:rk3126 loader v2.09.247.bin

merge success (rk3126 loader v2.09.247.bin)

pack loader okay! Input: /home/cjh/rkbin/RKBOOT/RK3126MINIALL.ini

// trustiT AR KT AWM ini T
load addr is 0x68400000'!
pack file size: 602104
crc = 0x9¢cl178803
trustos version: Trust os
pack ./trust.img success!
trust.img with ta is ready
pack trust okay! Input: /home/cjh/rkbin/RKTRUST/RK3126TOS.ini

/) PRGRER . ER: B EiRtrust Mloade rdT AR L RIX A)iE, YA DAR T
uboot.img

Platform RK3126 is build OK, with new .config(make rk3126 defconfig)
IRAAERR H SR A AT R (R

./uboot.img

./trust.img // FERE: MEE LMW ES, ¥ A trust. img. trustf BHRYHTELE
uboot.imgH,

./rk3126 loader v2.09.247.bin

BT TR 155% TR,

3.3 EMFRS

RETA:
Windows/Linux [ [ 58 5 T g 508 F SDK A A 1) T B RRAS B e BT A AS
FeE
RK P& —HE MM A MaskromBi . Loaderfi(U-Boot).
(1) #E \Loaderks S L 1 77 72:

o JEHLES, BlEKIZEE+
o JEHLEF, EAIHLKAZctrl+d4 &5
o U-Bootfr 474 \: download {3 rockusb 0 $devtype $devnum

(2) #E AMaskrome 58 A ) 7%
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FAURS, AL S ctrl+b2H &5

U-Bootfii & 1T#i A\ : rbrom

ERED:

HHT U-Boot P 7r X K : RK parameter 73X % (IH) 1 GPT 73+ IX%E GHr) o WREM AR
X R BB 7 A —Fp 43 XK FEAL, W) Nand FLES AU EE M EH RS eMMC HLE AT LSO
I X 3K

WEARHL & BRI AR MR XK, WA IRAGPTr X 3R . ATl I HLE Sk

PartType: EFI // MHIANGPT/IXE, HMFTEI"PartType: RKPARM"

3.4 [EfF K/

2 RKELH => U-Boot[& 14

3.5 FFRITR

J/make.sh % T g 1FARD, B T BAFTEThEE. 34t 7 —SAYMOMSAT B e ST R E . (H2
R AT A& B 489w Pt — K U-Boot.

JEFITHSE A
./make.sh trust // flBtrust
./make.sh loader // $Tflloader

./make.sh trust <ini-file> // T trusth e ini SO, BUMEH BN ini S
./make.sh loader <ini-file> // #JflloaderW#EZEini M, HMEFIERNini XIF

FITH#%
// |HJHA
. /make.sh spl // Htpl+splE#iddrfiminiloader, #Aloader
./make.sh spl-s // Hspl&E¥miniloader, fJfHiloader

/] AR

./make.sh --spl // Fspl&E#fiminiloader, #Jflfloader

./make.sh --tpl // WtplE#ddr, FTEMHloader

./make.sh --tpl --spl // Htpl. spl¥&#ddr. miniloader, @ Aloader
./make.sh --spl-new // ./make.sh --spl @& RITAEANEE, hindoEHwEH
EANTR

U] S BT TH AR 2 B RoB 2 A2 28 make st 2 8T I .
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4. Chapter-4 2L

4.1 Android BCB

BCB (Bootloader Control Block) 7&Androidy= il & 4t J8 shifiFE mi ¥ 1 i —Fh FlbootloadersZ H.FIML 4. %
Y 4E M) E AE misc 7 X AmFE 16KB B0 0 &,

s G54

struct android bootloader message {
char command[32];
char status[32];

char recovery[768];

/* The 'recovery' field used to be 1024 bytes. It has only ever

* been used to store the recovery command line, so 768 bytes

* should be plenty. We carve off the last 256 bytes to store the
* stage string (for multistage packages) and possible future

* expansion. */

char stage[32];

/* The 'reserved' field used to be 224 bytes when it was initially
* carved off from the 1024-byte recovery field. Bump it up to
* 1184-byte so that the entire bootloader message struct rounds up
* to 2048-byte. */
char reserved[1184];
bi

command: A4, HATSCRFLT =4

S TR

bootonce-bootloader Ja 2hidk N U-Boot fastboot

boot-recovery Ja sl recovery

boot-fastboot Ja 3N recovery fastboot (fij#R fastbootd)

recovery: NiEN recovery mode a4, FF3kN "recovery\n", JEMW LA ZANS%, LA"--"FF
Sk, P45, 40 "recovery\n--wipe ab\n--wipe package size=345\n--

reason=wipePackage\n" :
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update package

retry count

wipe_data

wipe cache
show_text

sideload

sideload auto_reboot
just_exit

locale
shutdown_after

wipe_all

wipe_ab

wipe_package size

prompt_and wipe data

fw_update
factory_mode
pcba_test

resize_partition

TR
OTA F+#%

i recovery TR IRHL, LLINTHRI AL, HARIZEEHTHEN recovery
T+

erase user data (and cache), then reboot
wipe cache (but not user data), then reboot

show the recovery text menu, used by some bootloader

an option only available in user-debug build, reboot the device without waiting
do nothing, exit and reboot

save the locale to cache, then recovery will load locale from cache when reboot
return shutdown

PEERFEAS userdata 47 [X

wipe the current A/B device, with a secure wipe of all the partitions in
RECOVERY_WIPE

wipe package size

prompt the user that data is corrupt, with their consent erase user data (and

cache), then reboot

SD - [fl 4 4%

T, EZA TSR &0K, a1 PCBA i
HEN PCBA iR

HHTAL 73 XK, android Q HIBHAS 7 X SCHF

U-Bootffr Bt — AT Z RIS 0 Bk S8, AVBEH 22 2%

4.2 AArch32

ARMVS [1] 64 £ Fr 35 MAArch64 iBALE] AArch32 #IET (BRARMVT FHE) , ARREAZI ] 32 7 4
P,

FH ] PLIE I XA 7 KA A 2980 2 5 NARMVSHT AArch32 #RL:

CONFIG ARM64 BOOT AARCH32=y
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4.3 DTBO/DTO

NTAEFH PR T N AR, X B ez &=, W% AE: DTB, DTBO, DTC, DTO,
DTS, FDT.

EATZ E AR AT LR 9 :

o DTS 2 THiik FDT 304+

o DTS it DTC 4w f5 Al 42 % DTB/DTBO;

e DTB 1 DTBO i#iif DTO #4157 & 3 — A~ ¥ DTB;
EEAEN FRZ P 53 DTO X AN I SIE & LHDTBOKEZEA, T3 A TR X &R
. DTO & —PaEhiatte, RN EIEME; DTBO &ML EkS, B2 T2MmKK dib.

AREFHELZHINA[ S % https://source.android.google.cn/devices/architecture/dtos

4.3.1 FEANH

DTO(Devcie Tree Overlay) »& Android P 5 5| A\ HAAAZ05& 1 /5 FH () Zh R, Al ik #&# Blob (DTBO) &
e BB M E &M Blob L. DTO A LA4EY RG0S SoC &M, FEahSEINEr b e % % 1% %
B, AT [0 B R AR I s 6 B0 0 o ) e P AT TR

E AW Blob (*.dtb) —fZH Vendor | iE$Eft, XK &#H Blob (*.dtbo) W ODM/OEM %] Rt
fit, )58 bootloader & If J5 FHL 45 kernel . U1 F &

VENDOR PROVIDED ODM PROVIDED

bootloader .dtbo

(board #1)

.dtbo

(board #2)
configure hardware

.dtbo
“

identify SoC and identify board and
load one with .dtb load one with .dtb

K>k H: https://source.android.google.cn/devices/architecture/dto

dtb
(SoC #N)

i EEE: DTO #{FA6H ) DTB A1 DTBO % I ER 8 ) DTB 4 ik A DX, ik LA KR X

18 dtc gk dts I, SR I TH-@ LLE AL R dtbo TR N symbols Fi 5. symbols i p AL & bR
R FTE TR IBIZR, DTO FEREH XN IRIENSH . R Rl

1. g3 dts BBl i

dtc -@ -0 dtb -o my main dt.dtb my main_dt.dts
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2. wmFEBMZE DT .dts KR4

dtc -@ -O dtb -o my overlay dt.dtbo my overlay dt.dts

43.2DTO EH

1. e B A R -

CONFIG_CMD DTIMG=y
CONFIG_OF LIBFDT OVERLAY=y

2. board_select_fdt_index()FR LTI . 1K R —A_ weak BREL,  FH AT DURRHE S B A 0 3587 SE 0 B o
PRIEUE HZAEZ 4y DTBO H3RIUH T#U4T DTO #AERE Ay DTBO (iR [H] index 251, /N 0 IF
1), BRAK) weak BEEUR [BIF) index M 0.

/*
* Default return index O.

=/

~_weak int board select fdt index(ulong dt table hdr)
{

* User can use "dt for each entry(entry, hdr, idx)" to iterate

* over all dt entry of DT image and pick up which they want.

* Example:
* struct dt table entry *entry;

int index;
* dt _for each entry(entry, dt table hdr, index) ({

B .... (use entry)

*
*
*/

return 0;

return index;

433DTO &8

1. DTO $4T 52/ J5, 7E U-Boot [IFFHLIE B 0] LIE B4R .

/7 PRI BT ED
ANDROID: fdt overlay OK

/ /RIS BT ER
ANDROID: fdt overlay failed, ret=-19

T W 5] 7R R UL JER TR — BEA R PR D /B4 blob 1 N BAFEAN A SR, T AT #5 ZEREATHI AR AR
AR E RS 2 .


af://n1168
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2. DTO $AT I Zh G 7E 45 kernel 1) emdline RIBNUN {5 E, R XA AWM DTBO #47 DTO #
fE:

androidboot.dtbo_idx=1 // idxM\0JF4f, XHBLREELdx=11H 4 DTBOIEAT DTOMRAE

3. DTO $UT T Ja v LEEU-Boot i 247 # H £at > EDTBAE, Hildiish2 &4,
4.4 Cmdline

cmdline & U-Boot 1] kernel i SEM— N EEFB, WBUEIBERE M, ®&RES. Hil cmdline

A 2RI, H U-Boot HEATHHE . 18 E R E 2 5 %45 kernel. U-Boot M Bt ] cmdline #% £RA7

fE bootargs iFt%%EE%#H
i

{

U-Boot x4 23l

Eltkernel DTBH [ /chosen/bootargs SZFlcmdlinef& i .

4.4.1 BHE R IR

e parameter.txt {4

R 2 RK #0143 X R, B LLTE parameter.txt FLA7 X cmdline {55, #11:

CMDLINE: console=ttyFIQ0 androidboot.baseband=N/A
androidboot.selinux=permissive androidboot.hardware=rk30board
androidboot.console=ttyFIQ0 init=/init
mtdparts=rk29xxnand:0x00002000@0x00002000 (uboot),0x00002000@0x00004000 (trust)

’

2 GPT #3014 X 3R, 7E parameter.txt A7 jicmdline 15 52 LA .

e kernel dts ] /chosen/bootargs , fFIUl:

chosen {
bootargs = "earlyprintk=uart8250,mmio32,0xf£f30000 swiotlb=1
console=ttyFIQ0
androidboot.baseband=N/A androidboot.veritymode=enforcing
androidboot.hardware=rk30board androidboot.console=ttyFIQ0
init=/init kpti=0";
}i

o U-Boot: MRIEYATIZITHIRZE, U-Boot &3hA&BINI—L AN E] cmdline. HLin:
storagemedia=emmc androidboot.mode=emmc ... ...
e boot/recovery.img [Al £k HL 118 H 122 H cmdline 7 Bt 5 & -
4.4.2 B¥E &
A RK P65 HE emdlinie 2408 L. HEZ A2 NI : Documentation/admin-guide/kernel-

parameters.txt.

o sdfwupdate: sd FHZRIRE, recoveryFE/T 7%


af://n1190
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r0ot=PARTUUID: &5 rootfs(system) 73 [X (JUUID, ¥ GPT % #F

skip_initramfs: kernel A~# Ff] uboot M%) ramdisk, Tfi{#H rootfs(system) B ffjramdisk
storagemedia: f7fifi Jo B2 AL s

console: kernel T El L &S B

earlycon: fEH 5 RURESLZ |, $REH M AHEE

loop.max_part: max_part ISR ¥ E R4 loop B HTRE SCRF I 73 X # H

rootwait: F T30 REEARESL BRI AT H AHESL, #1001 emme WIAGHR TERE,  IXANBHE DR AN R B
root_wait [fJ1ff, #i4¥ mount rootfs failed, TMh0 FIXANSEPE, WA LASESr driver I GERE, 7E
MAFAE & copy H rootfs, 5 mount 3%, BIASIRREM T

ro/rw: JEL rootfs ()@, Hi/H
firmware_calss.path: F8EIXIAIE, 41 wifi. bt. gpu

dm="Iroot none 0, 0 4096 linear 98:3 0, 4096 4096 linear 98:32" root=/dev/dm-0: Will boot to a rw dm-
linear target of 8192 sectors split across two block devices identified by their major:minor numbers.After
boot, udev will rename this target to /dev/mapper/Iroot (depending on the rules).No uuid was assigned. &%

FEFEhttps://android.googlesource.com/kernel/common/+/android-3. 18/Documentation/device-mapper/boot.

txt

androidboot.slot_suffix: AB System I 4 kernel #& & MHE™ slot J& )

androidboot.serialno: A kernel X [ E$HALFFF1S, U0 adb 75545
androidboot.verifiedbootstate: ZZH.75K, AN _FJZIRME uboot KL A HIIRZS, H MRS, WF

1. green: If in LOCKED state and the key used for verification was not set by the end user
2. yellow: If in LOCKED state and the key used for verification was set by the end user
3. orange: If in the UNLOCKED state

androidboot.hardware: 5z %, 1 rk30board

androidboot.verifymode: 485 5 iiE 73 X I FLSLAE A ARAS  CRISE UE B4 1 76 B 4D

androidboot.selinux: SELinux /& —Ffi & T8 -ZRAAEA (domain-type) MI5RHI T A1 #EH] (MAC) %
ERG. AP

1. enforcing: &I, fF SELinux iE2/EH, HOL EMIIHFEIRT] domain/type T
2. permissive: LA : A SELinux i2/EH, NI SAEE WS HA 2L bR
domain/type IAFHL . X P AT LLIZ >k AE 9 SELinux ) debug 2 H
3. disabled: %M, SELinux J#i& SLhrigfk
androidboot.mode: % F./85) /57, # normal 5 charger.

1. normal: 1E% LG 3l
2. charger: FKHLJF#EFEIEFFHL, androidboot.mode #14 & A charger, XM H uboot £l FELJE 78
HAJ5 15 B %1 bootargs M 15745 & P
androidboot.wificountrycode: & wifi E XKML, #US, CN

androidboot.baseband: FLE 3, RK JLILThAE, WE N N/A
androidboot.console: android {5 54 H AL E
androidboot.vbmeta.device=PARTUUID: &7 vbmeta 717t ' 147 B
androidboot.vbmeta.hash alg: & vbmeta hash #y%, U sha512
androidboot.vbmeta.size: F§ 7€ vbmeta ] size

androidboot.vbmeta.digest: 43 kernel {4 vbmeta [¥] digest, kernel %K vbmeta /51T 5 digest, 5
I digest X}t

androidboot.vbmeta.device state: avb2.0 5 7E R4 lock 5 unlock


https://android.googlesource.com/kernel/common/+/android-3.18/Documentation/device-mapper/boot.txt

4.5 ENV B/E

4.5.1 HEZE T FF

ENV /& U-Boot HE4E v 5 B 2L (1 — P & 21 /7 30, 183 hash table #4254 " A0 " B0408 " EAT RIS 35
B, SCREH/N/SU A AR G, BRATE TSN EE MBI SRy R E . U-Boot SCRHE ENV
B RAFAE S FIAEAE A B : NOWHERE/eMMC/FLASH/EEPROM/NAND/SPI_FLASH/UBI...

He & -

/) BINE: ENVIREENTE
CONFIG_ENV IS NOWHERE

// ENVIRIFAE SR TR
CONFIG_ENV_IS_ IN MMC
CONFIG ENV_ TS TN NAND
CONFIG ENV IS IN EEPROM
CONFIG_ENV_IS_ IN_ FAT
CONFIG_ENV IS IN FLASH
CONFIG ENV_ TS IN NVRAM
CONFIG ENV IS IN ONENAND
CONFIG_ENV_IS_IN REMOTE
CONFIG ENV_ TS IN SPT FLASH
CONFIG ENV IS IN UBT

// AERCEEABBLKIERZFIFZMHEN TR (mmebRAD) » RRFEHEFELH !
CONFIG ENV_ IS IN BLK DEV

HEZRARHS -

./env/nowhere.c
./env/env_blk.c
./env/mmc.c
./env/nand.c
./env/eeprom.c
./env/embedded.c
./env/ext4d.c
./env/fat.c

./env/flash.c

452 fHxEEDO

/] REOAEA &
char *env_get (const char *varname) ;
ulong env_get ulong(const char *name, int base, ulong default val);

ulong env _get hex(const char *varname, ulong default val);

// BB AR EA S, value ANULLEE [H T Bk
int env_set(const char *varname, const char *value);
int env_set ulong(const char *varname, ulong value);

int env_set hex(const char *varname, ulong value);


af://n1282
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/) ABLRAFAEAEAE A 5 ERIENVAS B A Em et ok

int env_load(void);

// EAEFTFTHENVE B ORERIF 6N BT L

int env_save (void);

o env load(): HIPAFTEIH, U-Boot HELLSTEAIE M E shimfe B A ;
o env_save(): HIIETRERINZIESRHA, SIEHAER ENV GBI
CONFIG_ENV_IS NOWHERE XXX 1§ 7E FIFE-i At ;

453 mgdEN

RK R4t TG — 4B ENV (I n, RAQIE. 8. BHmitg. LN 74 bootargs
AR R, (HFREEH] T H A A R A

/**
* env_update () - update sub value of an environment variable

*

* This add/append/replace the sub value of an environment variable.

*
* @varname: Variable to adjust

* @valude: Value to add/append/replace
* @return 0 if OK, 1 on error

=/

int env_update(const char *varname, const char *varvalue);

/**
* env_update filter() - update sub value of an environment variable but

* ignore some key word

*

* This add/append/replace/igore the sub value of an environment variable.

*

* @varname: Variable to adjust

* @valude: Value to add/append/replace

* @ignore: Value to be ignored that in varvalue

* @return 0 if OK, 1 on error

%Y
int env_update filter (const char *varname, const char *varvalue, const char

*ignore) ;

1 env_update()f5 F LN«

o flF: WR varname AAFAE, NIEIE varname Al varvalue;

o JEMN: GnfR varname EFTE, varvalue ANFELE, MEND varvalue;

o B W varname CAFAE, varvalue CAFE, W 4RI varvalue B4R, bhln: JFERAFLE
“storagemedia=emmc”, 4H[{E A varvalue A“storagemedia=rknand”, | %% 55

“A"storagemedia=rknand" .
2 env_update_filter()/& env_update()HI¥ EARAS: TEFEH env HI[FE R4 varvalue B3N8 751

3FEMER: env_update()Fl env_update_filter() B2 LA M AT «="E R 73 BR AT ENV N & EAT F T4 #,
Bl st AL "key=value"4 & 1Al

o HAMH: sdfwupdate. ......


af://n1296

o "key=value"#fl51d: storagemedia=emmc. init=/init. androidboot.console=ttyFIQO. ......
o IRWANE O EEAHEK TR B, kit “console=ttyFIQO androidboot.baseband=N/A
androidboot.selinux=permissive*{: A— M FEAR BT AT B o

4.5.4 TAtEf B

env_save()H] LI ENV {RAZZFAEN T, RK P& 1 ENV FIAAAEAL E R K /N E LR -

if ARCH ROCKCHIP

config ENV_OFFSET
hex
depends on !ENV IS IN UBI
depends on !ENV_IS NOWHERE
default 0x3£8000
help

Offset from the start of the device (or partition)

config ENV_SIZE
hex
default 0x8000
help
Size of the environment storage area
endif

o iE%, ENV_OFFSET Al ENV_SIZE # A @&

4.5.5 i@ P&

Hui s AN i — A : eMMC/sdmmce/Nandflash/Norflash 2. {H U-Boot J&4: /] Nand. Nor 2§ ENV
IXFH#RE MTD HESE, T RK BT A CoCR AR A2 & BLK HESRES, PAGIX 8 ENV KB oy s o

NIk, RK HEZAN BLK HEZLZ FIfAE 4L conFIc ENV Is IN BLK DEV FCEEIN:

o eMMC/sdmme 1L, #KHR1EHE CONFIG_ENV_IS_IN_MMC;
e Nand. Nor fJf&#L, TTLLIEHE CONFIG_ENV_IS IN_BLK DEV;

T F P FH A5 [ 2K configff) CONFIG ENV TS IN BLK DEV i .

// BEBAIEEL, AHEBK
CONFIG_ENV_OFFSET
CONFIG_ENV_SIZE

/) EEATEEE
CONFIG_ENV_OFFSET REDUND (optional)
CONFIG ENV_SIZE REDUND (optional)
CONFIG_SYS MMC ENV_PART (optional)

FER: LWIEEME CONFIG_ENV IS IN XXX Bl#, &5k Keonfig H e ik, BI#AA 7
HULE .


af://n1316
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4.5.6 fw_printenv B

fw_printenv/&U-Boot4& it 1) — 25 Tlinux {F H fenv T H . JEEX AT R, HP A BAElinux B, &k
envifI N 5. % T2 ZRenv X I 200 T — A kernel i WL 43 X b GRS M XD, AH_Ejgilid
kernel sys I FAEfifs 15 007 7] Bllenv X 45

THRIRAU;

./make.sh env

1755 T RA
./tools/env/fw_printenv // enviZE T H
./tools/env/fw _env.config // envlCE A
./tools/env/README // envilE T HULHI SR

1§ 7775155 FREADME Y .

4.6 HW-ID DTB

RKF & HU-Boot 32 =R AR F F I GPIOEE # ADCIRAZN A INE A F i Kemel DTB, Z#:NHW-ID
DTB (Hardware id DTB) IfjfE.

4.6.1 Bt R

T H RO S AW AN — S Te A, beln. BRRE. wifi IR AR MR RRACER NS
— B, PSR LR . BT AR HW_ID DA SEIL— B H A AT DUE RS AS [\ A (R s«

XA R RRAS, 3R B EAR AR NI dtb SCfF, R IE E3R A ADC/GPIO AEAHME—{H A TR AL
RTREARRRCAS CEbtm: [f52 19 ade . [#5E B3 GPIO H°F)

FH P03 S R A R A S B 1) dtb SCAFE 44T B33 [R]— ) resource.img, U-Boot 5| 5 kernel Bf 6 I 44 nf:
—{H, M resource.img B AN Y TR FRRAS UG HC A dtb 245 kernel.

4.6.2 T 5%

H 8732 FF ADC A1 GPIO P #h 7 2 i T AF AR AR
ADC &% it

RK3326-EVB/PX30-EVB F 4R A WiEE o K HBE, AR S EE AR ADC {5, XHEERT LU E A FE
TR RRA:


af://n1333
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ADCO_HW_ID

R R R R R R R R R b by

4 M
Part F It is reserved. for the hardware version of the producti
{If it is not needed, it can be removed. i
i
WCC_1VE
T
U1DD0F

Vi4 ADCD HW ID 15 0.5 -
ADC_ING e —— - T TR0
ADCTINT —77s GADCT HE_HOOK
ADCTINZ ¢ ADCIHET_IM

) o

ADC_AVDD_1VE [—— SrEgOVEC_VE
100nF

Fiag XER

H :411 the Power filter itors. should b
pfzged c'_gsg t,g i':'.e p::rnt;:: ;iﬁ;coggP}isl} ; - HW ID
ADCO_HW_ID Pullup Bull-down | ADC Vialue g
VersionD (Defanle) 51K DHE 1024
PC A% H 19 MIPT 5 /NMRFUER A7 55 b — BT iz H B
- | -
P —— Ty '
[VER T T :
i
i
i
i
i
I
i
I
i
I
R7=0NP '
= R7=10K[: :
- ol
WODE0 EYE WOo 1vE
VOOSWD SVET g - i::-:-‘_ - i;a::-:-:
10uF ool m—l_":'.',= -

ANFE mipi BESECE AR, & EVB LM E —NME—1 ADC S5UHE.

HET V1 A ADC 158 J51%: ADC S8R KAE N 1024, XM ADC_INO 5| g Bz Ehr 2t i R
1.8V, MIPI 5 LA —i 10K ff FHi s fH, $28 EVB #RJ5 ADC=1024*10K/(10K + 51K) =167.8.

GPIO 2% ¥ it

HAT#AT GPIO &% Beit, AP AT E el



4.6.3 DTB %

H 7 75 22 ADC/GPIO A e — B A5 EATIAE dtb U B dr UG R
ADC fE8 HW_ID DTB:
o XAFA LI A 4 R
o HW ID #%3(: #[controller] ch[channel]=[adcval], R A—5EEEHIG
[controller]: dts LT ADC #2501 M4 7.
[channel]: ADC JHIH .
[adcval]: ADC [{rF i, SEFRA AGE AL : adeval+-30.
o FATEEHITTLIAUEHNGFRE, WEARA T
o ZANHITZ AN #HEAT MG, B SR 10 MG

R

rk3326-evb-1p3-vl0#saradc ch2=11l#saradc_chl1=810.dtb
rk3326-evb-1p3-v10# saradc ch2=569.dtb

GPIOfE ¥ HW_ID DTB:
o AL )R
o HW_ID #=: #gpio[pin]=[level], FxAN— e IT
[pin]: GPIO Jl, 1 0a2 K gpio0a2
[level]: GPIO 7| I H~F.
o MAEERATLAUER NG FEE, WA THE:
o AT [ANEI#HAT IR, SR 10 AT

bR

rk3326-evb-1p3-v10#gpio0a2=0#gpio0c3=1.dtb

4.6.4 DTBIT &

kernel /% : scripts/mkmultidtb.py. JELZBAT] DAL Z A dib #1493 [6]—A> resource.img.

FH P S5 BT I A SO T AL ditb S04 3 DTBS 8 LA, FE4E E 5 R ADC/GPIO IR B 15
=]

o

DTBS = {}
DTBS['PX30-EVB'] = OrderedDict ([ ('rk3326-evb-1p3-v10', '# saradc ch0=166"),
('px30-evb-ddr3-1vds-v10', '# saradc ch0=512"')])

Ao, AT scripts/mkmultidtb.py PX30-EVB & 2E il & 3 45 dtb [ resource.img:

o rk-kernel.dtb: rk BRINK dtb, AMAIAE Bk, prfy dtb #REVLEC DI BB AT . 4T 601
ALAE 1 DTBS HIEE—> dtb 19 ERINH dtbs
o 1k3326-evb-Ip3-v10# saradc_ch0=166.dtb: L7 ADC 15 E 1 rk3326 dtb {5


af://n1357
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o px30-evb-ddr3-lvds-v10# saradc ch0=512.dtb: & ADC {5 B px30 dtb ST,

4.6.5 Theea

Pic B A% I
CONFIG_ROCKCHIP_HWID DTB=y
LM TE
./arch/arm/mach-rockchip/resource img.c // B rockchip read hwid dtb()

DTS At & :
R GPIOVE AREEIR A, i fE rkxx-u-boot.dtsi o 7 B 5t B [ pinctrl fll gpio 5 ;. ADCERIA EAERE

filtn:  gpio0Fgpiol VE IR 5«

&pinctrl {
u-boot,dm-spl; // BINZEME, iLZTAHAEIEU-Boot DIBH. R
}i

&gpio0 {
u-boot,dm-spl;
}i

&gpiol {
u-boot,dm-spl;
bi

4.6.6 N4 R

mmcO (part 0) is current device

boot mode: None

DTB: rk3326-evb-1p3-v10# saradc ch0=166.dtb // FTEIILELIDTR, &5MERIA"rk-
kernel.dtb"

Using kernel dtb

471 ABR %

FTiB I A/B System B4 R GE[E 0 AWMy, 5 BFR Nslot-a, slot-b. RGA] LLMERE —4> slot JE3), X4
—A slot JBANRMEIET] LA 55— AN B 30, [EIE -2 B mT DL B Fe0ks [ 448 DLE) 55— A slot BTG iE#EA
RETHRE A VEYH R AR AR E S 3 R T,
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H BIRK - & fipre-loader fiTU-Boot#l 1] LLSZ FFA/B R 55 .

YWATLY

Yy Android 37 #F Linux 37 #
rk3128x N Y
k3126 N Y
rk322x Y Y
k3288 N Y
k3368 N Y
k3328 N Y
k3399 N Y
k3308 N Y

px30 Y Y
k3326 Y Y

4.7.2 Bt B

A/B System i Z K HLIBAVB, Ul1F:

// BB
CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB AB=y
CONFIG AVB LIBAVB ATX=y
CONFIG AVB LIBAVB USER=y
CONFIG RK_AVB_ LIBAVB USER=y
// {HREA/BIIfE

CONFIG ANDROID AB=y

4.73 X F&

A/B SystemX} 7r X RAEK: FEIF A/B WX UAIEMNES af b, parameter.txt ZHUIF:


af://n1414
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FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot _a), 0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc),0x00001000@0x00004000 (vbmeta a),0x00001000€0x0000e000 (vbmeta b),0x00020
000@0x0000e000 (boot_a), 0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor a),0x00100000@0x
0072e000 (vendor_b),0x00002000@0x0082e000 (oem_a), 0x00002000@0x00830000 (oem _b) ,0x00
10000@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

474 FEEEW

IAU-Bootff BEA/BR G J5, H P an i dra/bif sy X, NfLiH45 part _get info by name () M5
X % hdirslot/G 4%, 5l4n: "boot_a"ﬁ "boot b" . X IR 2 TURACS: H P sk B Y |
ARG Mslot, HEATFRHPHE, BARHD XA,

BRI ARAL T an R P A AR ARASTE T XN A R s YT T a/b i) 73 X I AT AL FTAS
slotfF 48, HEZLZ 2 H BRI 25T RGP slot. 0.  EIRTEIFT EHEAMEH "boot .

commit c6666740ee3b51c3el02bfbaflab95b78df29246
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Oct 24 15:48:46 2019 +0800

common: android/rkimg: remove/clean android a/b (slot) code

- the partition disk layer takes over the responsibility of slot suffix
appending, we remove relative code to make file clean;

- put android a/b code together and name them to be eary understood,

this makes file esay to read.

Change-Id: Id8c838da682ce6098bd7192d7d7c64269f4e86ba
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

4.8 AVBZ 43 3]

AVB J}y Android Verified Boot, it —& R, FEH TR boot system 55 [f 4.
Rockchip Secure Boot 255 1 IR 77 0% AVB, LI —E 5581 Secure Boot K246 77 % -


af://n1466
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4.8.1 Feature

o TERK

o SERMERL

o Bl AR

* persistent partition SZff

e chained partitions 32 £f, TIPS boot, system ZZZFAEA—E, WA LLHE oem H CARAAFAEH, {HLA

i PRK &4

482 L E

FFJE AVB 75 22 trust SCHF:

CONFIG_OPTEE CLIENT=y
CONFIG OPTEE Vl=y
CONFIG OPTEE ALWAYS USE SECURITY PARTITION=y // Z&¥HE{ifitElsecuritysrIX

e CONFIG OPTEE V1: &M FHH 312x,322x,3288,3228H,3368,3399.
e CONFIG OPTEE V2 : J&HFHH 3326,3308.

e CONFIG_OPTEE_ALWAYS USE_SECURITY PARTITION: eMMC M rpmb AFEMII A X%, ERik

AFF.
FF /8 AVB FHICHE & -

CONFIG_AVB LIBAVB=y

CONFIG_AVB LIBAVB AB=y

CONFIG_AVB LIBAVB ATX=y

CONFIG_AVB_LIBAVB USER=y

CONFIG RK AVB LIBAVB USER=y

// EWJUAS A%k, FHEESENSZE ave 5 a/B bk, PIAMERT LA T
CONFIG_ANDROID AB=y //IX/ZFf A/B

CONFIG ANDROTID AVB=y //IXMHF AV

// FHZEANA efuse MFEHMH
CONFIG_ROCKCHIP PRELOADER PUB KEY=y

// N7 TR E R un o c kAR BRI R T

CONFIG_RK AVB LIBAVB ENABLE ATH UNLOCK=y

/] EERETT A

CONFIG_AVB_VBMETA PUBLIC_KEY VALIDATE=y

// MR FEEcpuidff Nchallenge number, JFELLFZE
CONFIG_MISC=y

CONFIG_ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP OTP=y

4.83 5%

BUONAVBI KN A R S, HARFE. RUE S5 R B &,
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4.9 Fastboot

Fastboot/& Androidf2 it i) — F & BUSBAIU-Booti#H (TR BRI 7, — A T3ROS B . Be5 Y

Vo,
&,

4.9.1 fic B %

// fERERCE

CONFIG_FASTBOOT
CONFIG_FASTBOOT FLASH
CONFIG USB_FUNCTION_ FASTBOO

// SHRE
CONFIG_FASTBOOT BUF ADDR
CONFIG_FASTBOOT BUF SIZE
CONFIG_FASTBOOT FLASH MMC DEV
CONFIG_FASTBOOT USB_DEV

4.9.2 fi & 5 R

Fastboot 2R\ 1 Google adb ] VID/PID, A4 40 JLFhikk 5 =K.

e kernel Jfy24TH14T: reboot fastboot
e U-BootfJ 247447 fastboot usb 0
o FFHLKIZHEHE: ctrl+f

493 AR

fastboot flash < partition [ < filename > ]

fastboot getvar < variable | all

>
fastboot erase < partition >
>
fastboot set active < slot >
fastboot reboot

fastboot reboot-bootloader
fastboot flashing unlock
fastboot flashing lock
fastboot stage [ < filename > ]

fastboot get staged [ < filename > ]
fastboot oem fuse at-perm-attr-data
fastboot oem fuse at-perm-attr

fastboot oem at-get-ca-request

fastboot oem at-set-ca-response

fastboot ocem at-lock-vboot

fastboot oem at-unlock-vboot

fastboot oem at-disable-unlock-vboot
fastboot oem fuse at-bootloader-vboot-key
fastboot oem format

fastboot oem at-get-vboot-unlock-challenge

fastboot oem at-reset-rollback-index


af://n1498
af://n1500
af://n1502
af://n1511

4.9.4 A5 S VEMR

o fastboot flash < partition > [ < filename > |

Die: rIXkeE

2445 fastboot flash boot boot.img
fastboot erase < partition >

Dife: R IX

2449]:  fastboot erase boot

fastboot getvar < variable >

Dige: R AER

24441 : fastboot getvar version-bootloader

< variable > 2%

version

version-bootloader
version-baseband

product

serialno

secure

max-download-size
logical-block-size
erase-block-size
partition-type : < partition >
partition-size : < partition >
unlocked

off-mode-charge
battery-voltage

variant

battery-soc-ok

slot-count

has-slot: < partition >
current-slot

slot-suffixes

slot-successful: < a | b >
slot-unbootable: < a | b >
slot-retry-count: < a | b >

at-attest-dh
at-attest-uuid

at-vboot-state

fastboot getvar all

Theg: SRBUTABEER
fastboot set_active < slot >
Dhfg: BCEE R slot
Z445: fastboot set_active _a
fastboot reboot

Theg: ERBE, IEWE3)
2445 : fastboot reboot

/*
/*

/*
/*
/*
/*
/*
/*
/*
/*
/*

/~k
/*
/*
/*
/*
/*
/*

fastboot RRA */
uboot WA */

FEaEE */

JPEls x/

IR 2R */

fastboot XFFHLIALHIH KT TH */
IR~/

BERP */

GrIX AL */

X KA */

W lockRE& */

slot #H =/

BEslotNEGHILT XL */
YHIEBIslot */

AT & R A slot, fEIH Hname */
BE XA IEREEE */

BHE X R BB E Nunbootable */
BESX W retry-count k¥ */
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fastboot reboot-bootloader
Dife: ER W&, HEA fastboot Bz
2445 ;. fastboot reboot-bootloader
fastboot flashing unlock
Theg: MBI, VPR [
Z44|: fastboot flashing unlock
fastboot flashing lock
Theg: BUEH, ZEIbRE
Z44]: fastboot flashing lock
fastboot stage [ < filename > |
hig: FEEERI &N AE, AR GHEE A CONFIG_FASTBOOT BUF _ADDR
Z44|: fastboot stage permanent_attributes.bin
fastboot get staged [ < filename > |
ThRg:  MBE o 3R A A
Z44]: fastboot get staged raw_unlock challenge.bin
fastboot oem fuse at-perm-attr
IfE: $¢'5 permanent attributes.bin & hash
A
fastboot stage permanent _attributes.bin
fastboot oem fuse at-perm-attr
fastboot oem fuse at-perm-attr-data
IfE: HkES permanent attributes.bin F| 22474 X 15 (RPMB)
ESUE
fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data
fastboot oem at-get-ca-request
fastboot oem at-set-ca-response
fastboot oem at-lock-vboot
Theg: BiUE RS
2444 : fastboot oem at-lock-vboot
fastboot oem at-unlock-vboot
DiRE: MBI, PISZEF authenticated unlock
24491

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin
./make_unlock.sh (. make unlock.sh &%)

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

A LLZ% (how-to-generate-keys-about-avb.md )



¢ fastboot oem fuse at-bootloader-vboot-key
IfE: $¢5 bootloader key hash
ESUE
fastboot stage bootloader-pub-key.bin
fastboot oem fuse at-bootloader-vboot-key
e fastboot oem format
Ddg: EEE R X, 43 XAF BRI T Spartitions
Z449]: fastboot oem format
e fastboot oem at-get-vboot-unlock-challenge
Difié: authenticated unlock, 75 423k1% unlock challenge (4%
Z445: 2 16. fastboot oem at-unlock-vboot
e fastboot oem at-reset-rollback-index
Difig: EALE A rollback ##5
2445 : fastboot oem at-reset-rollback-index
e fastboot oem at-disable-unlock-vboot
IhRE: 1 fastboot oem at-unlock-vboot 443K

24451]:  fastboot oem at-disable-unlock-vboot

4.10 SDAMUE

AT FEENARKF & ERISD MU R B FE 3. T

4.10.1 ML JH B
B ERT R R EIESERE, B E B L I 5 1A A B BAT % fitag, FRTFRRIC 4RI E 3

RILARETH . U-Boot IHAI BIXAMRIC G At & AL R s B Az . Hrf

o JAENE: EARE M BAE . U-Boot ELEAE X 4 56 BB 1F IE % 5 5h R 4

o At RWEWMGEM. BEFASRR, PCT RSB — M &k Arecovery i 20
T X% GERNARBE) , —42 5E B update.img B 4F (GENBELE) . U-Bootf#i AR 5]
S ARG Arecoveryli, 4R )5 HrecoveryFE 75 B &4 5 i+ 2 TAE

FrAER

o SDKJE3N/TFFFFE MbootromiX — sl T 46 3 1
o URLJEBN/HAFAXMNU-BootiX —HFF UG FE, BIH 2/ ERUEU-BootRE IEH TAE !

4.10.2 [ 14 H11E

RKF & ERISDRIUSL ). FHURHIERIER 4 —80, NUFHHA DR
o ffiFHSDKH % FHJ RKTools/1linux/Linux Pack Firmware/rockdev/ T.E4 X update.img.
o f#fSDDiskTool T. H:{update.img be%F|SDEkUSE. &
o ILFEN] R BNMLEL
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o &P [T B spkE)
o mili Fantlg

oy B EF RS T v1.53 XN
B AE R EERRE SDBoot:2.12
| Generic STORAGE DEVICE USB Device 148G -
B IRETHECE
VBl (" FCEATI, ["|s5zh
B R REN 4=
E:\RK\PX308RK3325\T & Yockdev\update.img TEIEE R

RIS E D emo$i1E (A1)

I 1#E$EDema
LEEEEEEEE OO (e

4103 SD AL E

SDJA#N/THK: %G SDKAK A FU-Boot DA BRINME AL ZTIRE, P AT EASIMNCE .

4104 USBEC B

URLfE 81/ T4 %°F & SDK R A [FU-Boot BRIV A /g, F 7 75 2 i & -
o JBIRL: RYEH O RGO, MR N USBEA T HE
CONFIG USB_HOST=y
CONFIG_USB_XHCI_HCD=y
CONFIG USB XHCI DWC3=y

CONFIG_USB_XHCI ROCKCHIP=y

CONFIG_USB_EHCI HCD=y
CONFIG_USB_EHCI GENERIC=y

CONFIG USB_OHCI HCD=y
CONFIG_USB_OHCI GENERIC=y

NG

PR2: (EREUSLS 3/ HIhRE:

CONFIG ROCKCHIP USB BOOT=y
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o SDIR3: SRJE MBI 2 PR, 2/ Juboot.img.
i EUSLITFHLE AN U-Bootiir 217 :

o SRS TR BB RIA AR, HHIAIZEE R IR AT
o RJE P L LR 2/ uboot.img, i EUEITFHLIEAU-Bootir &ATHE. AT usb
start Mlusb info ATMAREIE R A BIURL, 5 NIESEIHEURL IR

MR W BATHR A R FE AL IR TAE; U-Boot IUSBHIUG1L 75 Z K #ikernel dtb, A
Yiifkernel DTBZ A

o DIR4: K2 D3N kernel DTB #4 U1 — 3 iy 4 Fikern.dtb/it #|U-Boot H: . /dts/ HFE F. XM
kern.dtb2>7E 4 1 U-Booth # H )3T i uboot.img .

kern.dtb [F)Fig: ARHA7fiE 5 X fkernel dtb 5 #i38KF, U-Boot f# fkern.dtb #i{RUSB Ae#f IE " ¥)4R
ko

o JPIRS: HEHYmiEU-Boot, 1T SCRFUSLE /T IR fuboot.img.

W FAZ AR EE R uboot A [l R K TEIEFT AR, 2R NP RA N Nkern.dtb 5] LAY, & e#HE — A
A HU-Boothit & .

4.10.5 ThAEA R
WHATHRINSD USL A 2 2 D e A 238
F o] DB A A7 % (eMMC. Nand...) I HJkernel. resource. boot. recovery ZF s> X, #iilidi L

SD/U#E & g3t ANkernel.

4.10.6 E = H

USHIEEAIT 258 usb start 74, BT REARNT FERT

AR A B/ R ESCREGPT 4y X %, WISDDiskTool TH AR AE R >= v1.59;

WR /TR B FFABR S, NISDDiskTool T HMIIRAT R >= v1.61;

B USL R B/ D) RE 2 2019. 114 BN T g, i LUAH OG0 e 75 2236 /2 1 T 2 AF
1. U-Boot G EE B B F 8 s (B -

commit 369e944c844£783508b7839%9ae86a3418e2f63bc7
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Dec 12 18:07:07 2019 +0800

fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

The dts/kern.dtb is appended after u-boot-dtb.bin for U-disk boot.

Make sure u-boot-dtb.bin is 8-byte aligned to avoid data-abort on
calling: fdt check header (gd->fdt blob kern).

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Id5f2daf0c5446e7ea828cb970d3d4879%e3acda86

B SN R U T B Rl BRI
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369e944 fdt/Makefile: make u-boot-dtb.bin 8-byte aligned

b3b57ac rockchip: board: fix always entering recovery on normal boot U-disk
eOceedl rockchip: resource: add shal/256 verify for kernel dtb

5e817a0 tools: rockchip: resource tool: add shal for file entry

fcd474da 1lib: sha256: add sha256 csum()

0ed06fl rockchip: support boot from U-disk

01£0422 common: bootm: skip usb_stop() if usb is boot device

5704c89 fdtdec: support pack "kern.dtb" to the end of u-boot.bin

3bdef7e gpt: return 1 directly when test the mbr sector

1. rkbin 6 FE B A EIXAHEAL

commit f£9cO0b0b72673a65865b00a8824908cabfl2ecc32
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Thu Nov 7 09:21:36 2019 +0800

tools: resource: add shal for file entry

Base on U-Boot next-dev branch:

(5e817a0 tools: rockchip: resource tool: add shal for file entry)

Change-Id: Ife(O6lcabacab488dbecf2a3245d58cc660091dbd
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

1. kernel & FE B IX MR :

commit 078785057478c789bb033ba06925fa3a07e3130a
Author: Tao Huang <huangtao@rock-chips.com>
Date: Thu Nov 7 17:53:38 2019 +0800

rk: scripts/resource_tool: add shal for file entry
From u-boot 5e817al0ead27 ("tools: rockchip: resource tool: add shal for
file entry").

Merge all C files to one resource tool.c

Change-Id: If63ba77d1f5a3660bdoef877690bb456fal86ae71l

Signed-off-by: Tao Huang <huangtao@rock-chips.com>

o WIRHFTF LSDKELEH, BR T HAIE I IR AT, @R 7 Tirecovery 1) TREIMff A& 75
recovery H FHRHN T o



5. Chapter-5 IRz IR

5.1 Interrupt

5.1.1 HER T F

U-Boot JREAURS AT HITHESE, RK H CSEHL /&M T 30FF GICv2iv3, BRIMERE.
F AT 21 W7 R 37 55t -

e Pwrkey: U-Boot 78 Hilff CPU 2xiE NIRDIFEIRAR, 75 218 1d Pwrkey HIieEE CPU;
e Timer: U-Boot 7t B A F 5 v 25 FH 3| Timer 7
e Debug: flifit CONFIG_ROCKCHIP DEBUGGER ik 2 fiE;

He & -

CONFIG_IRQ
CONFIG_GICV2
CONFIG GICV3

HEZR AR -

./drivers/irq/irg-gpio-switch.c
./drivers/irq/irg-gpio.c
./drivers/irqg/irg-generic.c
./drivers/irq/irg-gic.c
./drivers/irqg/virqg.c

./include/irg-generic.h

5.1.2 MHkEDO

// CPUZAH:H 56
void enable interrupts (void);

int disable interrupts (void);

// GPIO¥Hflihii e

int gpio to irg(struct gpio desc *gpio);

int phandle gpio to irg(u32 gpio phandle, u32 pin);
int hard gpio to_irg(unsigned gpio);

/) W/ R B[] 1)
void irg install handler(int irq, interrupt handler t *handler, void *data);

void irg free handler (int irq);

// fdife/ A T B
int irg handler enable(int irq);

int irg handler disable(int irq);
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/7 WA R
int irg set irqg type(int irqg, unsigned int type);
H i IRQ

o JE ML S (SN TR AN, 0 pwm, timer5E .
o GPIO 1 pin A AL FIREAE R WS, 75 BEAAME e H i
—345 3 F 5 X i GPIO 1 pin 5 R W5

(1) £ struct gpio_desc ZERK

/) WIRER LA ftrdesicE, HERRE. WH.

int gpio to irqg(struct gpio desc *gpio);

BERE

battery {
compatible = "battery,rk817";

dc_det gpio = <&gpio2 7 GPIO ACTIVE LOW>;

struct gpio desc dc_det;

int ret, irg;

ret = gpio request by name nodev(dev_ofnode(dev), "dc det gpio", O,
&dc_det, GPIOD IS IN);
/] R T RBITE B, A 2AR [al{E A W
if ('ret) {
irg = gpio_to irqg(s&dc det);
irqg install handler (irqg, ...);
irg set irqg type(irg, IRQ TYPE EDGE FALLING) ;
irqg handler enable (irq);
}
(2) &\ gpio Y phandle 1 pin
[/ WITERT LSRN At L B, PR RTE . W H .
int phandle gpio to irg(u32 gpio phandle, u32 pin);
il (rk817 [HH 5 Iy GPIO0_A7) -
rk817: pmic@20 {
compatible = "rockchip,rk817";
reg = <0x20>;
interrupt-parent = <&gpio0>; // "&gpio0": FEMlgpio0Tiiffiphandle;

interrupts = <7 IRQ TYPE LEVEL LOW>; J7 "7V pinﬁh

u32 interrupt[2], phandle;



int irqg, ret;

phandle = dev_read u32 default(dev->parent, "interrupt-parent", -1);
if (phandle < 0) {
printf ("failed get 'interrupt-parent', ret=%d\n", phandle);

return phandle;

ret = dev_read u32 array(dev->parent, "interrupts", interrupt, 2);
if (ret) {
printf("failed get 'interrupt', ret=%d\n", ret);

return ret;

[/ 9T R A IR [EE A

irg = phandle gpio to irg(phandle, interrupt[0]);
irg install handler(irqg, pwrkey irqg handler, dev);
irqg set irqg type(irqg, IRQ TYPE EDGE FALLING) ;

irg handler enable(irq);
(3) 5&Hl4EE gpio

// WITEEBEGITEE gpio, AWM gpio DAUERFIRMZ RS AT, AERE, AEBLH.
int hard gpio to_irg(unsigned gpio);

4 (GPIOO A0 HiiEHIKr) -

int gpio0_ a0, irqg;

/7 RT BITRI R, A F IR R A

gpio0 a0 = RK_IRQ GPIO(RK _GPIOO, RK_PAO);
irg = hard gpio_ to irg(gpioO_a0);
irg_install handler (irqg, ...);

irg handler enable(irq);

5.2 Clock

521 EZE T &

clock JXahf# A clk-uclass HEZLAIARHERE .
P

CONFIG CLK
HEZE AR
./drivers/clk/clk-uclass.c

ER=E [N ER
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./drivers/clk/rockchip/. ..

5.22 MkED

// HIER B
int clk get by index(struct udevice *dev, int index, struct clk *clk);

int clk get by name (struct udevice *dev, const char *name, struct clk *clk);

/7 fgiRe /S
int clk enable(struct clk *clk);
int clk disable(struct clk *clk);

// BCE /BREE
ulong (*get rate) (struct clk *clk);

ulong (*set rate) (struct clk *clk, ulong rate);

// BRE/SREUHAL
int (*get phase) (struct clk *clk);

int (*set phase) (struct clk *clk, int degrees);

5.2.3 B P AT EE AL

I IR T R B EaAE, IR e enu T AHIE R, TR SN .

cru: clock-controller@ff2b0000 {
compatible = "rockchip,px30-cru";
assigned-clocks =
<&pmucru PLL GPLL>, <&pmucru PCLK PMU PRE>,
<&pmucru SCLK WIFI PMU>, <&cru ARMCLK>,
<&cru ACLK BUS PRE>, <&cru ACLK PERI PRE>,
<&cru HCLK BUS PRE>, <&cru HCLK PERI PRE>,
<gcru PCLK BUS PRE>, <&cru SCLK GPU>;
assigned-clock-rates =
<1200000000>, <100000000>,
<26000000>, <600000000>,
<200000000>, <200000000>,
<150000000>, <150000000>,
<100000000>, <200000000>;

FB—RK, FEEMMBBIAMILGENL: rkelk_init()

F- & erulk3liprobe 2 I rkclk init () SEMK pll/cpwbus SHEMILEN, HHE LTE cru rkxxx.h o
1 RK3399:

#define APLL HZ (600 * MHz)
#define GPLL HZ (800 * MHz)
#define CPLI, HZ (384 * MHz)
#define NPLL HZ (600 * MHz)
#define PPLL HZ (676 * MHz)
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#define PMU PCLK HZ 48 * MHz)
#define ACLKM CORE_HZ 300 * MHz)
#define ATCLK CORE_HZ 300 * MHz)
#define PCLK DBG HZ 100 * MHz)
#define PERIHP ACLK HZ 150 * MHz)

(

(

(

(

(
#define PERIHP HCLK HZ ( 75 * MHz)

#define PERIHP PCLK HZ (

(

(

(

(

(

#define PERILPO ACLK HZ (300 * MHz)
#define PERILPO HCLK HZ (100 * MHz)
#define PERILPO PCLK HZ ( 50 * MHz)
#define PERILP1 HCLK HZ (100 * MHz)
#define PERILP1 PCLK HZ ( 50 * MHz)

FER, FEEMB S ZIRVIIEI: clk_set_defaults()

é%"é?muggiﬂpﬂﬁwfqﬁgé§ﬁﬁﬂ§clk_set_defaults()ﬁgiﬁiigaﬁimuﬁgﬁiwﬂassigned-
clocks/assigned-clock-parents/assigned-clock-rates ﬂ%ﬁiﬂ@iﬁ%ﬁ (Eﬂﬁi%ﬁﬂﬂﬁiiﬁéi) , [HEAf
FharmMiE . ﬂlﬁﬁg@ﬂﬂset_armclk_rate() A HCE

B T eru Ah, AT RIS AL H CHprobe R EFNTHA clk set defaults() , %I vop.

gmac.

B=R, BEREIMAIMEN: clk_set_rate()
RIBIF IR R WA clk_set_rate () MHEHCOHIIIE.

5.2.4 CPUHZH
cpuFFHLEAR ) SE IR -

° ﬂi%?él: cru 4‘|i<l‘)Jj‘I§]/‘] assigned-clocks E?E‘fé arm H*ﬂ?b@j$,
o BIE2: cru WEprobel A clk set defaults() 3K HAZ: IR ffarm B bR
WIR2 IXZprobeft 18 _set B (EASECED IR arm H AR A3

o WIE3: LI set armclk rate() , XZ&—_ weakfi#l, EoNCEMPE2FKIL arm H bR
o SIBR4. armE’»]regulator T AN regulator-init-microvolt = <...> f8%EinitH JEEE G B EAN
B

5.2.5 B 4P A

U-Boot HEZLS A AL AR BE, 2P AT soc clk dump () AT AT EIR AP E . Flin:

CLK: (sync kernel. arm: enter 1200000 KHz, init 1200000 KHz, kernel 800000 KHz)
apll 800000 KHz
dpll 392000 KHz
cpll 1000000 KHz
gpll 1188000 KHz
npll 24000 KHz
ppll 100000 KHz
hsclk bus 297000 KHz
msclk bus 198000 KHz
lsclk bus 99000 KHz
msclk peri 198000 KHz
lsclk peri 99000 KHz
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FATITER S X

sync kernel: cru JKZNIEIT clk set defaults() HBCLE 1 kernel cru 15 mi PG T 1 & S 2 Al
Carm BFEFRSL) 5 50 27K Hsync uboot;

enter 1200000 KHz: A2 Loader #t X\ U-Boot i f arm 4% ;

init 1200000 KHz : U-Boot ff] arm #I4GEANA, Bl APLL HZ & X HIS%;

kernel 800000 KHz : I T set armclk rate() 7% E T kernel cru 15 fi 5 assigned-clocks 1§

TR arm FE; BNE7R: "kernel ON/A";

5.3 GPIO

531 HER TR

[

GPIO Xz H gpio-uclass HEALAFRMERE T, F P IE struct gpio desc A RV Flgpio.

He & -

CONFIG DM GPIO
CONFIG ROCKCHIP GPIO

HEZRACHS :

./drivers/gpio/gpio-uclass.c

LI IMTE

./drivers/gpio/rk gpio.c

5.3.2 MHkEDO

// HiE/REGPTIO

int gpio request by name (struct udevice *dev, const char *list name,

int index, struct gpio desc *desc, int flags);

int gpio request by name nodev(ofnode node, const char *list name, int index,

struct gpio desc *desc, int flags);

int gpio request list by name(struct udevice *dev, const char *list name,

struct gpio desc *desc list, int max count, int

flags);

int gpio request list by name nodev (ofnode node, const char *1list name,

struct gpio desc *desc_list, int max count,

int flags);

int dm gpio free(struct udevice *dev, struct gpio desc *desc)

// BLEGPIOJ M. @flags: GPIOD IS OUT (fiith) Al GpIOoD Is IN (HiIN)
int dm gpio set dir flags(struct gpio desc *desc, ulong flags);

// WE/IRHGPTIOH P

int dm gpio get value(const struct gpio desc *desc)

int dm gpio set value(const struct gpio desc *desc, int value)
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HERE:
dm_gpio_get value () WIRFEMER RactivelRZS, TR &EUK. #il40:

e gpios = <&gpio2 RK_PD0 GPIO_ACTIVE_LOW>, KL IR [EME A 1, FHTN 0.
e gpios = <&gpio2 RK_PD0 GPIO ACTIVE HIGH>, fixHL FIRHRE{E AN 0, & TN 1.

dm_gpio_set value() MZ%valueth /2, 1: atcive, 0: inactive.

5.4 Pinctrl

5.4.1 HER T F

pinctrl 3Xz11F I pinctrl-uclass HEZEFIFRHERE T o
BLE

CONFIG PINCTRL GENERIC
CONFIG PINCTRL_ ROCKCHIP

HEZRARAD -
./drivers/pinctrl/pinctrl-uclass.c
IEh A

./drivers/pinctrl/pinctrl-rockchip.c

5.4.2 fHkEDO

int pinctrl select state(struct udevice *dev, const char *statename) /] WEIR
o
&
int pinctrl get gpio mux(struct udevice *dev, int banknum, int index) /7 FRECIR
o

Ny

pinctr]l FEZL 2 7E & driver probe I MAEZE 5 2 A% B "default™iR4&, H P — AT EH Hpinctrl#z 1,

5.512C

5.5.1 HEZE T H#F

i2¢ BB fH ] i2c-uclass HEZEFIbRMERE .
fil & .

CONFIG DM I2C
CONFIG_SYS_I2C ROCKCHIP
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HEZZARRY
./drivers/i2c/i2c-uclass.c
IXBH AR :

./drivers/i2c/rk_i2c.c
./drivers/i2c/i2c-gpio.c // gpiofiilizcilif, HuiHAR

5.52 MHREDO

// i2c &5
int dm i2c read(struct udevice *dev, uint offset, uint8 t *buffer, int len)
int dm i2c_write(struct udevice *dev, uint offset, const uint8 t *buffer, int

len)

// % BT
int dm_i2c_reg read(struct udevice *dev, uint offset)

int dm i2c_reg write(struct udevice *dev, uint offset, unsigned int val);

5.6 Display

5.6.1 HEZE 7 %

RK U-Boot H A Sz £ =% 04935 RGB. LVDS. EDP. MIPI fl HDMI, #3kit<:iiA CVBS. DP
%o U-Boot 7= logo B F >k H kernel #i H 5% N logo.bmp 1 logo_kernel.bmp, "EAT#EFTHL1E

resource.img B,
PSR
o 8bit Bl 24bit BMP %3
* logo.bmp 1 logo_kernel.bmp F ] Fr 73 ##3R K/N—54;
o XF T rk312x/px30/rk3308 X LT vop lite Z5H4 1, HIT VOP ASCHAAR, 17 24bit 1) BMP ]
R RAZE B, TR RIS R B R Ty T B4R, TEAE PC SR TR E e y il
AR -

BC & -
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CONFIG DM VIDEO
CONFIG_DISPLAY

CONFIG_DRM ROCKCHIP

CONFIG_DRM ROCKCHIP PANEL

CONFIG DRM ROCKCHIP DW MIPI DSI
CONFIG DRM ROCKCHIP DW HDMI
CONFIG_DRM ROCKCHIP LVDS

CONFIG_DRM ROCKCHIP RGB

CONFIG DRM ROCKCHIP RK618
CONFIG_ROCKCHIP DRM TVE

CONFIG_DRM ROCKCHIP ANALOGIX DP
CONFIG DRM ROCKCHIP INNO VIDEO COMBO PHY
CONFIG DRM ROCKCHIP INNO VIDEO PHY

HEZRARRS -

drivers/video/drm/rockchip display.c

drivers/video/drm/rockchip display.h

BB S

vop:
drivers/video/drm/rockchip crtc.c
drivers/video/drm/rockchip crtc.h
drivers/video/drm/rockchip vop.c
drivers/video/drm/rockchip vop.h
drivers/video/drm/rockchip vop reg.c

drivers/video/drm/rockchip vop reg.h

rgb:
drivers/video/drm/rockchip rgb.c

drivers/video/drm/rockchip rgb.h

lvds:
drivers/video/drm/rockchip lvds.c

drivers/video/drm/rockchip lvds.h

mipi:
drivers/video/drm/rockchip mipi dsi.c
drivers/video/drm/rockchip mipi dsi.h

drivers/video/drm/rockchip-inno-mipi-dphy.c

edp:
drivers/video/drm/rockchip analogix dp.c
drivers/video/drm/rockchip analogix dp.h
drivers/video/drm/rockchip analogix dp reg.c

drivers/video/drm/rockchip analogix dp reg.h

hdmi:
drivers/video/drm/dw_hdmi.c
drivers/video/drm/dw_hdmi.h
drivers/video/drm/rockchip dw hdmi.c

drivers/video/drm/rockchip dw_hdmi.h

panel:

drivers/video/drm/rockchip panel.c



drivers/video/drm/rockchip panel.h

5.6.2 tHxEO

// I8 U-Boot logo #ll kernel logo:

void rockchip show logo(void);

// S7n omp B, HAETEZEMTREE T ER:

void rockchip show bmp (const char *bmp) ;

// ¥ U-Boot HIN—LBEEL dtb HLHAK.

// B4F kernel logo MR/, Hihk. #3, crtc FtliAfin FF Ll Kl A AT E .
// KRB BCSH FAHRLEAHE.

void rockchip display fixup(void *blob);

563DTS AL E

reserved-memory {
#address-cells = <2>;
#size-cells = <2>;

ranges;
drm logo: drm-1ogo@00000000 {
compatible = "rockchip,drm-logo";

// FibufferHFkernel logoMIfFil, HARMMEFK/NEU-Boot F&f&E
reg = <0x0 0x0 0x0 0x0>;

}i

&route-edp {

status = "okay"; // ffifEU-Boot logol/RINAE
logo,uboot = "logo.bmp"; // ¥BEU-Boot logoEmmIEA
logo, kernel = "logo kernel.bmp"; // feEkernel logommHIEF
logo,mode = "center"; // center: JEFEIN, fullscreen: &R &R
charge logo,mode = "center"; // center: EWIEI/R, fullscreen: £FTRN
connect = <&vopb_ out edp>; // WELRER, vopb->edp->panel
}i
&edp {
status = "okay"; // ffiftedp
}i
&vopb {
status = "okay"; // ffifévopb
}i
&panel |

"simple-panel";

status = "okay";

disp timings: display-timings {

native-mode = <&timing0>;
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timing0: timing0 {

5.6.4 defconfig

HATFR 7 RK3308 Z #MEHAN T4, U-Boot [ defconfig CVAERIASZFF IR, REAE dts HOE B R AL 1)
EEEEFRIT . RK3308 % 8 2 5 2 45— e JF RIBRIANA CRF R, 75 27E defeonfig I R &
2

--- a/configs/evb-rk3308 defconfig

+++ b/configs/evb-rk3308_defconfig

@@ -4,7 +4,6 @G CONFIG SYS MALLOC F LEN=0x2000
CONFIG_ROCKCHIP RK3308=y
CONFIG_ROCKCHIP_SPI, RESERVE TRAM=0x0
CONFIG RKIMG BOOTLOADER=y

-# CONFIG_USING KERNEL DTB is not set
CONFIG TARGET EVB RK3308=y

CONFIG DEFAULT DEVICE TREE="rk3308-evb"
CONFIG_DEBUG_UART=y

@@ -55,6 +54,11 @@ CONFIG USB GADGET DOWNLOAD=y
CONFIG_G_DNI, MANUFACTURER="Rockchip"
CONFIG_G_DNL_VENDOR NUM=0x2207
CONFIG_G_DNL_PRODUCT NUM=0x330d
+CONFIG DM VIDEO=y

+CONFIG DISPLAY=y
+CONFIG DRM ROCKCHIP=y
+CONFIG DRM ROCKCHIP RGB=y
+CONFIG_LCD=y

CONFIG USE_TINY PRINTF=y
CONFIG_SPL_TINY MEMSET=y

CONFIG ERRNO STR=y

< F upstream defconfig A B F] 13 B :

upstream #E#' | —%& Rockchip U-Boot /R3K5), H Al 32 25 KF RK3288 1 RK3399 fAF- 5
./drivers/video/rockchip/

W R AR X E RS, A LLTJF CONFIG VIDEO ROCKCHIP, [AHf 4] CONFIG DRM_ROCKCHIP.
FREATE 7T SDK f F I BRI b, J5#H LA -

o WEFIF GG R L 4
o HDMI. DP %S4 FA] DURYE P B vOE fan th AR € 70 3, i aeR, R JCR AT AR % .
 U-Boot logo 1] LL~Fi 1% £ kernel logo EL 2| R4t K
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5.6.5 LOGO%r X

P URA B A EFITHILOGOI TR (— MAERN R AR H) » W] LAEE A7 ILOGO 73 X S«
BAED R

o I3 XER AP FILOGO 7 X

o FARIEFE AR B SEHLOGOS X A . EHiE, FAF EZEEEER A EHE
LOGO4; X HBEITAT, AFEATTH . HLOGO X i F TERLT, 47 1H ¥ Fresource X4 HH BRA
I F o

LOGO%> X X 1% L«
WA RS N HEsE, WLOGOZr KA SCRF 1Tk E Fr, R Ae B BRI logo.bmp:

1d30bcc rockchip: resource: support parse "logo" partition picture

RSB S UM 5E, LOGOZr IX 3CH25k B e IR 1A T B #ftlogo.bmp, B F T8 #t
logo_kernel.bmp. W7KE %45, B ZMERFFS12975X0 55, P Ao 4.

commit 07£987d8d495380787203e2bc2accd44100e6051
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Sun Dec 8 18:00:37 2019 +0800

rockchip: resource: support parse logo kernel.bmp from logo partition

"logo" partition layout, not change order:

N: the sector count of logo.bmp

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: I2debal013d3963c99664c5bfd69693835a46bad8f

5.7 Pmic/Regulator

5.7.1 HEZE T

PMIC/Regulator Xz} {# Ff] pmic-uclass. regulator-uclass £ FbR R 0 .

PMIC ¥ £
rk805/rk808/rk809/rk816/rk817/rk818
Regulator 37 £F:

rk805/rk808/rk809/rk816/rk817/rk818/syr82x/tcsd452x/fan53555/pwm/gpio/fixed
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BC -

CONFIG DM PMIC
CONFIG_PMIC_CHILDREN

CONFIG_PMIC RK8XX // ERT BT ARKSXX R FNE
CONFIG DM REGULATOR

CONFIG_REGULATOR_PWM

CONFIG_REGULATOR RK8XX  // J&HT HAIFTHARKSXXRFIE
CONFIG REGULATOR FAN53555

HEZR AR -

./drivers/power/pmic/pmic-uclass.c

./drivers/power/regulator/regulator-uclass.c
B SCA

./drivers/power/pmic/rk8xx.c
./drivers/power/regulator/rk8xx.c
./drivers/power/regulator/fixed.c
./drivers/power/regulator/gpio-regulator.c
./drivers/power/regulator/pwm regulator.c

./drivers/power/regulator/fan53555 regulator.c

572 fHxEEDO

// 3fWregulator. @platname: “regulator-name”fiEM AT, W: vdd arm. vdd logic;

int regulator get by platname (const char *platname, struct udevice **devp):;

// fFERE/ K

int regulator get enable(struct udevice *dev);

int regulator set enable(struct udevice *dev, bool enable);

int regulator set suspend enable(struct udevice *dev, bool enable);

int regulator get suspend enable(struct udevice *dev);

// BCE /R E

int regulator get value(struct udevice *dev);

int regulator set value(struct udevice *dev, int uV);

int regulator set suspend value(struct udevice *dev, int uV);

int regulator get suspend value(struct udevice *dev);

5.7.3 init B8 /&

Eiﬁﬁ%?ﬁﬁf*7?5Q?§§¥E%reguknort%ﬁi%ﬂﬁﬁiﬁﬂ%fﬁ?ﬁEH, ﬁﬁ%%ﬁ%i§ﬁﬁ@ﬂ%§,regulator=boot-on:

L] Hﬂ%i regulator-min-microvolt %ﬂ regulator-min-microvolt ﬁy*ﬁﬁﬂﬁi;

o fiLE regulator-init-microvolt = <...>
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vdd arm: DCDC REGL ({
regulator-name = "vdd arm";
regulator-boot-on; // IR E
regulator-min-microvolt = <712500>;
regulator-max-microvolt <1450000>;
regulator-init-microvolt = <1100000>; // EEYMECEIENL . 1y

5.7.4 B Wl iE 4k

ﬁl]Sﬁ?“EEJEﬁ%ﬁ%regulatorﬁ‘]%ﬂﬁﬁ%, Eﬁj]ﬂ regulator-loader-ignore o

vdd arm: DCDC REG1 {
regulator-name = "vdd arm";
regulator-loader-ignore;// X3FU-Bootki Bifregulator¥JiitbE R, kernel LK

5.8 Charge

5.8.1 HEZE 7 ¢

U-Boot JFAERIS AR AR B IIRE, RKECSLHL T —£&,
FEHW K2 Display. PMIC. HE1l. FRHBNM. pwrkey. led. CPURIIFEMRHAR. Timers:,

H B TE S
RK809/RK816/RK817/RK818/cw201x,
AL

// HEZR
CONFIG DM CHARGE DISPLAY
CONFIG CHARGE ANIMATION
CONFIG DM FUEL_GAUGE

// JREh
CONFIG POWER FG _CW201X
CONFIG_POWER FG_RK818
CONFIG_POWER FG_RK817
CONFIG POWER FG RK816

7 HLHEZE.:
./drivers/power/charge-display-uclass.c

78 HL 3 i 9K E «
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/) FTVEFEA AR, EoRIE R, RN s, RRIRDIFEIRIRS

./drivers/power/charge animation.c
R THHESE:
./drivers/power/fuel gauge/fuel gauge uclass.c
HL B THAKE]

./drivers/power/fuel gauge/fg rk818.c
./drivers/power/fuel gauge/fg rk8l7.c // rk809KE M
./drivers/power/fuel gauge/fg rk8l6.c

R

charge-display-uclass.c
=> charge animation.c
=> fuel gauge_uclass.c

=> fg rkxx.c

582 TEE A

THEFRFNMT . /tools/images/ HFE, TEFTEH resource.img 7 REH 7 HAEL TR
W% 2 1E15 1] resource.img BRI FT LA E Fr, 7 ZAEU-Boot H 7 4T A,
$ 1ls tools/images/

battery O.bmp battery 1l.bmp battery 2.bmp battery 3.bmp battery 4.bmp
battery bmp battery fail.bmp

T2

./pack_resource.sh <input resource.img> B{

./scripts/pack resource.sh <input resource.img>
%T @A {%‘ 4%\ H

./pack _resource.sh /home/cjh/3399/kernel/resource.img

Pack ./tools/images/ & /home/guest/3399/kernel/resource.img to resource.img
Unpacking old image (/home/guest/3399/kernel/resource.img) :

rk-kernel.dtb logo.bmp logo kernel.bmp

Pack to resource.img successed!

Packed resources:

rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp battery bmp
battery fail.bmp logo.bmp logo kernel.bmp battery 0.bmp

resource.img is packed ready

F ) JG 22 7E U-Boot i H 3% A4 Bt & B 7 1) resource.img, it hd #r &8l N2
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hd resource.img | less

00000000 52 53 43 45 00 00 00 00 01 01 01 00 Oa 00 00 OO |RSCE............
00000010 00 0O 00 00 OO OO OO0 00 00 00 OO0 00 00 00 00 00 |eweeeuwewennennnn

00000400 45 4e 54 52 62 61 74 74 65 72 79 5f 31 2e 62 6d |ENTRbattery 1.bm| //
Bl

00000410 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [Pevueuneneennenns
00000420 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.ueeueuueeuennennn

X

00000500 00 00 00 00 4d 00 00 00 9c 18 00 00 00 00 00 00 |....M...uvuu.on..
00000510 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.ueeueuueeueunanns

X

00000600 45 4e 54 52 62 61 74 74 65 72 79 5f 32 2e 62 6d |ENTRbattery 2.bm| //
B2

00000610 70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |Pevueunenennennn
00000620 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.ueeueuueenennnenns

583DTS AL E

DTSt H 5 5

charge-animation {

compatible = "rockchip,uboot-charge";

status = "okay";

rockchip, uboot-charge-on = <0>; // FEBIFJEU-Boot FEHL
rockchip,android-charge-on = <1>; // B FJHAndroidie

rockchip, uboot-exit-charge-level = <5>; // U-Boot BN, FVFHHLIIHIKHE
rockchip, uboot-exit-charge-voltage = <3650>;// U-BootmHLHS, FRVFFFALIKIHRAL H &
rockchip, screen-on-voltage = <3400>; // U-BootFRHIFS, RVF s RRKH

rockchip, uboot-low-power-voltage = <3350>; // U-Boot LzkMrumiil ik A\ 78 B = 1) fpe i
CERES

rockchip, system-suspend = <1>; /] A KGNt rust (RTFERFHL (2
ATFCHE)

rockchip, auto-off-screen-interval = <20>; // BEBNKBEER, BAFP, BRik15s

rockchip, auto-wakeup-interval = <10>; // R E SR, BARD . WE A0
%0

/) AR, WARIEGRIR R,
mT
/7 TR

rockchip, auto-wakeup-screen-invert = <1>; // AKIR B SR 2 6 7 s /K 5
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5.8.4 RGKRIR

Pwrkey %4

o Ri% pwrkey A LLSE/KBE, KBRS RS NRDDFERE
o Ki% pwrkey FIHFHLIEAN R4

{RIAEAH 2%, @i rockchip, system-suspend = <VAL> i&EF%:

e VALNO: cpuwfi B, BERIASEERAME, U cpu HENRIDFERES;
e VALAI: system suspend #3X, 75EATF SCHFA A% FKlFRlkernel ) RGREFFHL, HENSoCHENFF
Hlo

ATF SRR DR ARCA ZER -
Py B KRR A
RK3399 k3399 bl31 v1.32.elf
RK3368 rk3368h_bl31 v2.22.elf
PX30 px30_bI31_v1.05.elf
RK3326 rk3326_bl31_v1.05.elf
RK3308 k3308 bl31 v2.00.elf\ rk3308_bl31_aarch32 v2.20.elf
RK312X rk3126 tee ta v1.39.bin
RK3288 rk3288 tee ta v1.43.bin

585 E#E A

1. Bt . /tools/images/ HE FHIE A CRA 8bit B 24bitbmp) , HHMS 1s | sort HAKEFHE
FIY AR 2 = F i, {8 pack resource.sh JIASHE & 4T & ik resource.img;
2.ﬂ%5& ./drivers/power/charge animation.c Egﬂggﬂf#$ﬂﬂiﬁiééfé;

* IF you want to use your own charge images, please:

* 1. Update the following 'image[]' to point to your own images;
* 2. You must set the failed image as last one and soc = -1 !!!
*/
static const struct charge image image[] = {

{ .name = "battery O.bmp", .soc = 5, .period = 600 },

{ .name = "battery 1l.bmp", .soc = 20, .period = 600 },

{ .name = "battery 2.bmp", .soc = 40, .period = 600 },

{ .name = "battery 3.bmp", .soc = 60, .period = 600 },

{ .name = "battery 4.bmp", .soc = 80, .period = 600 },

{ .name = "battery bmp", .soc = 100, .period = 600 },

{ .name = "battery fail.bmp", .soc = -1, .period = 1000 },

}i

// @name: EF K4,
// @soc: BEIFXRIMH &;
// @period: B RIFTEA (BEAZ: ms) ;
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/) ER: BEIRKERDAUE fail ER, Hvsoc=-1"AATA 1!

5.8.6 TWELAT

SEBR i 0 led BOFEHI RS AR, R 78 AR SRR 2 AT . Fe i %1 led 7RIS Z1
led:

o FEUEASZ led: FEHLEIE, HEA IR, A4 SEI led BN
o FIHHTZ led: HLE 100%FHENT, A2 5= led 4T

Fid2 Led & demo, HIIEIRYE B S RIS
Pic B I

CONFIG_LED CHARGING NAME
CONFIG_LED CHARGING FULL NAME

XS BRI T8 € led 1 label @M, &S FLedE T,

5.9 Storage

TG IR SAE AR AE A REHELS, V503 D43 BLK EH T X8 RS, B i S R &
eMMC. Nand flash. SPI Nand flash. SPI Nor flash, ' flash #H<FIHEZEUN T -

FEXH A
N B} . ‘ EXSa
e R BRI EREEF) flash HE42 W PR G
i 3 o
. MLC FAT.
rknand /7 TLC drivers/rkand drivers/rkand block EXT
rivers/rkan rivers/rkan . N
ES W
Nand SquashFS
. SLC FAT.
rkflash J7 . . block
e Nand. drivers/rkflash drivers/rkflash - EXT.
ES &S
SPI Nand SquashFS
. block
rkflash 77 o S HFS
] \
% (SPI SPI Nor drivers/rkflash drivers/rkflash duas
Nor 7 mtd JFFS2
or 3LT+F .
W
SLC Nand SLC . . mtd
o drivers/mtd/nand/raw drivers/mtd/nand/raw . UBI
VAR VS Nand &
SPINand SPINand drivers/spi/rockchip_sf drivers/mtd/nand/ md g
. an rivers/spi/rockchip_sfc.c ivers/mtd/nand/raw .
IR YIE S B
mtd
=1
SPI Nor JF ] ] ) ] ] SquashFS.
s SPI Nor drivers/spi/rockchip_sfc.c drivers/mtd/spi mtd
EWIE S JFFS2
block
B

i B «
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1. rkflash 5 FFJ§ J7 7 5¢F Nand flash B3 HF 3 Z X HIE T2 rkflash 2% rk ftl (Flash Transfer
Layer) TEAFAGEIRAN, 1R T 5 fil 340 MK T S0 R4 5 511 flash &R, 4640 UBI
VARG AP BRI T55E G Nand flash 130 R G 41E

5.9.1 HEZ T H#F

rknand

rknand 241X K2 Nand flash ¥4 Pris it i0fE K50, @id Nande host 55 Nand flash device {5, E
B Bk 5% (RKNandFlashSupportList) , & H BL T 50k -

e SLC. MLC. TLC Nand flash

Be

CONFIG_RKNAND
YBh A

./drivers/rknand/

rkflash

rkflash F&E1 T8 /NS B A7 B 3 BT A8 IR S, A Nand flash #)32 #5214 Nande host 5
Nand flash device J815 5%, SPI flash {3 £ & ifid SFC host 55 SPI flash devices 15 8/, H A& H
ik 2% (RK SpiNor and SLC Nand SupportList) , & F LA ik

e 128MB. 256MB F1 512MB ] SLC Nand flash
o B4 SPI Nand flash
e ¥B4> SPI Nor flash ik

LW

CONFIG RKFLASH

CONFIG RKNANDC NAND /* /NEEIF[Nand flash */

CONFIG_RKSFC_NOR /* SPI Nor flash */

CONFIG RKSFC_ NAND /* SPI Nand flash */
YRS

./drivers/rkflash/

1. SFC (serial flash controller) j& Rockchip N {# S F spi flash BTt A% FAR R,
2. BT rknand 35} 5 rkflash 3%} Nand fRAGH fil #6502, Fr A

o CONFIG_RKNAND £ CONFIG RKNANDC NAND A~g ] i e &
e CONFIG_RKNAND 5 CONFIG_RKSFC_NAND A~ gt [Fl i) Fitl &

MMC & SD

MMCAHZ BRI, il eMMC; SDy&— ik T2 SRR IAILAZ 85 1135 — R0 1215 % . fErockehip -
&, EASLH A dw_mme #2H 28 (B 11k3399, rk3399pro) .
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BC -

CONFIG_MMC_ DW=y
CONFIG_MMC_DW_ROCKCHIP=y
CONFIG_CMD MMC=y

GBS

./drivers/mmc/

SLC Nand & SPI Nand & SPI Nor JF 5 7 £

TIPS AL X AN T 56 3% J2 UBT S R G WTATHE, RK 5835 flash 45 &8 2 TFEMARIL 7%, HITE
J7 S ERINIE] pre loader Jy SPL fI/A BT %, FrLAKE 2 HL B #2455 SPL AR EOR 5 M-

i &
1. SPL « MTD. FFEA#E0RZ) & MTD block it &: 2% CH10-SPL 4.2 &7

2. X tkflash ZECE

CONFIG RKFLASH=n

IKE) S
./drivers/mtd/nand/raw //SLC Nand EIEIKB) K IHIZ
./drivers/mtd/nand/spi //SPI Nand WMYZE
./drivers/spi/rockchip sfc.c //SPI Flash LIz
./drivers/mtd/spi //SPI Nor Whil)ZE

5.9.2 fHxEEDO

A AEIRBN S 45 1 O HEBIBLKZ , T ATC 1 (T A A i 00 o fn T 4 1 )«

/7 FREAT A A
struct blk desc *rockchip get bootdev (void)

// Vil
unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)
unsigned long blk dwrite(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, const void *buffer)
unsigned long blk derase(struct blk desc *block dev, lbaint t start,
lbaint t blkent)

593DTSECE

eMMCHL & :

// rkxxxx.dtsifCE
emmc: dwmmc@f£390000 {
compatible = "rockchip,px30-dw-mshc", "rockchip,rk3288-dw-mshc";


af://n2095
af://n2098

<0x0 O0xff390000 0x0 0x4000>;
<150000000>;

reg =

max-frequency =

clocks = <&cru HCLK EMMC>,
<&cru SCLK EMMC DRV>,

clock-names = "biu", "ciu", "ciu-drv",
fifo-depth = <0x100>;

interrupts = <GIC_SPI 53 IRQ TYPE LEVEL HIGH>;
status = "disabled";

}i

// rkxxxx-u-boot.dtsi
sgemmc  {

u-boot,dm-pre-reloc;

status = "okay";
}
// rkxxxx.dts
gemmc {

bus-width = <8>;

cap-mmc-highspeed;

mmc-hs200-1 8v;

supports-emmc;
N

disable-wp;

non-removable;

Tt
num-slots = <1>;
status = "okay";
}i
Nandc Bt & :
&nandc {
u-boot,dm-pre-reloc;
status = "okay";
}i
SFC L& :
&sfc {

u-boot,dm-pre-reloc;
status =
spi nand: flash@O {

"Okay" ;

u-boot,dm-spl;

compatible = "spi-nand";
reg = <0>;
spi-tx-bus-width = <1>;
spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;
}i
spi nor: flash@l {
u-boot,dm-spl;
compatible = "jedec, spi-nor";
reg = <0>;
spi-tx-bus-width = <1>;

//
//
//
//

//
//

//

// EH| B Fbase address MK E
// eMMCH BB B 50MHEZ , ML E NeMMC
// HS200#%x,, Zmax-frequency K

<&cru SCLK_EMMC>,
<&cru SCLK EMMC_ SAMPLE>;

/7 AR R A g
/) EHER e 4

// fifoiRBE, BUINBLE
// ik E

"ciu-sample";

B MR AT T

PRI RS X FFhighspeed mmc

X FFHS200

PRR LRI yeMMcTRE, AT, 75 ITGVERTAR L

T EweE R, FERE

PEWERIRZATR AT R B4 . TR A2 N

PRUON S LA



spi-rx-bus-width = <4>;
spi-max-frequency = <96000000>;

F R

1. R, u-boot N HF spi-tx-bus-width = <1> [fJ—%k SPI flash £ %i;

5.10 Uart

serial i serial-uclass.c HEAEFIFRUESE T, H AT F 22 UART debugfEffH

BeE

// fEREBCE
CONFIG_DEBUG_UART
CONFIG_SYS NS16550

/] SHIE
CONFIG_DEBUG_UART BASE
CONFIG_DEBUG UART CLOCK
CONFIG_BAUDRATE

HEZZALRY
./drivers/serial/serial-uclass.c
XS AR

./drivers/serial/ns16550.c

5.10.1 B BF ¥

PR 42 U-Boot [ BXJUART debug JMAEIN T Cuart2 A -

¢ CONFIG ROCKCHIP PRELOADER SERIAL %% H

e board debug uart init() BACE uartiomux GEE: FEFEHEmMO. ml. BXERE ) ;
* board debug uart init() BEECE uartclock , FRUERTEHEZ 24Mhz;

o defconfig T CONFIG BAUDRATE ;

e defconfig B CONFIG DEBUG UART BASE ;

e U-Boot uart 7 s {840 2 > 22 @ v If HAT R

sguart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

i

o U-Boot chosen ¥1 5 #1458 & stdout-path:
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chosen {
stdout-path = &uart2;

i

5102 £ RE#H

Pre-loader serial #2& SEHLHT 2K & 3 ZUART debug FCE FIHLS], X[ EFE: ddr. miniloader. bl31,
op-tee. U-Boot. EH: M FHr B ddr bin Bl E 47 UART debug J Hi#id ATAGS &S HLHEHALE
%, ZEFIREL UART debug BL B ST CAEEE kernel)

F P ] Lo i &0 ddr bin B ) CIAC B SCILUART debug 45 B4, SDIR:

DDR bin it &

rkbin G B2t T THRAH P EREAFRMNSH, BH6H O E .
tools/ddrbin_ tool

tools/ddrbin param.txt
tools/ddrbin tool user guide.txt

U-Boot it B
1 fHRENC & .

CONFIG_ROCKCHIP PRELOADER SERIAL // CL&ERIAffif

2 rkxx-u-boot.dtsi F1HMHE H 2 1] vart 75 5570 _E J& M “u-boot,dm-pre-reloc;”;

3 aliases 7. serial 5|44, KIJNU-Boots&ifi idaliaes$ 2 H A s 41 IA1L E B .

Bl4n: /arch/arm/dts/rk1808-u-boot.dtsi Lo T 5 fH, NPTHE uart #REL A4,
aliases {

mmc0 = &emmc;

mmcl = &sdmmc;

/] LB 4

serial0 = &uartO;
seriall = &uartl;
serial?2 = &uart2;
serial3 = &uart3;
seriald = guart4;
serialb = &uarth5;
serial6 = &uarté6;
serial7 = &uart7;

// A Iu-boot, dm-pre-reloc/E
sguart0 {
u-boot,dm-pre-reloc;
i
sguartl {

u-boot,dm-pre-reloc;
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bi

sguart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;
status = "okay";

}i

suart3 |
u-boot,dm-pre-reloc;

}i

s&uartd {
u-boot,dm-pre-reloc;

bi

5.10.3 R FAFTED

CONFIG DISABLE CONSOLE=y

5.10.4 MHREE O

// UBART debugill

void putc(const char c);

void puts(const char *s);

int printf(const char *fmt, ...);

void flushc (void);

// BRAMBGEAE DI RE M UuARTE:

int serial dev getc(struct udevice *dev);

int serial dev_ tstc(struct udevice *dev);

void serial dev putc(struct udevice *dev, char ch);

void serial dev puts(struct udevice *dev, const char *str);
void serial dev setbrg(struct udevice *dev, int baudrate);

void serial dev clear(struct udevice *dev);

5.11 Key

5.11.1 lER K

U-Boot HEZEBERINRAT SCRAZTIAE, RK H OSEHL | — B BHEZ.
SEHUALI -

o FTHT5EERIE IS kernel 1 U-Boot [1) DTS $8 3, U-Boot /i A hard code 1) 7 e AT A $2 4 ;
o U-Boot tR5EEH kernel dts W45, A ZIFHEH U-Boot dts H1 %5 .

 U-Boot dts AN E X T ke '5 1k

o WP EEFRES S E X, 15 RN Hrkemel f1U-BootHdts.

Be & -
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CONFIG DM KEY
CONFIG_RK8XX PWRKEY
CONFIG_ADC_KEY
CONFIG GPIO KEY
CONFIG_RK KEY

HEZR AR «

./include/dt-bindings/input/linux-event-codes.h
./drivers/input/key-uclass.c
./include/key.h

KB AL -
./drivers/input/rk8xx pwrkey.c // XFFPMICHIpwrkey (RK805/RK809/RK816/RK817)
./drivers/input/rk_key.c // FFfcompatible = "rockchip, key"
./drivers/input/gpio_key.c // X ¥Fcompatible = "gpio-keys"
./drivers/input/adc_key.c // X fFcompatible = "adc-keys"

pwrkey A EL 07 s R, HoAx gpio #e8 LLRE 75 AR .

5.11.2 fxEEO

B
int key read(int code)
code JE X :
/include/dt-bindings/input/linux-event-codes.h
I [m 4 «

enum key state {

KEY PRESS NONE, // AETERREE CREARBIZE) SEEmBKE GE FREARBED |
KEY PRESS DOWN, [/ —IRGEEREE (ET=>800

KEY PRESS_LONG_DOWN, // —RFEHEHIKAL CAIBIARERD

KEY NOT EXIST, /] FEBEAEAE

i

KEY PRESS LONG DOWN ZRiAHS K 2000ms, H A 2 T U-Boot 78 Hif) pwrkey £ 1% 3 4F

#define KEY LONG DOWN MS 2000

ERAE

int ret;

ret = key read(KEY VOLUMEUP) ;
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5.12 Vendor Storage

Vendor Storage H T 47/ SN MAC S5 AT N5 B0/ . B AFHE NVM (eMMC. NAND %5 K
RE X, HE2A%0, SRS A RK, TEEMES.

FEAI B K22 kY (appnote rk vendor storage) o

5.12.1 JRE IR

—JLH vendor RGBS % 4 147X, vendorO. vendorl. vendor2. vendor3. % vendorX (X=0. I.
2. 3) 1 hdr BLARA —N I IE 1) version T TR B vendorX # B H B ZI| sio RR ORISR H L
58T vendorX (R version fx KD , B HEAERII 52 T % version H HAEA F A5 SACH 5 B
F| vendorX+1 73 [X B U1 4FT M vendor2 B:HLE| (5 5, L E/5HES, HESANKZ vendor3. iX
FEiR 2 7 R B — AN B 2 2B R

5.12.2 fEZE S #F

U-Boot HEZR % 3 #F Vendor Storage DJfig, Rockchip H CLSEHL T —2% Vendor Storage JX3H

T -
CONFIG_ROCKCHIP VENDOR PARTITION
9B A

./arch/arm/mach-rockchip/vendor.c

./arch/arm/include/asm/arch-rockchip/vendor.h

5123 RN

int vendor storage read(ul6 id, void *pbuf, ul6 size)

int vendor storage write(ul6 id, void *pbuf, ul6 size)

KT id M XHAE, #52% (appnote rk vendor storage) «

5.12.4 e E W

U-Boot i D417 14 H "rktest vendor" iy 4 1] LLiE4T Vendor Storage Zhig H il .

5.13 OPTEE Client

U-Boot#EARM TrustZone B J& T-Non-Secure World, 75 Z{EBIOPTEE Client4 eV 7] % 4= B IR o
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5.13.1 HEZE S #F

U-Boot HEZEER I\ VEH X HOPTEE ClientIjf¢, RK AW T —%&.,

B

// iR

CONFIG_OPTEE CLIENT

// IHFEMH, 1 RK312x. RK322x. RK3288. RK3228H. RK3368. RK3399
CONFIG OPTEE V1

// HFEMH, i1 RK3326. RK3308

CONFIG OPTEE V2

// % eMMC ) RPMB AEEHBT U EMEE, BJEHsecurity/r X!
CONFIG OPTEE ALWAYS USE SECURITY PARTITION

HE AR5

lib/optee clientApi/

5.13.2 [E 14 i BB

) trust.img DAAUS H TA Thgg, fHJEIEEROPTEE Client® H..

5.13.3 B0 XY

Optee client JXBITE lib/optee_client H3% F, Optee Client Api 155% (TEE_Client API Specification-
V1.0 _c.pdf)
T#Ek AN https:/globalplatform.org/specs-library/tee-client-api-specification/

5134 L E R

U-Boot 5 Optee 1815 I FIE 8 TSI ZENFh . H A mlE TEEC_AllocateSharedMemory () g
ILEPNAE, HEBONERL 1Mo i e W0 S 34T 2 ok id, AT s/
TEEC ReleaseSharedMemory () %%ﬁﬁ;§§§V§Z?o

5.13.5 MR Ay &

TEH: WX %2 A#EThRE. U-Boot #4417
=> mmc testsecurestorage

ZAR B IE PRI 2 S S ThRE, MR A emme FPBEIIER rpmb 5 security 43 X B4 & 47
A A A nand B R security 73 X 22 4= 17-if
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5.13.6 F WA RITER

AR E] emme B0 nand B4 . SEEHER A U-Boot & MH/DECE, 808 MEFR AL,
"TEEC: Could not find device"

BRI security 47X 2 ARPMBH I, 7554 parameter.txt H13E X security 43X .
"TEEC: Could not find security partition”
S UM security 43 X EAT 22 42 A7 A% B security 43 X 0 B AV SO 2 BT ED
"TEEC: verify [%d] fail, cleanning ...."

BRI ERIA L. BREFERBI R EIR, s Al i R I B B8 R -

"TEEC: Not enough space available in secure storage !"

5.14 DVFS

AFEAT

[IDVFSANE Tkernel, &% [ TEFXS Sa il O v (10 3h 2 4508 F L] -

5.14.1 %515 SR %

U-Boot HEALH A SCFF DVFS, N T SCREFLESE T (S DhBE, RK SEHL T —% DVFS S8 AR & F
IR % cpu/dme HUE-FL K. (HAE BT W% DVFS WRal, X8 98 il AX A A AE fish e e e/ AR P2 R I 3k
GEGUIR

T R W«

1.

TEILIEBIH] T M cpw/dme A - LT, 28 SR AT [ X cpu A dme ZE 2%, -t m] ROk Hh—A4>
AR 1 dts BEERIE: cpu A1 dme FFEH] BRI 2 —FERY

. ﬁ?ﬂ%iﬁ%ﬁﬁﬁ cpu/dmc 5 5. opp table. regulator clock. thermal zone [#]"trip-point-0", ZHXAH

AL B ARIRERE . SO VF IR e R A

. # cpu/dme E'] opp table BI57E T rockchlp,low-temp = <..>B{ rockchip,high-temp = <..>, X E#

cpw/dme 5| T thermal zone [ trip 15 &, HS4 cpu/dme 5 I 28 i) S W& 5t 2 A 24

L R

rockchip,low-temp: FAKILZFME, TiAF TEMP min &R

rockchip,high-temp 1 thermal zone: fx =i EBHI{A, TiAH TEMP_max /x (MR ZFHHARL, *
W b Ao = 2 i R S 2 HEBD

rockchip,max-volt: VPR E M s HEME, NEMH V_max £I5;

- BUME A B AL

WS = T TEMP_max,  SEATZR A FH #48 F 1) S RN A7 5
AR AL T TEMP_min, BRIAIGH 50mv. #5146 50mv 2 SFBOE BT V_max, W HIEREN
V_max, [FJEF RS PR 2 R

6. [ Al DR SRS N FAE 2 AN 20 5
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o regulator Fl clk HEAEWI UGB fG, SR BN BEATVIAG I BT — IR SE iR g, BARfr B A
board.c A [¥] board_init() i i ;
o preboot BBt CRUM#RE A1) FHAT —IRGEIR AR : W dts 17 S 48E 1 "repeat" 55 AH K & 1
(RS0 5 43T T8 AR B8 Tt FE S 08 v T B A SR AN IR B2 MBS BB Y, sk A 1k R e ) 3l 9 HL
AWHAT FE IR NS, BB IR RNE B RECE N A LG5 R G iR "repeat" A B
PE, MIHAT FEA IR 8 IR 5 Jo sl B R B R 48, H AT — A 7 2 repeat J& 1

5.14.2 HEZE S #F

HEZRACHS -

./drivers/power/dvfs/dvfs-uclass.c
./include/dvfs.h
./cmd/dvfs.c

W AACAD:

./drivers/power/dvfs/rockchip wtemp dvfs.c

5.14.3 MR

// AT —IRAvEsTEIE

int dvfs apply(struct udevice *dev);

// WRAFfErepeat/Bit, 2R EAEBMETEE A INIEFR AT dv £ 560K

int dvfs repeat apply(struct udevice *dev);

5.14.4 JE %R

1. e B A R -

CONFIG DM DVFS=y
CONFIG_ROCKCHIP WTEMP DVFS=y

CONFIG DM THERMAL=y
CONFIG ROCKCHIP THERMAL=y
CONFIG USING KERNEL DTB=y

2. f& % CONFIG_PREBOOT:

#ifdef CONFIG_DM_DVFS

#define CONFIG_PREBOOT "dvfs repeat"
#else

#define CONFIG_ PREBOOT

#endif

3. kernel dts Bt B %5 IR &2
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uboot-wide-temperature {

compatible = "rockchip,uboot-wide-temperature";

// AT, KR RETBAEU-Boot i BUR cou iR s /(IR BME I 1L 5 iR X Bh 5 1L JR 3 R4,
// BT SER A BRI, LRI P [ U1 3 R R Rl PN A 4K 2 B R

cpu, low-temp-repeat;

cpu, high-temp-repeat;

// TG IR RAEU-Boot M Bl &K dme i sy / AR BAE I 1k 8 i SR s 5 1L IR 3 R 4t
// BAWTHRAT SE IR AL SR NS, BB R B [ A B AR G A A R B R G

dmc, low-temp-repeat;

dmc, high-temp-repeat;

status = "okay";
}i

— RGO AT B B IR ) repeat A< E .

5.14.5 BEIR 4R

4 cpu i3%E A FBA W AT ED:

// <NULL>3 B A 18 IR B H
DVFS: cpu: low=<NULL>'c, high=95'c, Vmax=1350000uV, tz temp=88.0'c, h repeat=0,
1 repeat=0

2 cpu i P A e PR (A 2 A U B A

DVFS: 90.352'c
DVFS: cpu(high): 600000000->408000000 Hz, 1050000->950000 uV

2 cpu IR % fl R AR IR BB I 2 TR RS B

DVFS: 10.352'c
DVFS: cpu(low): 600000000->600000000 Hz, 1050000->1100000 uVv

FPE, 24 dme fil IR BRMERS, Mo LR EREATH, FEA408 dme":

DVFS: dmc: ......
DVFS: dmc (high): ......
DVFS: dmc(low): ......

5.15 AMP

5.15.1 HEZE 7 ¥

U-Boot HEZZERIN K FS AMP(Asymmetric Multi-Processing) 34, RK H CS28l 7 —%& AMP HL#]: A[FH
CPUIEAT AR ] £
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AMPIIRET Etrustic &, H A F 6 58830 AMPREMERAFITR N, BRI SRR sha256 ] {1 76 # t
L

B -

CONFIG_AMP
CONFIG ROCKCHIP AMP

HEZR AR «

./drivers/cpu/amp-uclass.c

./drivers/cpu/rockchip amp.c
ﬁsiﬁﬁﬁ:

./drivers/cpu/amp.its
T A:

./tools/mkimage // SEHEZmEE—IRU-Boot/ae HENAR
R HEAE 2 b

commit 31f8f6ebae796097£7£10c67df£58£d907371c63
Author: Joseph Chen <chenjh@rock-chips.com>
Date: Wed Feb 24 14:34:25 2021 +0800

cpu: amp: support brought up rockchip fit image

./tools/mkimage -f amp.its -E -p 0xe00 amp.img

Signed-off-by: Joseph Chen <chenjh@rock-chips.com>
Change-Id: Icdaf370900472622c£31df402aff84ecc6821fed

5.15.2 hee g A

1.%UTFanuxhng?%%g‘*ﬁ}ﬁsjzﬁ#y THHET drivers/cpu/amp.its &4

/dts-v1l/;

/A
description = "FIT source file for rockchip AMP";
#address-cells = <1>;

images {
amp0 {

description = "bare-mental-coreQ"; /) WIRT: HEIAME R
data = /incbin/("../../hal0.bin"); // WIET: ampO[E 1
type = "firmware";
compression = "none";
arch = "arm"; // WET: "arm6d": 6447, "arm": 32/%
cpu = <0x000>; // IEI: cpullffid (mpidr)

thumb = <0>; // WIED: 0: arm or thumb2; 1: Zithumb
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hyp = <0>;
load = <0xa00000>;
udelay = <500000>;
ANCPU
linux-os;
hash {
algo = "sha256";
}i
}i
ampl {
}i
amp?2 {
}:
amp3 {

}i

configurations {

default = "conf";
conf {
description =

rollback-index = <0x0>;

/7 F6 T8 T B AR A AT o

loadables = "ampO",

signature {
algo =
padding = "pss";
key-name-hint = "dev";

sign-images =

AR

" ampl " ,

// WiEI: 0: ell/sve; 1:
// T [EAR IR AT AT kit
// AR JE B 5E METCPUE MAER fE B R s R —

el2/hyp

// FFERTT I

"Rockchip AMP images";

llamp2ll, namp3n;

"sha256, rsaz2048";

"loadables";

o FECPU: TATFMHETHEU-Boot. #7578 31 EZFICPUAN“ECPU”, FECPURPIRZE ARG VI,

o data: [PFERFE. ZEEIRSEHE T amp.itsHIAEXT A2

e arch: CPU32/641:R,. ARMv7 HEER""arm"; ARMvST] 45 & "arm64" 5L "arm" 43 5l 78 A Arch644 5L

AArch32,

e cpu: cpufFID, Bllmpidr(Multiprocessor Affinity Register), HX({K)32462E0A] . #ilt:

cpus {
#address-cells = <2>;
#size-cells = <0>;
cpul: cpu@0 {
device type = "cpu";

compatible =
<0x0 0x0>;

"arm, cortex-a55";

reg = // mpidr



cpul: cpu@l00 {
device type = "cpu";
compatible = "arm,cortex-a55";

reg = <0x0 0x100>; // mpidr

e thumb: CPUFEAMI. WALZ4lithumbIFEE N1, HMAO.
e hyp: CPUBHIHLEI.
o load: [EfHINEANZAT bk,
o udelay: MIEGERUEIIERS, Bifius. 3058 M ATCPUJS MR R E R 5 B R 3) F —ACPU.
o loadables: AMPH{FINEIF . ECPURRGBINEA], A2 AL E KT 0 .
o linux-os: FCPUMfLinux. Wi%, RBEFEFCPUMIT kI NI, #iZEIEEAE:
o FECPUJE BT H B 5 4k 2 M Linux (BRI HE B AT AL RE [ 4 bk U-Boot N & J5 51)
o FCPU™ RRIRE IR E /£ "loadables" H .
o FCPUT s ¥ "data", "load" 7 BL& A bR ER], (HIRIRELRET, 75 MmkimagedT ELIN 22 4i
i
WA — A2 SR B data 7B, F40: touch hal0.bin.
o FRULEA: AMP OSTRZES: [ AbFLUT YA B, kS P A7 58
2. [T AL

// O0xeO00NEMFRA, Al
./tools/mkimage -f ./drivers/cpu/amp.its -E -p 0xe00 amp.img
i 58 B G B — I U-Boot 4™ 2> H 2 4 flimkimage T ..
3. 43 X R 3 namp 73 [X.
7E parameter.txt 43 I FSCHF AN "amp" SY X, ARFEE SFamp.img.
U-Boot/& ELH M Mamp 4 X (9 A A BN AE, B illampsy XK /MESEhr i EN B .

4. Bring up
U-Boot HEZL 274 1E IR AL E 3 R 2 FTH AMP ] bring up. 51 40:

## Loading loadables from FIT Image at 3b3f7c¢80 ...
Trying 'ampO' loadables subimage

Description: bare-mental-core0

Type: Firmware

Compression: uncompressed

Data Start: 0x3b3£8a80

Data Size: 1016690 Bytes = 992.9 KiB

Architecture: ARM
Load Address: 0x00a00000
Hash algo: sha256



Hash value:
3376b6ee20dd52a06652b2e15c688206£fbec021140d37c15£1020£9ddb20b76d
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x3b3£8a80 to 0x00a00000
## Loading loadables from FIT Image at 3b3£f7c80
Trying 'ampl' loadables subimage
Description: Dbare-mental-corel
Type: Firmware
Compression: uncompressed
Data Start: 0x3b4£0e80
Data Size: 1016690 Bytes = 992.9 KiB
Architecture: ARM
Load Address: 0x00b00000
Hash algo: sha256
Hash value:
£3a08027d58113e9611434ac4£12dd68a40c80df2a6603c10138a2519ccc5£5d
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x3b4f0e80 to 0x00b00000
## Loading loadables from FIT Image at 3b3£f7c80
Trying 'amp2' loadables subimage
Description: Dbare-mental-core?2
Type: Firmware
Compression: uncompressed
Data Start: 0x3b5e9280
Data Size: 1016690 Bytes = 992.9 KiB
Architecture: ARM
Load Address: 0x00c00000
Hash algo: sha256
Hash value:
602eda361c86fb8adl9cd7db813c67bb962d12d7d7355cac015bfff018fef788
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x3b5e9280 to 0x00c00000
## Loading loadables from FIT Image at 3b3£f7c80

Trying 'amp3' loadables subimage

Description: bare-mental-core3

Type: Firmware

Compression: uncompressed

Data Start: 0x3b6el680

Data Size: 1016690 Bytes = 992.9 KiB

Architecture: AArché64
Load Address: 0x00d400000
Hash algo: sha256
Hash value:
1491d53bel8e58165£750813291f2ce26e736bdalc3a%db257bed4614ble00£2
Verifying Hash Integrity ... sha256+ OK
Loading loadables from 0x3b6el680 to 0x00d00000
[/ BRIIFTEN (IR, A AH RIS 1R 4T B

AMP: Brought up cpu[l00] with state 0x10, entry 0x00b00000 ...OK
AMP: Brought up cpu[200] with state 0x10, entry 0x00c00000 ...OK
AMP: Brought up cpu[300] with state 0x10, entry 0x00d400000 ...OK

AMP: Brought up cpul[0O, self] with state 0x10, entry 0x00a00000



5.16 10-Domain

5.16.1 HEZE 7 #F

U-Boot HEZRER A X} io-domain 57 FF, RK HOSEM T —&.

e & -

CONFIG IO DOMAIN
CONFIG ROCKCHIP IO DOMAIN

HEZRARHS -
./drivers/power/io-domain/io-domain-uclass.c
KB A -

./drivers/power/io-domain/rockchip-io-domain.c

5.16.2 fH<EE O

void io domain init (void)

MPATEESNMA io_domain_init () » RFEIFE LABCERTT, U-BoothEZE2 HEhHIIR1L.

5.17 Watchdog

5.17.1 fEZE S #F

watchdog BRZ1# ] wdt-uclass.c HEZEFFRAERE T .

Be & -

CONFIG _WDT
CONFIG ROCKCHIP WATCHDOG

HEZEAAD :
./drivers/watchdog/wdt-uclass.c
KA

./drivers/watchdog/rockchip wdt.c
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5.17.2 MkEDO

// BEEWEIEN R H G 3iwdt (eflagsBRINIHO)

int wdt start(struct udevice *dev, u64 timeout ms, ulong flags);
// RHwdt

int wdt stop(struct udevice *dev);

/7 WA

int wdt reset (struct udevice *dev);

// R, BHTAMRE RS S

int wdt expire now(struct udevice *dev, ulong flags)

H T U-Boot MIBRANRAE AE HI . AV wdt Zhag, HIP alR4E B i dhd KT B

5.18 Crypto

Crypto B 3= Z ] T SEHUREAFZ00 RO N g 7 55095, B AT P ANIPRRAS :

e Crypto V1: 1k3399/rk3368/rk3328/rk3229/rk3288/rk3128;
e Crypto V2: rk3326/px30/rk3308/rk1808;

5.18.1 HEZE S #F

U-Boot BRIA%E A eryptofE4E S+, RK HOSKM 7 —%&.

B

CONFIG_DM CRYPTO
CONFIG _ROCKCHIP CRYPTO V1
CONFIG_ROCKCHIP CRYPTO V2

HE ARG -

./drivers/crypto/crypto-uclass.c

./cmd/crypto.c
IXE) A -

// crypto vl:
./drivers/crypto/rockchip/crypto vl.c

// crytpo v2:
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c
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5.18.2 <O

// 3KBlcrypto:
struct udevice *crypto get device(u32 capability);
// SHAFE:
int crypto sha init(struct udevice *dev, sha context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);
// RSAEEM:

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);

o HOHHIES®: . /cmd/crypto.c;
o v1 1 v2 ) SHA AR : vl Z3R crypto_sha init() B AZI5EHE B S 4R B K SRS cex-

>length, Vv2 N

5183 DTS i B

crypto T3 s AL ZIE X AE U-Boot dts , 32 25 A :

o #°F4I1H SDK K% dts 7%A crypto Fi s, R EEXTH SDK %
» U-Boot [ secure boot £ A1 £ crypto, FIH U-Boot H %l crypto B A% 4 &8

1. crypto vl it & (RK3399 M) :

crypto: crypto@ff8b0000 {

u-boot,dm-pre-reloc;

compatible = "rockchip,rk3399-crypto";
reg = <0x0 0xff8b0000 0x0 0x10000>;
clock-names = "sclk cryptoO", "sclk cryptol";
clocks = <g&cru SCLK CRYPTOO0>, <&cru SCLK _CRYPTO1>; // AW E{REMIR, ERiki1oom
status = "disabled";
}i

2. crypto v2 L& (px30 RF -

crypto: crypto@ff0b0000 {

u-boot,dm-pre-reloc;

compatible = "rockchip,px30-crypto";
reg = <0x0 0xff0b0000 0x0 0x4000>;
clock-names = "sclk crypto", "apkclk crypto";

clocks = <&cru SCLK_CRYPTO>, <&cru SCLK_CRYPTO_APK>;
clock-frequency = <200000000>, <300000000>; // —MFEZIREME
status = "disabled";

}i

e crypto vl Fl v2 [ dts BC B Z 5 1E T clk HURFEE
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5.19 Reset

5.19.1 HEZE 7 #F

reset JX%/) 1§ ] reset-uclass.c EZEFIbRMERE D . RK P4 Lreset fSE i /24T CRU B E A7 .

e & -

CONFIG DM RESET
CONFIG_RESET ROCKCHIP

HEZE AR :
./drivers/reset/reset-uclass.c
IXZH ARG :

./drivers/reset/reset-rockchip.c

5.19.2 MO

// FHlresetf)tf

int reset_get by index(struct udevice *dev, int index, struct reset ctl

*reset ctl);

int reset get by name(struct udevice *dev, const char *name,
struct reset ctl *reset ctl);

// FEifreset

int reset free(struct reset ctl *reset ctl);

// WKreset

int reset request(struct reset ctl *reset ctl);

// filRreset. Fjillreset

int reset assert(struct reset ctl *reset ctl);

int reset deassert(struct reset ctl *reset ctl);
6151 :

struct reset ctl reset ctl;

ret = reset get by name(dev, "mac-phy", &reset ctl);
if (ret) {
debug ("reset get by name () failed: %d\n", ret);

return ret;

ret = reset request(&reset ctl);
if (ret)

return ret;

ret = reset assert(&reset ctl);
if (ret)

return ret;
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ret = reset deassert (&reset ctl);
if (ret)

return ret;

ret = reset free(&reset ctl);
if (ret)

return ret;

5193 DTS EiC B

U-Boot ZRil 8 HresetThRg, 7 R FEAESNL T i B A5 € BHRVEH reset X G EIW] .

/7 K
reset-names = <name-string-list>

resets = <cru-phandle-list>
10 gmac2phy:

gmac2phy: ethernet@ff550000 {
compatible = "rockchip,rk3328-gmac";

// fRiEreset/@lt
reset-names = "stmmaceth", "mac-phy";
resets = <&cru SRST GMAC2PHY A>, <&cru SRST MACPHY>;

5.20 Led

5.20.1 HEZE 7 #F

Led 3Kz1{# H led-uclass.c HEZEAIbREERE D .
fic B

CONFIG LED GPIO
HEZARHS -

drivers/led/led-uclass // ERildwi¥
IREN ARG«

drivers/led/led gpio.c // XFf compatible = "gpio-leds"
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5.20.2 Hx¥EO

// 3 led device

int led get by label(const char *label, struct udevice **devp);
/7 BB /R edRE

int led_set_ state(struct udevice *dev, enum led_state_ t state);
enum led state t led get state(struct udevice *dev);

/] BW&, B ETARMURE RS SE

int led set period(struct udevice *dev, int period ms);

5.20.3 DTS ¥ &

U-Boot [f] led_gpio.c DIREAXS T EE, RAEHT led 15 50 NI 3 M@ ME:

o gpios: led 4%l 5] JIFIA HORES s
e label: led &%
o default-state: FRINIRE, KB probe I &4 % & ;

leds {
compatible = "gpio-leds";
status = "okay";
blue-led {
gpios = <&gpio2 RK_PAl GPIO ACTIVE LOW>;
label = "battery full";
default-state = "off";

}i

green-led {
gpios = <&gpio2 RK PAO GPIO ACTIVE LOW>;
label = "greenled";
default-state = "off";

5.21 Efuse/Otp

5.21.1 HEZE 7 #F

efuse/otp W3 f# H misc-uclass.c HELLFIARAERL 1. B HIEDL, efuse/otp —H 2> secure Fl non-secure 2

L

/7. U-Boot 32/}t non-secure 1 1Jj ], U-Boot SPL #2{}t secure otp H=%% X 45 K115 7]
non-secure AL & :
CONFIG_MISC

CONFIG_ROCKCHIP EFUSE
CONFIG_ROCKCHIP_ OTP
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secure AL & :

CONFIG_SPL_MISC=y
CONFIG_SPL_ROCKCHIP SECURE OTP=y

HEZEARAD :
./drivers/misc/misc-uclass.c
KB AR :

// non-secure:
./drivers/misc/rockchip-efuse.c
./drivers/misc/rockchip-otp.c
// secure:

./drivers/misc/rockchip-secure-otp.S

5.21.2 MO

// non-secure:

int misc read(struct udevice *dev, int offset, void *buf,
// secure:

int misc_read(struct udevice *dev, int offset, void *buf,

int misc _write(struct udevice *dev, int offset, void *buf,

521.3DTSECE

L k3308 J9#i:

non-secure:

otp: otp@ff210000 {
compatible = "rockchip, rk3308-otp";
reg = <0x0 0xff210000 0x0 0x4000>;
}i

secure:

secure otp: secure otpROxff2a8000 ({
compatible = "rockchip, rk3308-secure-otp";
reg = <0x0 0xff2a8000 0x0 0x4000>;
secure conf = <0xff2b0004>;
mask addr = <0xff£540000>;
bi

int size)

int size)

int size)
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5.21.4 A H 51

non-secure 7~

char data[l0] = {0};

struct udevice *dev;

/* retrieve the device */
ret = uclass get device by driver (UCLASS MISC,
DM GET DRIVER (rockchip otp), &dev);
if (ret) {
printf ("no misc-device found\n") ;

return O0;

misc read(dev, 0x10, &data, 10);
secure 7~

char data[10] = {0};
struct udevice *dev;

int 1i;

/* retrieve the device */
ret = uclass get device by driver (UCLASS MISC,
DM _GET_DRIVER (rockchip_secure_ otp), &dev);
if (ret) {
printf ("no misc-device found\n");

return 0;
for (i = 0; 1 < 10; i++)
datali] = i;
misc write(dev, 0x10, &data, 10);

memset (data, 0, 10);

misc read(dev, 0x10, &data, 10);

5.21.5 Secure-Otp

RK X secure otp R4 XI5, X0 T:

0x0; // Rockchip & XN Secure boot enable flag
0x10-0x2f; // Rockchip EXN RSA Public key hash
0x80-0x187; // Rockchip E XN reserved for OEM
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5.22 MTD

MTD (Memory Technology Device) Bl 75 K% %, SZ#F nand. spinand. spinor. RK i% i MTD
block JZH T 3 ¥ MTD W& 5.

5.22.1 HEZE 7 ¥

U-Bootfit & :

// MTDYKZ)
CONFIG_MTD=y
CONFIG CMD MTDPARTS=y
CONFIG MTD DEVICE=y

// MTD block¥4& Kz
CONFIG CMD MTD BLK=y
CONFIG _MTD BLK=y

// HAtinandi% & KB config

SPLIC & :

CONFIG_MTD=y
CONFIG_CMD MTDPARTS=y
CONFIG MTD DEVICE=y
CONFIG SPL_MTD SUPPORT=y

// HAtbnandi® & WEconfig

HEZR AR «

drivers/mtd/mtd-uclass.c
drivers/mtd/mtdcore.c
drivers/mtd/mtd uboot.c
drivers/mtd/mtd blk.c

WA EAIEHI RSN, S ER O HES MTD 2.

5.22.2 MO

unsigned long blk dread(struct blk desc *block dev, lbaint t start,
lbaint t blkcnt, void *buffer)
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5.23 LKW

5.23.1 HEZE T #F

HEZARHS :

./net/*
./drivers/net/*

./drivers/net/phy/*
EEIEAR TR

./drivers/net/designware.c
./drivers/net/dwc_eth gos.c

./drivers/net/gmac_rockchip.c

menuconfig FCE :

o IKZNACE
Rockchip LUK IXBIAT KB, QiR SXa IR FAT5E I, 525 JATH B sdk config B E .

// designware:
CONFIG DM ETH=y
CONFIG ETH DESIGNWARE=y
CONFIG_GMAC_ROCKCHIP=y

// dwc_eth gos:
CONFIG DM ETH=y
CONFIG_DM_ETH PHY=y
CONFIG DWC ETH QOS=y
CONFIG_GMAC ROCKCHIP=y

FiAk dwe_eth_qos 3K #)) 75 ZLAL E nocache memory, 2% RV1126:

diff --git a/include/configs/rv1126 common.h b/include/configs/rv1126 common.h
index 933917£3f0..9d70795fb8 100644

--- a/include/configs/rv1126 common.h

+++ b/include/configs/rv1126 common.h

@@ -50,6 +50,7 Q@

#define CONFIG_SYS SDRAM BASE 0
#define SDRAM MAX SIZE 0x£d000000
+#define CONFIG_SYS NONCACHED MEMORY (1 << 20) /* 1 MiB */

#ifndef CONFIG SPL BUILD

e cmd it E
TEMIIREFIIE .

Command line interface ---> Network commands --->

[*] bootp, tftpboot
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[ 1 tftp put

[ ] tftp download and bootm
[ ] tftp download and flash
[ 1 tftpsrv

[ 1 rarpboot

=%= ElaE®

-*- pxe

[ 1 nfs

=%= il

-*- ping

[ 1 cdp

[ 1 sntp

[ 1 dns

[ 1 linklocal
[]

ethsw

5.232 RN

o HEaityIant

void net init (void);
int eth register(struct eth device *dev);

int phy init(void);
o WEEMEN

int eth register(struct eth device *dev);

int phy register(struct phy driver *drv);

o MZEHRELE M phy 3525
U-Boot MBI A T 2 B s, B R A shilr st it 75, BAASEIU AT 2 [ NetLoop().

int eth send(void *packet, int length);

int eth rx(void);

int phy read(struct phy device *phydev, int devad, int regnum);

int phy write(struct phy device *phydev, int devad, int regnum, ul6 val);

5233DTS i B

DTS i 55 kernel —#, T ZRERIE L FARMAR KM@ PERC & -

e phy £ [} # (phy-mode)

o phy 17 i1 5 & A7 B [8] (snps,reset-gpio) (snps,reset-delays-us)

o XTI BT HH U7 [l (clock _in_out)

o IFEPIEIE SR 54K 5 5E (assigned-clock-parents) (assigned-clock-rates)
e RGMII Delayline, RGMII 1 75 (tx_delay) (rx_delay)

&gmac |
phy-mode = "rgmii";

clock in out = "input";
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snps, reset-gpio = <&gpio3 RK PAO GPIO ACTIVE LOW>;
snps, reset-active-low;

/* Reset time is 20ms, 100ms for rtl8211f */

snps, reset-delays-us = <0 20000 100000>;

assigned-clocks = <&cru CLK GMAC SRC>, <&cru CLK GMAC TX RX>, <&cru
CLK_GMAC ETHERNET OUT>;

assigned-clock-parents = <&cru CLK GMAC SRC M1>, <&cru RGMII MODE CLK>;

assigned-clock-rates = <125000000>, <0>, <25000000>;

pinctrl-names = "default";

pinctrl-0 = <&rgmiiml pins &clk out ethernetml pins>;

tx delay <0x2a>;

rx delay = <0xla>;

phy-handle = <&phy>;

status = "okay";

5.23.4 & FH R~ 51

W 2% i %

¢ DHCP

Usage:
dhcp [loadAddress] [[hostIPaddr:]bootfilename]

fEHIX %4, FIATEBE serverip, ipaddr, PLK gateway T .
2 dhep I dhep k4545 FIHIEER) ip Hubb)s, Jmiss A hostIPaddr Hutik, DA tftp #975 XIRHCCHE

100M 11

=> dhcp 0x20000000 192.168.0.100:kernel.img

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

BOOTP broadcast 1

DHCP client bound to address 192.168.0.106 (2 ms)

Using ethernet@ffc40000 device

TFTP from server 192.168.0.100; our IP address is 192.168.0.106

Filename 'kernel.img'.

Load address: 0x20000000

Loading: #############44H#4EH4HH#HHHHHHHHHHHHEHAHEHFFHHHEHAHEHAHHSHERHHEHE
EE i
FHE A A A R R R R
B i
B i i i
ETE T i i
S
B i
FHEHE A H AR R R
FHE A A R R R R
S o
B i i
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EE T
FHE A A A R R R R
B i
FHEHHE A H AR R
ETR i i
FHE A AR A R R R R
B i i
FHAFH AR A R R R
1.5 MiB/s

done

Bytes transferred = 19054084 (122be04 hex)

¢ PING

=> ping 192.168.0.1

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done
Using ethernet@ffc40000 device

host 192.168.0.1 is alive

e TFTP

1000M 35

Usage:
tftp [loadAddress] [[hostIPaddr:]bootfilename]

WETLE QiR E TP bk

=> setenv ipaddr 192.168.1.101
=> setenv serverip 192.168.1.100

=> tftp kernel.img 0x20000000

ethernet@ffc40000 Waiting for PHY auto negotiation to complete. done

Using ethernet@ffc40000 device

TFTP from server 192.168.1.100; our IP address is 192.168.1.101

Filename 'kernel.img'.

Load address: 0x20000000

Loading: #########4###44444HH#44HEHHHHHFHHERHHHHHEHHHHHFHSEHHAHHHESR S
FHE A A A R R R R
B i
FHEHHE A H AR R R
TR i
FHEHHH A A A R R R R
B i i
EE i
FHE A A R R R R
B i
B i i i
EE R i i
FHE A A R R S R
B i
FHAFH AR A A A R R R
FHE A A R R R
FHEHHH A R R R
B i i
EE T



itz ssssdsdssdsdssdtdsdstasdadatdadatandataRaRAARARASEERESEEEE
HHFHAAE AR A AR AR R
HHEHSFES AR
12.2 MiB/s

done

Bytes transferred = 20275220 (1356014 hex)

5.23.5 PI&E i P HE A

L M2 3REE, B KA T LA T H

o FRLN i 77 KA A TR

o WRZEEWBIN, BN R ERE;
o TFTP 55250 B 2 15 I

o UL BRI TFTP ThEE R HHE .

2. A, —RRY, EEFMINCATIAMITT

o pinctrl BL & &S IEH. A pin 1Y iomux A1 IXFH5EE 2 IEM, oLl dump HHRFHFAA2R S5 W
HHEGRR —8, RO, RATESIE 7 AL 2% FH U-Boot 1.

o clock FLE & IEM . BHEPHCE MR A AR BROT— 28, FER AL, BeE, DURESPI5m,
KER5r A7 s /E CRU HLHI, WAFEA 187 /745 7E GRF, [FIFEFT LA dump AHOCEF 788 5
IR S — 2

o PHY BEAIM. FEARMEA BB 2SR IEW, LAREAMEEZEMTE PHY FIERK.

5.24 PCle

5.24.1 HEZE 7 #F

HEZARHS -

./drivers/pci/*

./drivers/phy/*
IXEARAD :

drivers/pci/pcie dw_rockchip.c

drivers/phy/phy-rockchip-snps-pcie3.c

menuconfig It & :
o IKFNLE

Rockehip PCIe3k3h H Hif SCH# - 516 & B peie_dw_rockchip.c X 1 ffcompatible & 14, 41 FxF BK 5 )ik 4%
HEE, ESHEAIS R sdk config FLE

CONFIG DM REGULATOR GPIO=y
CONFIG_PCI=y
CONFIG DM PCI=y
CONFIG DM PCI_COMPAT=y
CONFIG_PCI_PNP=y
CONFIG_PCIE DW ROCKCHIP=y
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CONFIG_PHY ROCKCHIP SNPS PCIE3=y
CONFIG_PHY=y

CONFIG CMD PCT=y

/ /B IINVMe 32

CONFIG_NVME=y

CONFIG_CMD NVME=y

/ /B INpCTeBUSBI
CONFIG_USB_XHCI PCI=y

5242 DTS ECE

HIZEE M NDTBY &, MRS % W IZPCIe it B Ui W -

5.24.3 f# FH 7~ B

HH A4

* pci

// JaFipcIefafli, BEMEENE|—Gen3M2 M lane A
=> pci enum

PCIe Linking... LTSSM is 0Oxl1

PCIe Link up, LTSSM is 0x230011

PCIE-0: Link up (Gen3-x2, BusO0)

// HFffibus0, ERiAZEbridgeid s
=> pci scan

Scanning PCI devices on bus 0

BusDevFun VendorId DeviceId Device Class Sub-Class

00.00.00 0x1d87 0x3566 Bridge device

// Hftibusl, HATE KL INvMe
=> pci 1

Scanning PCI devices on bus 1

BusDevFun VendorId DeviceId Device Class Sub-Class

0x04

01.00.00 0x144d 0xa808 Mass storage controller 0x08

// Kignvme FHH

=> nvme scan

// B HInvme B & HEE R
=> nvme details
Blk device 0: Optional Admin Command Support:
Namespace Management/Attachment: no
Firmware Commit/Image download: yes
Format NVM: yes
Security Send/Receive: no
Blk device 0: Optional NVM Command Support:

Reservation: yes

Save/Select field in the Set/Get features:

Write Zeroes: yes

yes
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Dataset Management: yes

Write Uncorrectable:
Blk device 0:

yes
Format NVM Attributes:

Support Cryptographic Erase: No

Support erase a particular namespace: Yes

Support format a particular namespace: Yes

Blk device 0:
Blk device 0:

As last eight bytes: No

LBA Format Support:
End-to-End DataProtect Capabilities:

As first eight bytes: No

Support Type3: No

Support Type2: No

Support Typel: No

Blk device 0: Metadata capabilities:

As part of a separate buffer:
As part of an extended data LBA: No

No

// BE—/256GBHINVMe, MRBEAZIAE, HFERMBEWRTEEE A, X,

=>

nvme info

Device 0:

Type: Hard Disk

Capacity: 244198.3 MB = 238.4 GB (500118192 x 512)

// EPEIDANOHInvme B 4%

=> nvme device 0

Device 0:

/7

//

Type: Hard Disk

Capacity: 244198.3 MB =

is now current device

$0x40000000 N7 B B 7 0x55aa55aa
md.1l 0x40000000 1

40000000:

d08ec033

mw.l 0x40000000 Ox55aab55aa
md.l 0x40000000 1

40000000

55aabbaa

M0x40000000 AF-FHUEEN LMo lockHi#E,
nvme write 0x40000000 0x0 Ox1

nvme write: device 0 block # O,

A N 0x44000000 47, BRI JEUA B
md.l 0x44000000 1

44000000

fEEffFfef

Vendor: 0x144d Rev: EXD7201Q Prod:

Vendor: 0x144d Rev: EXD7201Q Prod: S444NAOM384608

S444NAOM384608

238.4 GB (500118192 x 512)

5 ANVMELBA 0Hitik

count 1

1 blocks written:

MNVMeHILBA OHihlt, #EHL1Mblock®d, B ANTE0x44000000
nvme read 0x44000000 0x0 0x1

nvme read: device 0 block # 0,

count 1

1N 0x44000000 A7 & MNVMe 32 [ SR (1)
md.l 0x44000000 1

44000000:

55aabbaa

1 blocks read: OK

OK



6. Chapter-6 Stf 7 #

6.1 kernel-DTB

6.1.1 KitE &

U-Boot [¥] 5 A ZER) TSR —HbR T 05 2% B —4 U-Boot dts, I HU-Boot dts A& [1dtb 23T .2 U-Boot H T
FE . XS EBESoCT- 4 L, NHUR 7 7 BN U-Boot 1% «

BATAHE R, HE—ASoCFENFMR T2 M EERIMEMER, SoCHZ L2 —H. RKFE
AT S —ASoCF SN T E—4U-Bootii 1%, FILHM T kernel DTB ML . S5 il & AE BRI B V)
Flkernel DTB, H'EIMHL B IS BEWIGHLINE .

Bt LA RK V-6 1833 3CKF kernel DTB 7] LAA B e84 1% 7, W1 display. pmic/regulator. pinctrl. clk

faray
STo

kernel DTB )3 F 75 B K% OF LIVE (live device tree, fAjFK: live-dt)

config USING KERNEL DTB
bool "Using dtb from Kernel/resource for U-Boot"
depends on RKIMG BOOTLOADER && OF LIVE
default vy
help
This enable support to read dtb from resource and use it for U-Boot,
the uvart and emmc will still using U-Boot dtb, but other devices like

regulator/pmic, display, usb will use dts node from kernel.

6.1.2 Live device tree

TR R

5] Nkernel DTB/i5 U-Bootft BAEE A DTB, H 6k, & O, CryptoZ#ib 5U-Boot DTBHI I, HA
T Skernel DTBAHIE. R4 FEU-BootFi B 7] BETEAS [B I 20 75 B AZ X vy 1m] BIIX PR S (s, TpAsidle S m]
AEF i H CDTB A5 R

W, XPEBEHFE T AFMDTB, 1 gd->fdt blob X H et AT —4 EA T HHEE )k, X%
EBaIr? Bl Nkernel B dts B2 EiAL 845 kernel fEH, DA ABEIE U-Boot dts H1 L™ 1 H #£overlay
#l kernel dts & J—15 -

Live dt A] DA HX AN R Tive dt R EE: WI4AIEH BCU-Boot HEE " DTB, {EHTIDTBY mifs
A struct device node 77 mEEFR, FHHABAATIdevice-driverdf € . LLJ5 device-driverZ1j [ DTBTY £ B
BEHV5 i 3 Y device_node BRI AT, ANFEEF ;A 54 DTB.

ATLL, 24T U-Bootfllkernel HIDTB#HI4FE T % H W device-driverifdl, BEAFHFEEEV RIDTBY .
XFARGE T U5 R PR DTB I & %R
EZ =5

./doc/driver-model/livetree.txt
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fdt 1 live dt 55 ¥ .

ofnode 25 (include/dm/ofnode.h) ZFFH dt ESCRFI)—Fhd2E4% 0, 1 H live dt B A device node K5
5] dt 45 58, A fdt AT offset D7) dt 9 1 2475 22 [F) I SRR P AT SR A SR BN A8 ofnode 2871

ofnode Z5 14

/*
* @np: Pointer to device node, used for live tree
* @of offset: Pointer into flat device tree, used for flat tree. Note that this
& is not a really a pointer to a node: it is an offset value. See above.
*/
typedef union ofnode union {
const struct device node *np; /* will be used for future live tree */
long of offset;

} ofnode;

e "dev_". "ofnode "JF3k IR ECHSCREFIFN dt U] Ty =
o of "JFLRHUE A SCHF live dt (4
o "fdtdec "\ "fdt "FF3k{)eRER R SCHF fdt R

6.1.3 HL#I LB

kernel dtb V]2 7E ./arch/arm/mach-rockchip/board.c HJ init kernel dtb() SR, R U-
Boot [ dts E 4 F1H#5¢ &, mme/nand/nor 2547t BREH 7 1EH TAE.

it ANE 32 kernel dtb, S35 3EAT live dt 5K JF bind Jrfi device-driver, )5 8 gd->fdt_blob
FRET4R 1] kernel dtb BT

6.1.4 U-Boot

e U-Boot %i 178 5 2> 7E./dts/ H 5 T AE R A dtb:
o dtdtb: FH defconfig . CONFIG DEFAULT DEVICE TREE 57 dts 473 2 1;
o dt-spldtb: 8 dt.dtb 47 u-boot, dm-pre-reloc JEVEMTT S eI H K, 28 defconfig B
CONFIG_OF SPI, REMOVE PROPS 8 3E [ property 3], — MBI H 1. DDR. fAE%5E0K5)
WAKH )T . DMC. UART. MMC. NAND. GRF. CRU%.

o AJAH! CONFIG_USING KERNEL DTB Mt RZif#H] dt.dtb; /M CONFIG_USING_KERNEL_DTB I %
Gi 8 ] dt-spl.dtb.

o dt.dtbE{# dt-spl.dtbEU-Bootdm 45 W & # 4 i #4 Hu-boot.dtb, #AJ51E I Eu-boot.binflIKE. H
AJ DL fdtdump i 2K B u-boot.dtb T P 45

6.2 A%t

7R %75 U-Boot Wi [alkerne /& i 2 5
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6.2.1 cmdline

U-Bootit!kernel DTBH ] /chosen/bootargs BHUH K, BevEN FHNREENE
[f] /chosen/bootargs 1 &L, EFIfEiFcmdlinef] H H.

622 NERE

U-Bootf&tfkernel DTBH ] /memory 5 i, EATHIMINAF R RS BIRGHEL . THHUE BAMHRATED:

## Chapter-6 Booting Android Image at 0x0027£800 ...
Kernel load addr 0x00280000 size 23387 KiB
RAM disk load addr 0x0a200000 size 782 KiB
## Chapter-6 Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
XIP Kernel Image ... OK
'reserved-memory' ramoops@110000: addr=110000 size=£0000
Using Device Tree in place at 0000000008300000, end 0000000008314648

// kerneln]H MM AFAEHE
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)

Total: 473.217 ms

Starting kernel ...

6.2.3 HEH R

HEHIE ST AR AL & {2 kernel DTB. U1F:

W RIBHE B1E A

/serial-number B FF o

/memory B kernel 7] I A 77
/display-subsystem/route/route-edp/ 1B TR Z E (edp )
/chosen/linux,initrd-start ellfEs ramdisk FRGHhHE
/chosen/linux,initrd-end elgE ramdisk 25 HUhE
/bootargs LB kernel 7] i, cmdline
GMAC 17 1 N If] mac-address X local-mac-address 1B mac Hihlk:

arch/arm/mach-rockchip/board.c: board fdt fixup() LB MR 2 ) fdt fixup
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6.3 ABZR4;

6.3.1 AB B R

A/BIIBHR AL T misc 2 X m#% 2KB 8.

/* Magic for the A/B struct when serialized. */
#define AVB AB MAGIC "\OABO"
#define AVB AB MAGIC LEN 4

/* Versioning for the on-disk A/B metadata - keep in sync with avbtool. */
#define AVB AB MAJOR VERSION 1
#define AVB AB MINOR VERSION 0

/* Size of AvbABData struct. */
#define AVB_AB DATA SIZE 32

/* Maximum values for slot data */
#define AVB AB MAX PRIORITY 15
#define AVB_AB MAX TRIES_ REMAINING 7

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
*/

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB AB MAX TRIES REMAINING.
=/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8_t successful boot;

/* Reserved for future use. */
uint8 t reserved[l];
} AVB_ATTR_PACKED AvbABSlotData;

/* Struct used for recording A/B metadata.
*
* When serialized, data is stored in network byte-order.
*/
typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB MAGIC. */
uint8 t magic[AVB AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8_t reservedl[2];
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/* Per-slot metadata. */
AvbABSlotData slots[2];

/* Reserved for future use. */

uint8 t reserved2[12];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

ST /NEETEME, A misc 2 XAHA vendor 771X, W LA EIEA%F] vendor.

FEBEEER 3900 lastboot, ARICHEJE — ARSI F. E BN TR BT A AT retry AL
A58, TIEBAREANRGTMA boot_ctrl fk55. SHEUIT:

typedef struct AvbABData {
/* Magic number used for identification - see AVB_AB MAGIC. */
uint8 t magic[AVB_AB MAGIC LEN];

/* Version of on-disk struct - see AVB AB {MAJOR,MINOR} VERSION. */
uint8 t version major;

uint8 t version minor;

/* Padding to ensure |slots| field start eight bytes in. */

uint8 t reservedl[2];

/* Per-slot metadata. */
AvbABSlotData slots[2];

/* mark last boot slot */
uint8_t last_boot;
/* Reserved for future use. */

uint8 t reserved2([11];

/* CRC32 of all 28 bytes preceding this field. */
uint32 t crc32;
} AVB ATTR PACKED AvbABData;

[E]I} £ AvbABSlotData F14#8 1l is_update brEAL, Fr& RGETHR PR, ik R -

typedef struct AvbABSlotData {
/* Slot priority. Valid values range from 0 to AVB AB MAX PRIORITY,
* both inclusive with 1 being the lowest and AVB AB MAX PRIORITY
* being the highest. The special value 0 is used to indicate the
* slot is unbootable.
=/

uint8 t priority;

/* Number of times left attempting to boot this slot ranging from 0
* to AVB_AB MAX TRIES REMAINING.
=/

uint8 t tries remaining;

/* Non-zero if this slot has booted successfully, 0 otherwise. */

uint8 t successful boot;



/* Mark update state, mark 1 if the slot is in update state, 0 otherwise. */
uint8_t is_update : 1;
/* Reserved for future use. */
uint8 t reserved : 7;
} AVB ATTR PACKED AvbABSlotData;

BJF R RU SN SHE XL

AvbABData:
ZH EPd
priority Fr& slot 564k, 0 NAWEZN, 15 NEmmiiitd

FWEBE, BWENTIK

tries_remaining

successful_boot

is_update

AvbABSlotData:

ZH

magic
version_major
version_minor
slots

last_boot

crc32

RGRNEI G 2B EIZSHL 1 Zslot JIRBN, 0: 1% slot REI A 5

FriciZ slot ISR, 1: % slot IEAEFHZR, 0: % slot A TR B2 L)

P
gER LS B \OABO

FERRAE B

slot 53| {2, £ AvbABData
=R BN slot, 0: slot A FIRATNESN, 1: slot B _EIXEINES)

6.3.2 AB BB R

H Al system bootctrl &1+ E# X, bootloader 32 71X i F 1 05 31 -

6.3.2.1 successful-boot

IEHFENRS G, boot_ctrl 44 androidboot.slot_suffix, 13 'E 2471 slot fI4E &

successful boot = 1;
priority = 15;
tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

HHZRGHF, boot ctrl FE:
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TR Ms1ot B E:
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot suffix

MAlslot i E:
successful boot = 1;
priority = 15;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

T+ RSG5, boot_ctrl ¥ & :

ﬁé&ﬂ‘]slotﬁvﬁﬁ:
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Milslot i E:
successful boot = 1;
priority = 14;

tries remaining = 0;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.2 reset-retry

IEHBFENRS G, boot_ctrl 44 androidboot.slot_suffix, 3¢ H 2471 slot 45 & :

successful boot = 0;

priority = 15;

tries remaining = 7;

is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

HHK RS H, boot ctrl % H:
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Fgis1otiZA:
successful boot = 0;
priority = 14;
tries remaining = 7;
is update = 1;

lastboot = 0 or 1; :refer to androidboot.slot_suffix

Milslot ki E:
successful boot = 0;
priority = 15;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix
T+ R G568, boot_ctrl W E.:

T s1ot B E
successful boot = 0;
priority = 15;
tries remaining = 7;
is update = 0;

lastboot = 0 or 1; :refer to androidboot.slot suffix

Milslot i E:
successful boot = 0;
priority = 14;

tries remaining = 7;
is update = 0;

last boot = 0 or 1; :refer to androidboot.slot suffix

6.3.2.3 X Eb

* successful_boot #z{

o firi: REIEWRINALG, ABERB|IHMRARE M, BRIF system bootetrl At
o Bl WAKMIEILIEG, WORAMIELERR Y, 2SS A% HER
e reset retry B
o MRri: URZLREF retry HL, T AR A7 fifh 57t 1)l
o . SXIAE I ARA [E

6.3.3 B IR IE
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Maskrom

m&: BEhpre-loader

B misc ab#¥ 18

Hal BEIRslot ?

ML A EislotHluboot +
trust

B3l uboot




pame S o EEIHIslot?

tries_remainingig—

ik L fboot. img

RELE
androidboot._slot_suffixin
275 Slsystem




Yes

Boot_ctrifi £

AB successful_boot 15 3 3 47 I 72 :



NIRRT

Slot A

successful_boot =0;

priorty = 15;
tries_remaining = 7;
is_update = 0;

Last_boot=0

H.slot ABEN

Slot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = 0;

l Slot A

successful_boot =0;
priorty = 15;

Slot B

successful_boot = O;
priority = 14;

Bootloader . e . S
tries_remaining = tries_remaining = 7
is_update = O; last boot=0 is_update = 0;
H.slot ABTH
l Slot A Slot B
successful_boot = 1; successful_boot = O
riority = 15; riority = 14;
system | PEORENE =2 PRBRENE S
tries_remaining = O b N tries_remaining = 7;
is_update = ; Last_boot =0 is_update = ;
S5
l Slot A Slot B
successful_boot = 1; successful_boot = O
stem priorty = 15; ﬂi,;ﬁglgt B EIZI priorty = 14;
=Y tries_remaining = O L b -0 tries_remaining = 7;
is_update = 0; ast_boot = is_update = 1;
I8
Slot B
successful_boot = 1; iﬁ,slct seagsy,  successful boot = 0
t priorty = 14; priorty = 15;
system tries_remaining = O Lagt_bc: ot=0 tries_remaining = 7;
is_update = 0; is_update = 0;
Slot A Slot B
successful_boot = 1; successful_boot = 0
bootloader priority = 14; priority = 15;

tries_remaining = O

is_update = 0;

Last_boot =0

—
¥

tries_remaining = 7,

is_update = 0;



I - o5

Slot A S5lot B

successful_boot = 1;

successful_boot =1;

= 14;
tries_remaining = O

prior
tries_remaining = 0;

system Last_boot=1

is_update = 0;

is_update = 0;

AB reset retry B =X B AR



IRARZS

Slot A

successful_boot =0;
priority = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Mslot ABTH

S5lot B

successful_boot =0;
priority = 14

tries_remaining = 7;
is_update = O;

Bootloader

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = g
is_update = 0;

Last boot=10

Mslot ABTH

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

system

l Slot A

successful_boot =0;
priorty = 15;

tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;
priorty = 14
tries_remaining = 7;
is_update = 0;

System

lSIuth

successful_boot =0;
prionty = 15;

tries_remaining = 7;
is_update = O;

H & slot B

Last_ boot=0

S5lot B

successful_boot =0;
pricrity = 14,

tries_remaining = 7;
is_update = 1;

System

successful_boot =0;
priority = 14;

tries_remaining = 7;
is_update = 0;

Last_boot=0

reboot

T slot BSERY

Slot B

successful_boot = O;
priority = 15;
tries_remaining = 7;
is_update = 0;

bootloader

Slot A

successful_boot =0;

priorty = 14;
tries_remaining = 7;
is_update = 0;

Last_boot=0

Slot B

successful_boot = O;

priorty = 15;
tries_remaining = 7;
is_update = 0;




I < -

Slot A Slot B
b

successful_boot = 0
priorty = 15;

successful_boot =0;

system priority = 14; Last_boot =1

tries_remaining =7;
is_update = 0;

tries_remaining = 7;

x

is_update = 0;

634 FARMRE

o R4 . % (Rockchip Linux F2% 7 R K Far )
o recovery FtZ: AB system A% &S EF recovery F 2

6.3.5 W IF 5%

6.3.5.1 successful-boot

1. {5 slot A, RGiMslot A JAzh. WEMslot B A3l, RGMslot A JFzh. MR5EM, IEZ misc
431X

2. 525 slot A 5 slot B, EINARS, BT RFE N slotA. HERGM slot B JH5, reboot RGL, Hil &K
4ty slot Bo MIATER, 157 mise 43X

3. B85 slot A 5 slot B, il reset &4t 14 I )i, retry counter F5E, MEAEM last_boot FEEHI RG R
5, BPREIEH M slot A 3. MARFERK, 5= misc 77X

4. 125 slot A 5 slot B, JEB1&S, HH ARG N slot A. WERGM slot B JE5], reboot K%, AT &
G/ slot Be WHERGM slot A JHE), reboot R4, T RGN slot Ao WHXTERL, 1% misc 471X

6.3.5.2 reset-retry

1. A5 slot A, RGiMslot A JB5h. HEMslot B B8, RGM slot A JEzh. MR, 12 misc
73X

2. 525 slot A 5slot B, EFNRS, BT RFE N slotA. HERGM slot B J55, reboot RGt, Hil &
414 slot B MIATER, 157 misc 43X

3. 58’5 slot A 5 slot B, I reset R4t 14 IKJ5, retry counter F5€, ERHEM last boot i 2 I Rt )5
3l), BPREIEW M slot A JA 5. MHKTER, 157 misc 43X

4. 125 slot A 5 slot B, i slot B ff] boot.img 3K, JHEI RS, Ui RGN slot A WE RS slot
B JHZ, reboot R4, RASER 7TKJG, Mslot A IEWEIRSG. MIRTEM, % misc 471X

5. 585 slot A 5 slot B, BE1ARS, HUAIRG N slot A. WERGM slot B 55, reboot R4E, 4l &R
Gifslot Be WHERGM slot A JHZ), reboot R4, T RGN slot Ao WHATERL, 1% misc 471X
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6.3.6 3| &%

{Rockchip-Secure-Boot2.0.md )
{Rockchip-Secure-Boot-Application-Note.md )

{ Android Verified Boot 2.0)

6.4 AVBZ 2 )53

6.4.1 5| &%

{Rockchip-Secure-Boot-Application-Note.md )
{Android Verified Boot 2.0

{Rockchip Developer Guide Linux4.4 SecureBoot CN.pdf)
6.4.2 Rif

AVB : Android Verified Boot

OTP & efuse : One Time Programmable

Product RootKey (PRK): AVB [f] root key H1%:44 loader, uboot & trust [J root key %5
ProductIntermediate Key (PIK): (] key, H/-1EH

ProductSigning Key (PSK): T2 [ £F 1) key

ProductUnlock Key (PUK): H T8k &

& Mkeyr B, ERSTHIHG, T LDARE K keydt it 55 F KUK -

6.4.3 fEi v

A LA Rockehip L4 36IE 5] S FHE ML ERAIES] FRES N EWRE Se B8R, <4t
KU SE N AR, WA NN L4 (OTP & efuse) FHZHUA4A hash, 5it5H7A %] hash Xt

b, ZE—3, R AHH TR E A hasho 5E BRI ARG B AR e B, R 9 MAFfits B 28
1, VHEE A ) hash 5 f# % 1R ) hash %f Ho 2 75—

6.4.4 0% 7~ B

WA 1 22 AU UE R SRR S I8 15 T BRI A SR AR IR, % T DAIIE RS avb AL UG R
fift. RUNBLAE Alice 7] Bob A8 THE R, v 7 IRIES BALIERIRE ML, HLE. SEBMENIA T A
P, FEHEIERE BT B I M4, HAR IR RN

1.Alice % IF EALX B FER (WSO
2. Alice XUy 5 BT IS A IS5, B3 —MEEME;

3.Alice H B CHIRPINE B ZHEAT IS 2 Alice BT840, IR HLES TSR b,
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4.Alice BEHL A —MINE T, JF L a R0 AR MG B HEAT INE, TR S

5.Alice il Bob FIASAXTRIA BENLZA4E R D025 2 4T N, 5 I0% 5 1) DES %5 40 % R % 3 —iifLik 4
Bob;

6.Bob U F Alice £ R )% SC ANt 1) DES %4H, 2 B AT INZE ) DES T, 15
2| Alice BEALF™2E I N2 2541 ;

7.Bob SR )5 FIBENL A SRR () % SCHEAT iR, AR SCIBCT R R, SRR K BN B 77

8.Bob ] Alice FIAHIXS Alice B2 4TI, 15205 B2,

9.Bob FHAH [F] () A S X WA B ) W SCREHEAT — IR A IS 5, A9 — AN 15 S 2

10.Bob KU B (¥115 B ZEFTE ™ AL M5 S ST EUBL, iR —2, w3 mfE B s oot

5 M ) DES HE T CUE ARSI, I AES I 5%, ARSI LR RSA 5%, AL
¥

Bobfd
Sha2Se Alice a5 kgl o :
Alica: s Bf Sr+hash EA 3+ Ehach+ 2440 =
ShalSe Alice 48
Bob: Ef3C <4 Ef F+hash <4

6.4.5 AVB

AVB N Android Verified Boot, a1 —& B4R IRIE, 2 T boot system &5 [E 14 .
Rockchip Secure Boot £ 15 MK 5 X &% AVB, SEIL—E5E# (1) Secure Boot /56 % -

6.4.5.1 AVB 43

o A

o SERERES

o BRI

* persistent partition >Z ¥

e chained partitions 32 %F, T LL5 boot, system Z44FAEH—F, AL oem H CARAFAET, (HOAZ0
H PRK 254

6.4.5.2 key+2 4 +iE H
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#!/bin/sh

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin
permanent_attributes.bin 4= i

python avbtool make atx permanent attributes --output=permanent attributes.bin --

product id=product id.bin --root authority key=testkey prk.pem

HorA product_id.bin FEH A E X, & 16 47, AAENFZ 5 ID & L.

boot.img %44 7~ 17 :

avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

VER: partition size B Z /> R FE 4 K 64K, K/PMIEE 4K XI55, BHAKTF parameter.txt & X H 45
X KMo

sytem.img 2= 4 7~ -

avbtool add hashtree footer --partition size 536870912 --partition name system --

image system.img --algorithm SHA256 RSA4096 --key testkey psk.pem
£ 1% vbmeta 3% metadata.bin, I

python avbtool make vbmeta image --public key metadata metadata.bin --
include descriptors from image boot.img --include descriptors from image
system.img —--generate dm verity cmdline from hashtree system.img --algorithm
SHA256 RSA4096 --key testkey psk.pem --output vbmeta.img

R ZAE A U vbmeta.img Be5 XN 23X, W1 vbmeta 73 [X

iH1t SecureBootTool A i PrivateKey.pem #1 PublicKey.pem.



EA cecureBootTool v1.0 ﬁ

Basic Function hdvanced Function

[ Generate Key Pairs ] (11024 () 2048 @) 2048 pem [ Sign Loader ]

[ Load Key | [ Sign File ]

[ Sign Firmware ] [Clear Info] [ sign IR Rile ]
[ ]

S1gn:Hard SHA:little P55:disable Checlr Sign File

INFD:Start to sign file (uboot. img).
(THFO: S1gn file succeed, Blapsed 412 IS

b

%t permanent_attributes.bin 472544 :

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

permanent_attributes.bin s& 84 R4 1) 2 NIEEHRE, B 7 ZHS T hash 3 efuse B OTP, BE HIEHE
HI BT )22 4 AE (pre-load) o H1T rockehip “F- & HIXI efuse A8, Frll permanent_attributes.bin )5
E B AT 1) 8 ipermanent_attributes.bin (E AT IME. X FHOTPINF &, ZaIEEHE%,
2> FL$% )¢ 5 permanent_attributes.bin ff] hash | OTP.

HAF- G efuse 5OTPSCFFIG -

FEE efuse OTP
k3399 v

k3368 v

rk3328 v
k3326 v
k3308 v
rk3288 v

k3229 v

k3126 v

k3128 v

efuse P& pub_key 5



fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

OTP & pub_key 52’5

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

BN

4 Publickey.pem

SecureBootTool

avbtool

permanent_attri
Product ID butes_cer.bin

permanent_attri
butes. bin

ik_certificate. bi
P EEEEIESEE S avbtool

metadata bin

n

boot_s.img vbmeta.img

6.4.5.3 AVB lock

fastboot oem at-lock-vboot

a3k N fastboot W, fastboot iy 4 S FF &5,
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6.4.5.4 AVB unlock

H AT Rockehip SR A% 22420, 5 AL XS B defconfig N ¥ N
CONFIG_RK_AVB LIBAVB ENABLE ATH UNLOCK=y

%I fastboot oem at-unlock-vboot it 1] A8 1 %, 214 vbmeta.img, boot.img I tH 23 B A
RS

B, WEAM PUK:

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey puk.pem

unlock_credential.bin Jy 75 % T # BB A MABIUES, HA G RWR:

python avbtool make atx certificate --output=puk certificate.bin --
subject=product id.bin --subject key=testkey puk.pem --
usage=com.google.android.things.vboot.unlock —--subject key version 42 --

authority key=testkey pik.pem

M FREL unlock credential.bin, {#i /] avb-challenge-verify.py JIZ<3KHX unlock credential.bin, 4T K%
T4 3KHL unlock _credential.bin:

python avbtool make atx unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --
unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
2T AEIE P18 fastboot A2 NELEIW &, IS E, fastboot AT 2 U1 F:

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

o OTP B RS :
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FREL

unlock_credenti

icat

puk_certifica
tefif 2 & IE

Felt
challenge

- -~ B
signaturese

£ 1F 7 2

RESHREZH

Trust OS

M RPMBEE security
SrXmE

permanent_attribut

Generate data with avbtool

avbtool
sha256

avbtool

permanent_attribut

avh

unlock_credential.bi

NO

5 efuse BEA4 MRBILTE :

raw_unlock_challen
ge.bin

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

fastboot get_staged

34
unlock_credential.bi
n

oot oem at-
nlock-vboot

R SRR




Trust OS

U-Boot
Hl pe a

M RPMBEE security
SRy
permanent_attribut
=.bin

MRPM Biﬁsecurity
SEmME
permanent_attribut
es_cer.bin

permanent_attribut

unlock_credenti g o

pik_certificat
& IE

puk_certifica
tefif 2 & IE

Felt
challenge

- -~ B
signaturese

£ 1F 7 2

I EAERAE T
1. ¥ 3EN fastboot Bz, HLismHI

NO

Generate data with avbtool

- f————avbtool

avbtool

permanent_attribut

raw_unlock_challen %
<

ge.bin

fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw unlock challenge.bin

Operation on PC

fastboot oem at-
get-vboot-unlock-
challenge

raw_unlock_challen
ge.bin

34
unlock_credential.bi
n

fastboot stage
unlock_credential.bi
n

fastboot oem at-
unlock-vboot

R SRR

PAFAHRA . Product Id 5 16 5 FIRANL A4, HUHBEHLEE A unlock_challenge.bin.

1. f#FH avbtool ZE i unlock credential.bin, Z*$make unlock.sh.

2. HL S R\

fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

ER: HERE—

FLAE T3 —IKHEN fastboot BEZUIRAS, FEMHIRIAGEWT L. SCHL. ER. B

B Lptse)s, WAL RIENEL mRBE, XPL BE, SSBEEIRER, RERE

challenge signature 2= K 9 BEALECA VL AL 2 K

AR -



CONFIG MISC=y
CONFIG ROCKCHIP EFUSE=y
CONFIG_ROCKCHIP OTP=y

W28 CPUID £ A challenge number, 1fii CPUID s& SHLEFULECRY, FdEASE AN ER, AT
unlock_credential.bin ] LA R AFF . 44 25 8 % 2 fiunlock challenge.bin, ffillfEunlock credential bin1]2H
B FIRBRBULIRA N

fastboot oem at-get-vboot-unlock-challenge
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

L B HEAMREURE, THIRmSL.

make_unlock.sh 5%

#!/bin/sh

python avb-challenge-verify.py raw unlock challenge.bin product id.bin

python avbtool make unlock credential --output=unlock credential.bin --
intermediate key certificate=pik certificate.bin --

unlock key certificate=puk certificate.bin --challenge=unlock challenge.bin --

unlock key=testkey puk.pem
avb-challenge-verify.py Jii%

#/user/bin/env python

"This is a test module for getting unlock challenge.bin"
import sys

import os

from hashlib import sha256

def challenge verify():
if (len(sys.argv) != 3)
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
if ((sys.argv[l] == "-h") or (sys.argv[l] == "--h")):
print "Usage: rkpublickey.py [challenge file] [product id file]"
return
try:
challenge_file = open(sys.argv[l], 'rb'")
product id file = open(sys.argv([2], 'rb')
challenge random file = open('unlock challenge.bin', 'wb')
challenge data = challenge file.read(52)
product id data = product id file.read(16)
product id hash = sha256 (product id data) .digest ()
print ("The challege version is %d" %ord(challenge data[0]))
if (product id hash != challenge data([4:36])
print ("Product id verify error!")
return
challenge random file.write(challenge data[36:52])

print ("Success!")

finally:
if challenge file:

challenge file.close()



if product id file:
product id file.close()
if challenge random file:

challenge random file.close()

if name == ' main ':

challenge verify ()

4.5.5 U-boot ffifit

FFJ5 avb 5 E trust 3 FF, 7 U-Boot 7F defconfig XA E :

CONFIG OPTEE CLIENT=y
CONFIG_OPTEE Vl=y
CONFIG_OPTEE ALWAYS USE_SECURITY PARTITION=y // Z&H#ifififElsecuritysrX

CONFIG_OPTEE V1: &HF&F 312x,322x,3288,3228H,3368,3399,

CONFIG_OPTEE_V2: &M ¥ 3326,3308.

CONFIG_OPTEE_ALWAYS USE_SECURITY PARTITION: 4 emmc ] rpmb AEEF, A HFxAN%, B
AT,

avb JTJH 77 24E defconfig SCAFHHCE :

CONFIG_AVB_LIBAVB=y
CONFIG_AVB_LIBAVB AB=y

CONFIG_AVB LIBAVB ATX=y

CONFIG AVB LIBAVB USER=y

CONFIG_RK_AVB LIBAVB USER=y

// EEJWAS ik, FEEFNZE ave 5 a/B bk, PIAMSPERT DA TR
CONFIG ANDROID AB=y //XHF A/B

CONFIG_ANDROID AVB=y //IXA3#F AVB

// FHZENMUE efuse HIFGMEA

CONFIG_ROCKCHIP PRELOADER PUB KEY=y

// R ZE % B R unl oc kB I ST I
CONFIG_RK_AVB LIBAVB ENABLE ATH UNLOCK=y

[/ BEBRITR

CONFIG_AVB VBMETA PUBLIC KEY VALIDATE=y

// WMRFTE HEcpuidfE Achallenge number, LA TNZE

CONFIG_MISC=y

CONFIG_ROCKCHIP EFUSE=y

CONFIG_ROCKCHIP OTP=y

6.4.5.5 kernel it B

system, vendor, oem %4 [X ({156 HH kernel (1) dm-verify BLERINERALK:, FTLATE EAE fE1Z R

{fife AVB FELE kernel dts FHECE S ¥ avb, ZEWIF:

&firmware android {

compatible = "android, firmware";
boot devices = "fe330000.sdhci";
vbmeta {

compatible = "android, vbmeta";

parts = "vbmeta,boot,system, vendor,dtbo";

i
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fstab {

compatible = "android, fstab";
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4d";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,avb";

R A/B system 75 B AL E slotselect Z8, ZHWF:

firmware {

android {

compatible = "android, firmware";
fstab {
compatible = "android, fstab";
system {
compatible = "android, system";
dev = "/dev/block/by-name/system";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";
}i
vendor {
compatible = "android, vendor";
dev = "/dev/block/by-name/vendor";
type = "ext4";
mnt flags = "ro,barrier=1,inode readahead blks=8";
fsmgr flags = "wait,verify,slotselect";

}i
}i

6.4.5.6 Android SDK

R A48 Android SDK _I [ — St B 3 B .

AVB Enable

f§if£ BOARD AVB ENABLE

A/B system

XA R A =2k,
o A/B RGNIE LB &

o

AB OTA UPDATER := true
AB_OTA_PARTITIONS := boot system vendor
BOARD BUILD SYSTEM ROOT IMAGE := true
TARGET NO RECOVERY := true

BOARD USES_RECOVERY AS BOOT := true

PRODUCT PACKAGES += update engine update verifier
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* A/B RGAIUEE XA E

© PRODUCT_ PACKAGES DEBUG += update_ engine_ client
* A/B RGARETE IR E

o BOARD RECOVERYIMAGE PARTITION SIZE
© BOARD CACHEIMAGE PARTITION SIZE
o BOARD CACHEIMAGE FILE SYSTEM TYPE

6.4.5.7 Cmdline ¥ N &

Kernel command line: androidboot.verifiedbootstate=green

androidboot.slot suffix= a dm="1 vroot none ro 1,0 1031864 verity 1
PARTUUID=b2110000-0000-455a-8000-44780000706f PARTUUID=b2110000-0000-455a-8000-
44780000706f 4096 4096 128983 128983 shal
90d1d406caac04b7e3fbf48b%a4dcd6992cc628e 4172683£0d6b6085c09f6cel65cf152fe3523¢89
10 restart on corruption ignore zero blocks use fec from device
PARTUUID=b2110000-0000-455a-8000-44780000706f fec roots 2 fec blocks 130000
fec_start 130000" root=/dev/dm-0 androidboot.vbmeta.device=PARTUUID=f24£0000-
0000-4e1b-8000-791700006a98 androidboot.vbmeta.avb version=1.1
androidboot.vbmeta.device state=unlocked androidboot.vbmeta.hash alg=sha512
androidboot.vbmeta.size=6528
androidboot.vbmeta.digest=41991c02c82eall191545c645e2ac9cc7cal8b3dala2e3115af£479d
2df6lfeaccdd35b6360cfa936£6£4381e4557e£18e381£4b236000eb6ecc9adadlledadcae

androidboot.vbmeta.invalidate on error=yes androidboot.veritymode=enforcing

KHEBHLAN S

1. At 24538 vbmeta H) PARTUUID? B9 {8 f5 2546 FH] vbmeta hash-tree H& 75, 75 2 kernel F4%2
48— vbmeta, digest SN androidboot.vbmeta.digest.

2. skip_initramfs: boot ramdisk /4 JGFT 93] boot.img [, £ A/B system H', ramdisk &A1 2]
boot.img, cmdlinei; ZALHIX NS4 .

3. root=/dev/dm-0 JJ&i dm-verify, f§Esystem.

4. androidboot.vbmeta.device state: android verify JRZ

5. androidboot.verifiedbootstate: 525 45 H o

green: Ifin LOCKED state and an the key used for verification was not set by the end user.
yellow: Ifin LOCKED state and an the key used for verification was set by the end user.
orange: If in the UNLOCKED state.

X B4R —F dm="1 vroot none ro......" = 4 B

avbtool make vbmeta image --include descriptors from image boot.img --
include descriptors from image system.img --

generate dm verity cmdline from hashtree system.img --

include descriptors from image vendor.img --algorithm SHA512 RSA4096 --key
testkey psk.pem --public key metadata metadata.bin --output vbmeta.img

avbtool £ i vbmeta i}, X system [&44-Jl--generate_ dm_verity cmdline from hashtree Bl 7. dm="1 vroot
none ro......"IXEE B RAFH] vbmeta. X2 ELH, RS X AR F] bootimg, ToFRFIMNI%ZES

Android SDK JF 2 BOARD AVB ENABLE 2ix t6{% B %] vbmeta P
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6.4.6 X &%

FrH N vbmeta 73 X 5 security 471X, vbmeta 73 X AEAf BRI AE ., security F3 X AAAf 035 i 1Y) 22 440
i o

FIRMWARE VER:8.0

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK_MASK: 0x80

PWR_HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE :mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot) ,0x00002000@0x00006000 (tr
ust),0x00002000@0x00008000 (misc), 0x00008000@0x0000a000 (resource), 0x00010000@0x000
12000 (kernel), 0x00002000@0x00022000 (dtb) ,0x00002000@0x00024000 (dtbo) ,0x00000800Q0
x00026000 (vbmeta) ,0x00010000@0x00026800 (boot),0x00020000@0x00036800 (recovery), 0x0
0038000@0x00056800 (backup) ,0x00002000@0x0008e800 (security), 0x000c0000@0x00090800 (
cache), 0x00514000@0x00150800 (system), 0x00008000@0x00664800 (metadata), 0x000c0000@0
x0066c800 (vendor) , 0x00040000@0x0072c800 (oem) ,0x00000400@0x0076c800 (frp) , -
@0x0076cc00 (userdata:grow)

uuid:system=af01642c-9b84-11e8-9b2a-234eb5e198a0

A/B System 43 [X 58 X

W

%

FIRMWARE VER:8.1

MACHINE MODEL:RK3326

MACHINE ID:007

MANUFACTURER: RK3326

MAGIC: 0x5041524B

ATAG: 0x00200800

MACHINE: 3326

CHECK MASK: 0x80

PWR HLD: 0,0,A,0,1

TYPE: GPT

CMDLINE:
mtdparts=rk29xxnand:0x00002000@0x00004000 (uboot a),0x00002000@0x00006000 (uboot b)
,0x00002000@0x00008000 (trust_a),0x00002000@0x0000a000 (trust b),0x00001000@0x0000c
000 (misc), 0x00001000@0x0000d000 (vbmeta a),0x00001000@0x0000e000 (vbmeta b), 0x00020
000@0x0000e000 (boot _a),0x00020000@0x0002e000 (boot b),0x00100000@0x0004e000 (system
~a),0x00300000@0x0032e000 (system b),0x00100000@0x0062e000 (vendor_a) ,0x00100000@0x
0072e000 (vendor b),0x00002000@0x0082e000 (cem_a), 0x00002000@0x00830000 (oem b), 0x00
10000€@0x00832000 (factory), 0x00008000@0x842000 (factory bootloader),0x00080000@0x00
8cal00 (oem) ,-@0x0094a000 (userdata)

6.4.7 fastboot iy &

U-Boot FA] LBy A3 fastboot:

fastboot usb 0
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6.4.7.1 f5 2 HE

fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot
fastboot

flash < partition
erase < partition
getvar < variable
set _active < slot
reboot
reboot-bootloader
flashing unlock
flashing lock

stage [ < filename > ]

get staged [ < filename > ]
oem fuse at-perm-attr-data
oem fuse at-perm-attr

oem fuse at-rsa-perm-attr
oem at-get-ca-request

oem at-set-ca-response

oem at-lock-vboot

oem at-unlock-vboot

oem at-disable-unlock-vboot

oem fuse at-bootloader-vboot-key

oem format

[

< filename > ]

all

oem at-get-vboot-unlock-challenge

oem at-reset-rollback-index

6.4.7.2 & H

1. fastboot flash < partition > [ < filename > ]

hag: Xk

f5l:  fastboot flash boot boot.img

1. fastboot erase < partition >

Thag: BRI IX.

2445 . fastboot erase boot

1. fastboot getvar < variable > | all

Thag: HRBBHER

Z445]: fastboot getvar all GREUIEZA&FTEEE)

variable & 7] PLHY IS5

version

version-bootloader

version-baseband

product
serialno

secure

max-download-size
logical-block-size

erase-block-size

partition-type : < partition >

=Py

/*
/*

/*
/*
/*
/~k
/*
/*
/*

fastboot RRA */
U-Boot RRA */

FEEEE x/

il

RBIT R LR */

fastboot SCHFHRUMEHIRAT TH */
BHRE ~/

BERRE ~/

XK */
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partition-size
unlocked
off-mode-charge
battery-voltage
variant
battery-soc-ok
slot-count
has-slot: < partition >
current-slot

slot-suffixes

< partition >

slot-successful: < a | b >
slot-unbootable: < a | b >
slot-retry-count: < a | b

at-attest-dh

at-attest-uuid

at-vboot-state

fastboot getvar all 25451 :

AN
W lockRE *

/*
/*

slot $H =/
AEslotWRGHIZP XA */
HHTEFslot */

AET A A A Kslot, fEIH Hname */
HE S XETEHRRESE */

TE S XEHH W E Hunbootable */
BESX P retry-countikE */

/*
/~k
/*
/*
/*
/*
/*

PS E:\U-Boot-AVB\adb> .\fastboot.exe getvar all

version-bootloader:U-Boot 2017.09-gc277677

bootloader a:U-Boot
bootloader b:U-Boot

vbmeta a:U-Boot

oem_bootloader a:U-Boot

oem bootloader b:U-Boot

factory bootloader:U-Boot

bootloader a:0x400000
bootloader b:0x400000

boot a:0x2000000

(bootloader) version:0.4

(bootloader)

(bootloader) version-baseband:N/A
(bootloader) product:rk3229

(bootloader) serialno:7b2239270042£8b8
(bootloader) secure:yes

(bootloader) max-download-size:0x04000000
(bootloader) logical-block-size:0x512
(bootloader) erase-block-size:0x80000
(bootloader) partition-type:

(bootloader) partition-type:

(bootloader) partition-type:tos a:U-Boot
(bootloader) partition-type:tos b:U-Boot
(bootloader) partition-type:boot a:U-Boot
(bootloader) partition-type:boot b:U-Boot
(bootloader) partition-type:system a:extd
(bootloader) partition-type:system b:ext4
(bootloader) partition-type:

(bootloader) partition-type:vbmeta b:U-Boot
(bootloader) partition-type:misc:U-Boot
(bootloader) partition-type:vendor a:extd
(bootloader) partition-type:vendor b:extd
(bootloader) partition-type:

(bootloader) partition-type:

(bootloader) partition-type:factory:U-Boot
(bootloader) partition-type:

(bootloader) partition-type:oem a:extd
(bootloader) partition-type:oem b:extd
(bootloader) partition-type:userdata:ext4
(bootloader) partition-size:

(bootloader) partition-size:

(bootloader) partition-size:tos a:0x400000
(bootloader) partition-size:tos b:0x400000
(bootloader) partition-size:

(bootloader) partition-size:

boot b:0x2000000



bootloader) partition-size:system a:0x20000000
bootloader) partition-size:system b:0x20000000
bootloader) partition-size:vbmeta a:0x10000
bootloader) partition-size:vbmeta b:0x10000
bootloader) partition-size:misc:0x100000

bootloader) partition-size:vendor a:0x4000000
bootloader) partition-size:vendor b:0x4000000
bootloader) partition-size:oem bootloader a:0x400000
bootloader) partition-size:oem bootloader b:0x400000
bootloader) partition-size:factory:0x2000000
bootloader) partition-size:factory bootloader:0x1000000
bootloader) partition-size:ocem a:0x10000000
bootloader) partition-size:oem b:0x10000000
bootloader) partition-size:userdata:0x7ad80000
bootloader) unlocked:no

bootloader) off-mode-charge:0

bootloader) battery-voltage:0Omv

bootloader) variant:rk3229 evb

bootloader) battery-soc-ok:no

bootloader) slot-count:2

bootloader) has-slot:bootloader:yes

bootloader) has-slot:boot:yes

bootloader) has-slot:system:yes

bootloader

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

( )

(bootloader) has-slot:tos:yes
( )

( )

( ) has-slot:vbmeta:yes
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )

bootloader) has-slot:misc:no

bootloader) has-slot:vendor:yes
bootloader) has-slot:oem bootloader:yes
bootloader) has-slot:factory:no
bootloader) has-slot:factory bootloader:no
bootloader) has-slot:oem:yes

bootloader) has-slot:userdata:no
bootloader) current-slot:a

bootloader) slot-suffixes:a,b
bootloader) slot-successful:a:yes
bootloader) slot-successful:b:no
bootloader) slot-unbootable:a:no
bootloader) slot-unbootable:b:yes
bootloader) slot-retry-count:a:0
bootloader) slot-retry-count:b:0
bootloader) at-attest-dh:1:P256
bootloader) at-attest-uuid:

all: Done!
finished. total time: 0.636s

1. fastboot set_active < slot >
Thag: BCEHEJEH] slot.
Z&4j]: fastboot set_active _a

1. fastboot reboot
Dhgg: #HEWS, IEWED)

2445 ; fastboot reboot



1. fastboot reboot-bootloader
Uifig: BB, @A fastboot izl
Z445]: fastboot reboot-bootloader
1. fastboot flashing unlock
Theg: MREIB, SRVFRESE 1
Z449]: fastboot flashing unlock
1. fastboot flashing lock
Didg: BlEik®, ibks
2445 : fastboot flashing lock
1. fastboot stage [ < filename > |
hfg: FEEIERI &N AE, AR GHEE A CONFIG_FASTBOOT BUF _ADDR
Z449]:  fastboot stage permanent_attributes.bin
1. fastboot get staged [ < filename > ]
DhRE:  ABE o 3R A
Z4f5: fastboot get staged raw_unlock challenge.bin
1. fastboot oem fuse at-perm-attr
ThEg: %25 permanent attributes.bin & hash
24451 :  fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr
1. fastboot oem fuse at-perm-attr-data
Thit: HHEE permanent attributes.bin 7% (74X 5k (RPMB)
Z4f5: fastboot stage permanent_attributes.bin
fastboot oem fuse at-perm-attr-data

1. fastboot oem at-get-ca-request
2. fastboot oem at-set-ca-response

3. fastboot oem at-lock-vboot
Difg: BiE W%
244 :  fastboot oem at-lock-vboot
1. fastboot oem at-unlock-vboot
Uifig: fA9IR%, ILSCHF authenticated unlock

Z445]: fastboot oem at-get-vboot-unlock-challenge

fastboot get staged raw_unlock challenge.bin

/make_unlock.sh (), make unlock.sh %)
fastboot stage unlock credential.bin

fastboot oem at-unlock-vboot

1. fastboot oem fuse at-bootloader-vboot-key



e
2451«

: J%5 bootloader key hash

fastboot stage bootloader-pub-key.bin

fastboot oem fuse at-bootloader-vboot-key

1. fastboot oem format
Uige: B A X,
2541«

fastboot oem format

73 X A5 B8 T $partitions

1. fastboot oem at-get-vboot-unlock-challenge

IhE: authenticated unlock, 73k

2451«

unlock challenge (¥

2 I, 16. fastboot oem at-unlock-vboot

1. fastboot oem at-reset-rollback-index

ThRg: HEAI R &R rollback X
2445 :

fastboot oem at-reset-rollback-index

1. fastboot oem at-disable-unlock-vboot

e
2451«

: f# fastboot oem at-unlock-vboot

6.4.8 BEHHRE

R R windows [El {465 T. B

DR

i

fastboot oem at-disable-unlock-vboot

v EosROT AT R v2.58

THER | FEEE | SHhR

Illlllllllllllllllllllllllllllllllllllllll

z Ox00000000 Farameter | E:AEENPEZOSREIZZE \Image ' Imagehparam. .

3 I? Q00004000 Thoot T heodeu-boot—baclmp'iuboot. img

4 ||+ | D:z00008000 trust T heoden-boot—baclmp'itrust. img

5 [ | 000008000 Mize E: WREAPEI0&REA326 Imagzeh Inage \misc. img

B [ | ox0000ES00 Boot E:\EENPHI0SREIZ26 Y Image Image boot. img

T [ | ox0001ES00 Becovery E:\RENPHI0SREIZEE \Image ' Inage \recow. .

g [ | ox000ESS00 System E: “RENPHI0&FEIZZ6  Inage Inage i syste. |

9 || | 0x003C0O500 vendor E: WRENPXI0&REI3Z6  Image ' Image iwendo. .

10 [ | 000430500 aem E: “RENPEI0&REI3Z6  Image Image oem. img

11 ||| 0x0000C000 dtbo E: WREAPXI0&RES326 ImagzehImage dtho. imz

12 |[ | 0x=0000EQ00 vbmeta E: WREAPEI0&REAIZ6 \ Inage ' Inage ivbmet. .
I

i

Loader Ver:1.07

A=

7 || e || wEsze || &

THRAwE
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A/B System /5

, BEEFETE 258 B EE

THESR | ASEE | SEmE

# it BT HiE -
(0x00000000  Loader  E:\RK\PY304RK3326\rk3326-ablfirmwar...

2 F Oz00000000 Parameter E: AREAPEI0&RKIZZ8 v r 3326 —ab ir k3320 —. . .

3 F 0x00004000 bootloader a I:hcodehu-bootiuboot. img

4 |[v | 0x00008000 | bootloader b I:'code'u-bootiuboot. img

g ||+  0x00008000 tos_a T heodehu-boothtrust. img

£ |[w | 0x00008000 toz_hb T heodeu-boothtrust. img

T F Oz=0000n000 boot_a T hwrk3326-androi dhrocldevh Inaze—rld. ..

g F 000020000 boot_b Z:\rl332R-andr ol dhrockdevi Image—rl3. | .

9 I_ 0=z=0004E000 system_a I \rl3328-andr oi dhrockdev i Image—rl3. . .

10 |[ | ox0032EQ00 system_b T wk3326-andr ol dhroclkdevh Imaze—rld. | .

11 |[ | 0x006ZEQOO wendor_a T wk3326-andr ol dhroclkdevh Imaze—rkd. | .

1z |[T | 0x007ZE000 wvendor_b T wkA326-androidhrockdevh Image—rk3. .

13 |[v | 0x008CAO00 aem | Z:'wrk3328-androidirockdevhImage- rl-;3325 evbioem.

Losder Ver:r.0s | 847 | [t | [ #mamE | [ &=

THER &

6.4.9 Pre-loader verified

I {Rockchip-Secure-Boot-Application-Note.md)

W

MASKROM

.

Get Public Key

HASH(SHA256) of public
key

HASH in OTP Boot failed

Get raw binary of first Get digital Signature
loader
HASH{S;ﬁ:fyG} of raw —l RSA2048 encryption e

MATCH?

(Lnadlngrrstloader> \N/ »| Bootfailed |
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6.4.10 U-boot verified

OTP W &R IR
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perm_attr
hash

FREL

vbmeta.img

(vbmetas B2 &
i

perm-attr2 &5 IEf# ?

FREN
prk_pub

m—> KW pik_cer & psk_cer

SVbmeta.imgfz fi& A1
psk_pubXttt

Vbmeta.imghi 3G

Trust Zone

permanent_attribute
s.bin




& boot.imgH
Tt E Hhash

=) i S A hashttE

MEEEN

efuse ¥ AL IR IR :



Public key

FRER

vbmetaimg

ciivbmetask B 2H

&

perm-attr 2 & IEFE 7

FRER
prk_pub

m_. Feipik_cer & psk_cer

Vbmeta. imgTEiE
psk_pubZtEE

Vbmeta. imgiEis

Trust Zone

permanent_attribu

tes cer.bin

permanent_attribute

=.bin




mn&iboot.
"i.'I"._T-"*",.H}‘uash

6.4.11 RGRK A3

— =
Kernel

=

cmdline: androidboot verifiedbootstate=green
uboot

androidboot slot_suffiv=_a " root=/dev/dm-0 ====-

R4 5513 kernel, kernel & 5GHEHT U-Boot /%1% ) cmdline %1, il R4tE 32 B dm-verify. 78
S In#EJa A system [ s mgr R %5, fs mgr {K3E fsmgr flags FISECRAR IR N E 2, [E 44 hash & hash
tree 71T vbmeta.img. AU FSH:

avb: f#J avb 177 sUINBKLR 7 [X

slotselect: %47 [X 4> A/B, Jn#kAS < f# A # cmdline #1"androidboot.slot_suffix=_ a"iX M2,

6.4.12 Linux AVB

W R 4HFE T linux S5 AVB #2145 K I IETR AR .
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6.4.12.1 BIEH R

1. AR R [ A
2. {# | SecureBootConsole £ % PrivateKey.pem 5 PublicKey.pem, L H A1k sign tool, &l F:

rk sign tool cc --chip 3399
rk sign tool kk --out

3. load key

rk _sign tool 1k --key privateKey.pem --pubkey publicKey.pem

4. %542 loader

rk sign tool sl --loader loader.bin

5. 254 uboot.img & trust.img

rk sign tool si --img uboot.img

rk sign tool si --img trust.img

6. avb A [E 1FHES . HE 2SI temp.bin, 16 T product id.bin, #2544 boot.img, i&1T R
i

#!/bin/bash

touch temp.bin

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey prk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey psk.pem

openssl genpkey -algorithm RSA -pkeyopt rsa keygen bits:4096 -outform PEM -out
testkey pik.pem

python avbtool make atx certificate --output=pik certificate.bin --
subject=temp.bin --subject key=testkey pik.pem --

subject is intermediate authority --subject key version 42 --

authority key=testkey prk.pem

python avbtool make atx certificate --output=psk certificate.bin --
subject=product id.bin --subject key=testkey psk.pem --subject key version 42 --
authority key=testkey pik.pem

python avbtool make atx metadata --output=metadata.bin --

intermediate key certificate=pik certificate.bin --

product key certificate=psk certificate.bin

python avbtool make atx permanent attributes --output=permanent attributes.bin --
product id=product id.bin --root authority key=testkey prk.pem

python avbtool add hash footer --image boot.img --partition size 33554432 --
partition name boot --key testkey psk.pem --algorithm SHA256 RSA4096

python avbtool make vbmeta image --public key metadata metadata.bin --

include descriptors from image boot.img --algorithm SHA256 RSA4096 --key
testkey psk.pem --output vbmeta.img

openssl dgst -sha256 -out permanent attributes cer.bin -sign PrivateKey.pem

permanent attributes.bin

£ i vbmeta.img, permanent attributes_cer.bin, permanent_attributes.bin.
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BRIk A4 | boot.img......

7. B RS

rkdeveloptool db loader.bin
rkdeveloptool ul loader.bin
rkdeveloptool gpt parameter.txt
rkdeveloptool wlx uboot uboot.img
rkdeveloptool wlx trust trust.img
rkdeveloptool wlx boot boot.img

rkdeveloptool wlx system system.img

rkdeveloptool RJ LAZxF hitps:/github.com/rockchip-linux/rkdeveloptool

1. 85 permanent _attributes cer.bin, permanent_attributes.bin

HOTPFH:

fastboot stage permanent attributes.bin

fastboot oem fuse at-perm-attr

A efuse T-5:

fastboot stage permanent attributes.bin
fastboot oem fuse at-perm-attr
fastboot stage permanent attributes cer.bin

fastboot oem fuse at-rsa-perm-attr

1. efuse 525 (efuse LB H AT R windows iliA) , HEFAFEN loader, HFEXTM WS, HdiEsh
BE.

W EfuseTE v138 ==

@ B @ = |m\‘§§iﬁé‘ o |

Bk (- \code \u-boot k3399 loader v1. 16, 115, bix Bl A -
LoaderhR#: 1. 15

i {2 B :RE330C

0 BEFE BEsE (] FHEER
o-® snsE
£-1% RootHub20

& Portl]

& Port[2]

s Port[3]

<& Port[4]

& Port5]

& Port[6]

& Port[7]

& Port[g]

5% RootHub20 b

548 Portl] Hub a

L& Port[1]

-G Port(2]

& Port[2]
]
1

»

m

& Portl4
+@ Pori[5
.+ Port[6]
i -G Port[2] - -

KRR
L BRI, FRUSER O RS, TEETREFERBED. iR FEUsERD. mith: 00000
2 AR ETHE, BT EABABEAEAT—A.

3 HBIIE t, I, BARE, TS, FEHIGEE.

4 FEREE, BN EEEEET, AWMU BEERT. o 00000
5. AR RESEANERPRT, FALNEESHLNRERET.

£ 00000
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1. OTP “F- 5 loader public keyke 5

%2 (Rockchip-Secure-Boot-Application-Note.md)
6.4.12.2 WAL AE

[TODO]

6.5 SD )3 h 2%
6.5.1 i

Rockehip BURt SD &I H L SD &, SD J+4i+, SD Az, SDEEF. wJ LU Fn ) d Tt 2
Hitit T HoKf update.img NEE] SD KA, HIfEAFI R,

RRE Thee

HHLSD T IE A7 fil B

SD JHZ B M SD RN B)F] recovery, Hi recovery 5T sd P B4 557 35 % A%

SD Hal B EEM SD RH )

SD &5 & M pre-loader JT 45 U1 SD - A fA [ 1 2 15 4 A7 fifh

6.5.2 %K

6.5.2.1 M

5@ SD K5 PC {584 —FF, 7l LATE U-Boot 1 Kernel RGTHE NI B =S ML, ToH THX
SD RAHAEATERAE

6522 F+ %+

SD F+& R it RK ()T EHIE, S8l SD KX AHAZ (41 eMMC, nand flash) & £F (2% . SD K7+
2T LA PC LB i —Fh R+ 0 73 B2 % SD R ZRIS S ] SD RIMMRE X, ek
[ 45 DUF] SD KAWL X F, EFM SD RJashit, SD K shfCH AT+ A4 [l 1 be 5 B A 3247
fitih o [ES SD JH26+ 32+ PCBA A Demo SCAF (1% V1. SD T2+ (13X £ Ty G v] LA [l 44T+ 2 g 31
25 PC HLIEEAT, $mA 3.

CEHIEF A SD =, S R FHEETE R E A demo SCAFRT, W] LA%Z N TP IR 52 A :

1. # UUE 43 SD R H 3%, 5 49 sdupdate.img
2. # 1 demo Cf4FF] SD RAR H 3% T Demo H&H

SD 5| S 2 R % (E GPT)
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1w 2 i B
X 0 MBR
X 64-4M IDBLOCK(J3 245 & & 0)
4M-8M Parameter
12M-16M uboot
16M-20M trust
...... misc
...... resource
...... kernel
...... recovery
Pl T =28 Fat32 77/ update.img
SD 5| & H- 4R #%:U(GPT)
it HoE B
FX 0 MBR
B X 1-34 GPT /3 IX &
FIX 64-4M IDBLOCK(JA Bhbr & & 0)
4M-8M Parameter
...... uboot
...... trust
...... misc
...... resource
...... kernel
...... recovery
Pl T A% (] Fat32 77/ update.img

6523 BE&

SD AahRo2ilid RK (T HGIE, SCBUEIEN SD a3, ARy 8 P ST R 208 A i A 25
B 5 [ BB AP N . BARSELR B S 1) SD kb, 38 SD R MPERAEMEMIH. 4% SD R
gt [ FEL R SCAFEAEIAE SD R B, ABCA A EAF AT BUIE S TAE. HAl B2 T s &

iM SD £Ja3h, ST PCBA MK, ¥ EE: PCBA MK N /2 recovery FTH —ANThAeT, wf HFI+4%

R5RFR.

SD 5| % /a8 F#% X (3E GPT)
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¥
FAIX 0
B X 64-4M
4M-8M
8M-12M

12M-16M

SD 5] %5 81+ #% X (GPT)

i
BIX 0
FIX 1-34

FIX 64-4M

B 33 BIX

i B
MBR
IDBLOCK(J3 Zhir & E 1)
Parameter
uboot
trust
misc
resource
boot
kernel
recovery
system

user

B B
MBR
GPT 7y X3
IDBLOCK(JaaitrEE 1)
uboot
Boot
trust
resource
kernel
recovery
system
vendor
oem
user

# 4 GPT



652418 F

SD EE REMLT SD RIZIhAE, (HE T2 TAF H miniloader5g . %% TR H SIS S E] SD
RIRE X, SRR E A 2] SD RAT WAy X E, E#M SD RESINT, SD R AL [ £ 7+ 2% 21
A EAFAE . EEH T BB A, SD Rl LMER 8% .

SD &5 F#% 3k GPT)
1 7% o B
B X 0 MBR
X 64-4M IDBLOCK(JA 8ifr & & 2)
4M-8M Parameter
8M-12M uboot
12M-16M trust
...... misc
...... resource
...... boot
...... kernel
...... recovery
...... system

...... user

SD 25 K #3U(GPT)
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1 7% iR B
a1 1X 0 MBR
FIX 1-34 GPT 73X %
B3 [X 64-4M IDBLOCK(JA Zhitr & & 2)
...... uboot
...... Boot
...... trust
...... resource
...... kernel
...... recovery
...... system
...... vendor
...... oem

...... user

w5 33 X %4 GPT

6.5.3 [ 5 &

SD RAEARAAFRIIRERI R, 2AF sd FAM—LEhRE.

7E SD KI5 64 X AL, #ikrESR A (magic number) SN 0xFCDCSC3B, NIA—eHsik+, <M SD
KN EEEE L, JREh . RARE, NWAERNEIE SD £ERF. £5 (64 WX +616bytes) iy, {7l
HRERbRE. BArE =R,

& R

0 T+ £ 8L PCBA it

1 Jashk

2 BE+%
6.5.4 Ja B FIE

SD ) boot JiF2E 1] 43N pre-loader J& ZhiiFE 5 uboot JEBNIRAE, IXPANFEER 7 N4l SD & & SD
<N IDB Block ¥ Startup Flag #x#%, I H K IEX bR EHAT A FE R DIGE. FARLT:
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EE b

Find uszahle

E i P

pre—loader

mias krcm

'

SIHE TR

A0 ITR Block
Startup Flag

Scan 5D Lo Timd ) R R e

. § L pre—loader +

the vpdate Tlag

[ ] Ly e TR 5

Find boot CHD o H“__h”_ . I.'_{ iR
. - the update flag
[rom misc ) N ] kst %
L and update
partition crd] ine
¥ ¥

Judge cwrdline
lpdate S0 including ) § o
. g ., o+ TECOVETY kerne
[ irmware Storagemedia-s

g
6.5.4.1 pre-loader J& 31
maskrom
pre-loader
EEHEAT Al
I HE S

L1

¥

CEAREE 4
Glehyies) Fohh

S IEIERE!
BlEbyvies) bRk

(68 4
BlAbytes) fiEd

1 I 2
v ' '
FE - al PCRAM o s

v

v

v

MEDFE B E
EauponT

MED R ELE .
LEESINITNA Y

Londer T B9 6 £
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maskrom B 56563k B — 43 0] F i) miniloader [&4F (7] LLA TRM # 22 Maskrom 2 1 J8 shA7 6 B AR
JelifF, maskrom 2K IR FAFAE L) , SRJ5 k% 2 miniloader. miniloader B 25 4 17 14
%, WARAME] SD R, il SD 2B IDB M. wmHE, FAW-RFE. wH SD <A
FREALN 0B <17, WA SD <N E2HL U-Boot [E 4, IN#EZN U-Boot. WIRbRE N2, MHEABE KR
T2, 7F loader FEUBIEM:. IFH JashimfE AH R H AL %, INEUS 31 F 4K loader.

6.5.4.2 U-Boot 2 5

‘ Start »

Uboot

A 4

ERfFERE

B4BEX
eIt
—EA

0xFCDCB8C3B

no

A 4

64EX + EEmal]
616bytestzt: FrEEhE
%07 ’E



af://n3535

yes

cmdlineiZsin
storagemedia=sd

FEMsd-RIEEVENS

HRNRE
RENSDR

A 4

A 4

cmdlineiZsiN RaEN Efikernel
sdfwupdatetrd EEFiEeE

A 4

MISCH X
RSN
recovery

A 4

fn#recovery,
# A\ recoveryt&z(,

End

FH2F: U-Boot HHI AR AFAE 1A%, WHRATME] SD K, KW SD K27 IDB A EfF. wiifg,
FHHIWRRArE LT N 0, LIH% kernel ] emdline 7 N'sdfwupdate’s /5 B2EL SD K misc 47X, B2
RSB, N recovery B, IN#JE 3 recovery.

JazhK: U-Boot B HI A HAFAEREA, WA E] SD &, il SD FETG S IDB #E . ke,
AW R E RGN 1o B SD R misc 771X, HECREIEN, 4R A recovery, INEJH )
recovery. UMHZ normal #2:, NIIN#L /3 3h kernel,



6.5.4.3 Recovery A1 PCBA

HAKAT 2% (Rockcehip Recovery F ' #/EHE S V1.03.pdf) -

6.5.5 EEEM

o HfEIEGPT k& 2UE fF, U-Boot i 2t & CONFIG_RKPARM_PARTITION.

o ffilfE SD Ft RS, update.img 4L MiniloaderAll.bin, parameter.txt, uboot.img, trust.img,
misc.img, resource.img, recovery.img iXLE[E{f, HNHES update.img £ IS AN MBR R 14
TNo
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7. Chapter-7 fic & #5Y

TODO
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8. Chapter-8 i F &
AT LA Booth ELA MM TR, GUEMAA 4. WA, FUEASL. JFHLITESS.

8.1 DEBUG

ThE: ib4 R debug () FTEIAERL

W 7E-F 5 1) rkxxx_common.h HH 18 172 58 AT RE

#define DEBUG

8.2 Initcall

Thg: ITENRShifE.

U-Boot f)Ja 8525 j& — & Flinitcal I, & initcall run list() RBNE debug () B
printf () o i

U-Boot 2017.09-01725-g03b8d3b-dirty (Jul 06 2018 - 10:08:27 +0800)

initcall: 0000000000214388

initcall: 0000000000214724

Model: Rockchip RK3399 Evaluation Board

initcall: 0000000000214300

DRAM: initcall: 0000000000203£68

initcall: 0000000000214410 // Z5& &I Gm4K H btk b ) o8 4L
initcall: 00000000002140dc

3.8 GiB
initcall: 00000000002143b8

Relocation Offset is: £5c03000
initcall: 00000000f5el76bc

initcall: 00000000002146a4 (relocated to 00000000f5el76a4)
initcall: 0000000000214668 (relocated to 00000000f5e17668)

8.3 o %

Theg: BENF.
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// AR
md - memory display

Usage: md [.b, .w, .1, .g] address [# of objects]

/] BEAE
mw - memory write (£fill)

Usage: mw [.b, .w, .1, .g] address value [count]
BEEEAE. JuH: SR 0x76000000 HuhEFFUA IFESE 0x10 AN EHH .

=> md.l 0x76000000 0x10

76000000: fffffffe fEffff£ff fEEfE£FFFf £LEEEEFE oo it
76000010: ffffffdf fEfffffff feffffff £LEEFEFE .. L.
76000020: ffffffff fffFfFfFfff fEEEEFFF FEELLFEE Lo it
76000030: ffffffff fELEE££ff £LE£E£EFFf £LEEEEFE oo i,

Bk, Jal: % 0x76000000 HikikTE A 0x12345678;

=> mw.l 0x76000000 Oxfff£0000

=> md.1l 0x76000000 0x10 // [AliE

76000000: 12345678 fEfFfffff FEFEFFLE FELEFEEE nvnnnnennnnnn.
76000010: fEFfffdf FEEFEFff feffffff FEFEFEEE vvnnvnnnnnnnnn..
76000020: fEffffff FEEFEFEf FEFELEFE FEFEFEEE vvnnnnnnnnnnn.
76000030: fEffFffff FEEFEEFf FEFEEFEE EEEEFEEE vvnennennnnn..

8.4 iomemfy &

Thag: BENAF. Hmddr & RE, @i @ a@DTS Y G HEE IS B

=> iomem

iomem - Show iomem data by device compatible

Usage:

// @<compatible>: i HcompatibleifisIesiaILHd
iomem <compatible> <start offset> <end offset>
eg: iomem -grf 0x0 0x200

JEf5: RK3228 1#2HL GRF H 0x00 ~ 0x20 IR

// EBEANTH"rockchip, rk3288-pmugrf" X4, FrCAH"-grf"{E AR
=> iomem -grf O0x0 0x20

rockchip, rk3228-grf:

11000000: 00000000 00000000 00004000 00002000

11000010: 00000000 00005028 0000a5a5 0000aaaa

11000020: 00009955
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8.5 i2efd

Difg: R2eWRES,

=> i2c

i2c - I2C sub-system

Usage:

i2c dev [dev]

- show or set current I2C bus

i2c md chip address|[.0,

i2c mw chip address|[.0,

B, Juf:

=> i2c dev 0

Setting bus to

=> i2c md Oxlb
FAEAHE

002e: 11 0f 0O
003e: 00 Oa Oa

HHEAE. Jul:

=> i12c dev O

Setting bus to

=> i2c mw Oxlb
=> i2c md 0x1lb
002e: 10 0f 00
003e: 00 Oa Oa

8.6 gpiofir %

O0x2e 0x20

ody
odly

.2] [# of objects] - read from I2C device
.2] value [count] - write to I2C device (fill)
// PIEli2co (4R —WHEPAT)

00 11 O0f 00 00 01
Oc Oc Oc 00 07 07

0x2e 0x10
0x2e 0x20
00 11 0f 00 00 01
Oc Oc Oc 00 07 07

TheE: pinfi Nt RS

=> gpio

//

00
Oa

//

//
//
00
Oa

gpio - query and control gpio pins

Usage:

gpio <input|set|clear|toggle> <pin>

i2ci gl N1 (7TALHAE) , EEEO0x2e UG HIES 0204

00 00 09 00 00 Oc
00 Oc Oc 00 00 0O

Pigji2c0 (FEE—REIAD)

i2c A HbE 1D (TAIHE) . X 0x2e W AT AR H0x10
[A] 132

00 00 09 00 00 Oc
00 Oc Oc 00 00 00

- input/set/clear/toggle the specified pin

gpio status [-a]

[<bank>

EEpiniIRA: WIRV1126

=> gpio status -a

Bank A:
AQ: input: O
Al: output: 1

[

]
[

]

<pin>]

- show [all/claimed] GPIOs
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A2: input: 1 [ ]

A29: unused: 1 [ ]
A30: unknown
A31: unused: 0 [ ]

D6: input: 0 [ ]
D7: output: 1 [x] vccl8-lcd-n.gpio

D31: input: 0 [ ]

Bank E:
EO: input: 0 [ ]
El: input: 0 [ ]

pinfii \:
=> gpio input A7
pin#i i INACTIVE:
=> gpio clear A7
pinfii H ACTIVE:
=> gpio set A7
pinRASYIHe: A7 input: 0 N A7: output: 1

=> gpio toggle A7

8.7 fdtfy 4

ThEE: FTENDTBH %

=> fdt

fdt - flattened device tree utility commands

Usage:

fdt addr [-c] <addr> [<length>] - Set the [control] fdt location to <addr>
fdt print <path> [<prop>] - Recursive print starting at <path>

fdt list <path> [<prop>] - Print one level starting at <path>

NOTE: Dereference aliases by omitting the leading '/', e.g. fdt print ethernetO.

Hp i FW A A A M A, BLUE device-tree 563 dump i K:

=> fdt addr $fdt addr r // fREfdtihdik
=> fdt print // FBEAt NAEAFFTE Tk
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8.8 mmcfy 2

Difg: MMC & &5, Pt

MMC K& B

=> mmc info

Device: dwmmc@f£0£0000 /] B
Manufacturer ID: 15

OEM: 100

Name: 8GME4

Timing Interface: High Speed // TR
Tran Speed: 52000000 /] ATHTE

Rd Block Len: 512
MMC version 5.1

High Capacity: Yes

Capacity: 7.3 GiB /] FEERE
Bus Width: 8-bit /] BERTERE

Erase Group Size: 512 KiB

HC WP Group Size: 8 MiB

User Capacity: 7.3 GiB WRREL
Boot Capacity: 4 MiB ENH
RPMB Capacity: 512 KiB ENH

MMC % £ V)4 :
=> mmc dev 0 // Pl¥E]eMMC
=> mmc dev 1 // VHFE|sdF

MMC % &35!

mmc read addr blk# cnt
mmc write addr blk# cnt

mmc erase blk# cnt

f1:
=> mmc read 0x70000000 0 1 // EEMMC & —block, K/NHN1 sectorIHiE S| NAT
0x70000000

=> mmc write 0x70000000 0 1  // EAF£0x70000000/21 sectorfIFIEE FIZMHE —Pblockit

=> mmc erase 0 1 /] B — A blockitl sectoridi

1SR MMC ¥ i35 e, Al LU DA fj 50 DR R 52 £ -

8 drivers/mmc/dw_mmc.c W debug () BUN printf() EEFHRFRES. BH MMC &I EHIE

o

o WRHJSEMFTEN Sending CMDO, EEREFRAEEE . B IR KA IOMUX & 7 # At 1P
Ik

o R HJEFTEIN Sending CMDS, &AM EELE MMC ¥ % R0 VF VS 17 %2 2 A7-if s

o WM A F EIEE, H&JS1TEHIA Sending CMDI8, i5#E MMC -t . SEc MMC ftH
U AR SRS (PTRAEH R ) o ARl DARRARE B AR . D)4 MMC ¥ 2% (138 B AR X
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8.9 I ] &%,

Thg: 45U-Boot T EIE MG IR (8K CRXTIS 1D

CONFIG BOOTSTAGE PRINTF TIMESTAMP

a4 :
[ 0.259266] U-Boot 2017.09-01739-g856£373-dirty (Jul 10 2018 - 20:26:05 +0800)
[ 0.260596] Model: Rockchip RK3399 Evaluation Board
[ 0.261332] DRAM: 3.8 GiB

Relocation Offset is: f5bfd000

Using default environment

.354038] dwmmc@fe320000: 1, sdhci@fe330000: O

.521125] Card did not respond to voltage select!
.521188] mmc_init: -95, time 9
.671500] mmcO (part 0) is current device

.675507
.683738
.706940

boot mode: None
DTB: rk-kernel.dtb
Using kernel dtb

O O O O O O o o

]
]
]
.671451] switch to partitions #0, OK
]
]
]
]

I TA) R AE A 24 HI AR S timer (RIS TRIFT B R, 10 ASIE OFFARTHIN o BT AR R BRT B AR S A2 AR I 1]
AN A2 480 I 1A] o

8.10 dm tree

ifk: BAEFTH device-driver Z[HIZFE . probelkZ.

=> dm tree

Class Probed Driver Name

root [ + 1] root driver root driver

syscon [ ] rk322x syscon |-— syscon@11000000

serial [ ] nsl6550 serial |-- serial@11030000 *

clk [ ] clk rk322x |--— clock-controller@110e0000
sysreset [ ] rockchip_sysreset | |-- sysreset

reset [ ] rockchip reset | ‘—-— reset

mmc [ ] rockchip rk3288 dw mshc | == dwmmc@30020000 *

blk [+ ] mmc_blk | "—— dwmmc@30020000.blk *
ram [ ] rockchip rk322x dmc | == dmc@11200000

serial [ ] nsl6550 serial |-— serial@11020000

i2c [ ] i2c_rockchip |-= 12c@11050000

FTERE X

o FIHFTH B4 5 bindf device-driver
o HH A uclass-device-driver 2 [A] I3 8 5% £
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o [+]3RINMHT driver L& SEAK probe
o * FIRXHdevice-driverk H T U-Boot)DTB, 15K 7Ekernel DTB

8.11 dm uclass

Thie: BEFFuclass FHIFTA %%

=> dm uclass

uclass 0: root

- * root_driver @ 7be54c88, seqg 0, (reqg -1)

uclass 11: adc
- * saradc@ffl100000 @ 7be56220, seq 0, (reqg -1)

uclass 40: backlight
- * backlight @ 7be81178, seq 0, (reqg -1)

uclass 77: key
= rockchip-key @ 7be811£f0

8.12 stacktrace.sh

I H # ET AL #) 4> Araborts dump_stackOfIINY . S HRKEEMET .

8.13 R4 KL

CONFIG ROCKCHIP DEBUGGER

FRE R AR (S B )5 ¥ F stacktrace I A4 . S HBRKIEMZ=ZT,

8.14 CRC K%

IhRE: MSIORIHKS 20 A [H 4 52 2k

RK # R EAZ LALE T AR ICRC32, FTH-AIT 20T LA CRC3256HF & 4 1 72 # 1k .
CONFIGfROCKCHIP7CRC

Ju s .

=Booting Rockchip format image=
kernel image CRC32 verify... okay. // kernel WHGATH CUNFLLIGMFTEINfaill 7)
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boot image CRC32 verify... okay. // boot IREGALI CHIFHRMIUFTEINFail! )
kernel @ 0x02080000 (0x01249808)
ramdisk @ 0x0a200000 (0x001e6650)
## Chapter-8 Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
Loading Ramdisk to 08019000, end 081f£650 ... OK
Loading Device Tree to 0000000008003000, end 0000000008018c97 ... OK
Adding bank: start=0x00200000, size=0x08200000
Adding bank: start=0x0a200000, size=0xede00000

Starting kernel

8.15 HASHR I

Thk: K Androidi = f) 1 58 He 1
ANDROID BOOT TMAGE_HASH

JEZBCE S, I Androidi 3 [E 1 f 21556 [ 1 1 52 B
Ry — 28y s B, 2R R e B ey IR A SR [ 1, 3 R IRET n ig ik

HASH ROCKCHIP LEGACY

8.16 BIIDDRA &

FEHLE DDRAJAAARID S DDR A A5 45 U-Boot, U-Boot£x 2: b —4672 4 A7 J5 AL 345 W% . FH

H] LAEU-Bootlfr BLE et i 45 A% IV DDR 7 5 .

(ESURERIE

/) RIS AT AR (DEBR2ENAED

Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x40000000 (size: 0x35e00000)
Total: 895.411 ms

Starting kernel
[ 0.000000] Booting Linux on physical CPU 0x0

(A CIVA-¥

./arch/arm/mach-rockchip/param.c

(CEEVA-§

struct memblock *param parse ddr mem(int *out count)
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// XBEddr A U- BootH/J”eF*M o

// R a] Re A 22 SOy PUEs, o) R &S ARSI R A bl AR AN o
// PS: ~ﬂxhautl\%ﬁﬁi£5%£Vﬂ4} ANETHEN,
for (i = 0, n = 0; i < count; i++, n++) {

// HlineeBs® GEZEHME) , W: count=1, base = 0, size = 0x80000000,
// F PR AT PATEIX B FR s 24
base = t->u.ddr mem.bank[i];

size = t->u.ddr mem.bank[i + count];

/* 0~4GB */
if (base < SZ 4GB) {
mem[n] .base = base;
mem[n].size = ddr mem get usable size (base, size);
if (base + size > SZ 4GB) {
arr g

mem[n] .base u64 = SZ 4GB;

mem[n] .size u64 = base + size - SZ 4GB;
}
} else {
/* 4GB+ */
mem[n] .base u64 = base;
mem[n].size u64 = size;

assert (n < count + MEM RESV COUNT) ;

8.17 Bt B

DhRg: BRAEERRARIRAR . LB, JHYLE B rr DA B P e A — 2L 5B in)
1. trust 158 J5 8t =L

trust B 58S AL RACHT AT RENE: BIAF T RBFE T R, SE trust BEH 2IE5R K U-Boot Ji aidthhit. 1k
I 7 AT B R trust TPHLET ENET U-Boot J& Btk KA A

64 HF 5 U-Boot ja sl — A% 2 WFs 0x200000 (DRAM gl 2 0x0) -
NOTICE: BL31: vl.3(debug) :d98dlee

NOTICE: BL31: Built : 15:03:07, May 10 2018
NOTICE: BL31l: Rockchip release version: vl.1l

INFO: GICv3 with legacy support detected. ARM GICV3 driver initialized in EL3
INFO: Using opteed sec cpu context!

INFO: boot cpu mask: 0

INFO: plat rockchip pmu init (1151): pd status 3e

INFO: BL31: Initializing runtime services

INFO: BL31: Initializing BL32

INFO: BL31: Preparing for EL3 exit to normal world

INFO: Entry point address = 0x200000 // U-Bootihll

INFO: SPSR = 0x3c9

32 fii*F 4 U-Boot J& bt —f% 2% 0x0 (DRAM #45HbEZ 0x60000000) :
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INF [0x0] TEE-CORE:init primary helper:378: Release version: 1.9

INF [0x0] TEE-CORE:init primary helper:379: Next entry point address: 0x60000000
// U-BootHiili

INF [0x0] TEE-CORE:init teecore:83: teecore inits done

2. U-Boot 4[R]3 -
i8It U-Boot JHLE B A IR PEARAS . 30 F 5% MRS 2 commit: b34f08b.

U-Boot 2017.09-01730-gb34£08b (Jul 06 2018 - 17:47:52 +0800)
TEHUE Bt L dirty™, 8 B g PR A A B A A HE G, AT

U-Boot 2017.09-01730-gb34£f08b-dirty (Jul 06 2018 - 17:35:04 +0800)

8.18 BafE B

F 7383 U-Boot FFALE 2 AT 3R AT 4 BT U-Boot I FE A - A B IIRAS, 7 (B PRt e 107 5745

H AT U-Boot 32 £ = R[4 28R 5] 5. Android# 3 > RK#% I > DISTROMS 0. RK R A FSDK F 2 2 Ry
P, DISTRO—fE TR 2 {H H .

Y QR BRSNS, ATEATEITREE AR, XA 3 T U-Boot FHLE B AR 1 fiF

17.1 Android &1

// U-Bootii—ATITEl, W& T commithiA. i a5 S

[/ ER: ERRZU-Boot "MIX R M AT IEMATEY, MAZU-Boot REMH K& 1T E
// 1)t debugfE B, AILAE B F A IRIT ED

U-Boot 2017.09-03033-g81b79£7-dirty (Jul 04 2019 - 15:04:00 +0800)

// U-Boot dtsHJ“model"FBN%ZA, WidX/MEEATLAFIERAMEN JU-BootMifrdts
Model: Rockchip RK3399 Evaluation Board

// JBHf Tpreloader-seriallffg, BIVEH TS loaderfHE DM E, MulfFHUART2/EANFTENO
PreSerial: 2

/] BT RS N A R 2GB

DRAM: 2 GiB

/] HETRASCHE T sy smem A7 R & AL

Sysmem: init

// U-BooteALH CHNIHET B, M ZHTddr5ERT RN, B IR FI S RALE (1 LU-Boo t TF R SCAS A Bl iAt
)

// B ERRIDE AN Z 0x7dbe2000, XAME BIERIC Ym0 7T A F 2

Relocation Offset is: 7dbe2000

// ENVERAGRAEEQdr B . R RIEF(RIEEeMMC. NandZE A E, MIASH X NTE)

Using default environment

/7 HERAAEN T 2mme0, BleMMc (403 & sd R, N Nmmcl)
dwmmc@£fe320000: 1, sdhci@fe330000: O

/] TN R BITatags, HAETSminiloaderfd%4 #U-Boot
Bootdev (atags): mmc 0

// HRTieMMcl TAETERS 4004820, W HIEZ150M

MMCO: HS400, 150Mhz

// HHCRHAGPTA X R (MIHZERK parametersr X3, NFTEI: RKPARM)
PartType: EFI
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// Ml recoveryiHEi

// kernel BPUTHI"reboot xxx"f4, MZAMEHIXAHTEISRIATL
boot mode: recovery

// Kernel DIBXH FTrecovery.img, HIEW®#INE,

Load FDT from recovery part

DTB: rk-kernel.dtb

HASH: OK(c)

/) ==> F&: HltZ)G, U-BootB&V)Flkernel dtb, JFLFTHINEISARfEHkernel dtbHIE
B

// DTBOAT L)
ANDROID: fdt overlay OK
// T2CHIEE, XM RU-Boot THLEERFEIHE R L —, JLHXF T peocMLpodk# £ ipMIc, MRI2CHEE
1&g,
/) BAFSTFHEER — M. dR A ROTFILERE, T DR AME B
I2c speed: 400000Hz
// MHTPMIC/ERKS18
// onfHXINON SOURCE#fF#%, M T MATixkeMIC b HLf 5 F
// of EHXINOFF SOURCEZFAF#E, FWIHT—RIAHL s it f) Ji [A]
// onMlofffFR, X T RGHNF ﬁﬁ?&%*ﬂf—rmﬂﬁ RRMAMEREE
PMIC: RK818 (on=0x20 off=0x40)
// S Eregulatorf 24aT BEE, — M EDpepe XN FZRK & Farm. logic. centerfEHE
[/ FEHIRGRERE . TR E RN, ZXRMEMERESvdd center 900000 uv
vdd cpu 1 900000 uv
vdd _log 900000 uv
// Kernel dtsHI“model" W%, BFX/MEE A LLAEIAVEH 7 Kerne LI dt s
Model: Rockchip RK3399 Excavator Board edp avb (Android)
enter Recovery mode!
// B RIKEN ARG S
Rockchip UBOOT DRM driver version: v1.0.1
Using display timing dts
Detailed mode clock 200000 kHz, flags[al
H: 1536 1548 1564 1612
V: 2048 2056 2060 2068
bus format: 100e
// clk-treefdR, AMAE NiESHU-Boot IR UHIIKICLKE
CLK: (uboot. arml: enter 816000 KHz, init 816000 KHz, kernel ON/A)
CLK: (uboot. armb: enter 24000 KHz, init 24000 KHz, kernel ON/A)
aplll 816000 KHz
apllb 24000 KHz
dpll 800000 KHz
cpll 200000 KHz
gpll 800000 KHz
npll 600000 KHz
vpll 24000 KHz
aclk perihp 133333 KHz
hclk perihp 66666 KHz
pclk perihp 33333 KHz
aclk perilp0 266666 KHz
hclk perilp0 88888 KHz
pclk perilpO 44444 KHz
hclk perilpl 100000 KHz
pclk perilpl 50000 KHz
// GMACHRZ){fifE
Net: ethO: ethernet@fe300000
/] T KA ctrlve, ATEMINTEIZ JG#EAU-Boot T 1T
Hit key to stop autoboot ('CTRL+C'): 0



// F—IRINIE MR recoveryEal

ANDROID: reboot reason: "recovery"

// vboot=0FRR&H A Hsecureboot; HAETZAVBIEM:, FbAEAVERIHE ML

Vboot=0, AVB images, AVB verify

// W~ BHunlock

read is device unlocked() ops returned that device is UNLOCKED

// JBRAERU-Boot BRIAR I Moot . img/recovery. imghl#EiE R, R)EHEramdisk. fdt. kernelf
AT

[/ — kW (FRArelocation) , #RFIH A~ HERHbE b, XFE2 EEFEN K, JCHYramdiskIEH KM
IR o

// REPEM TS, —RMEEEZEMNE L ramdisk. £dt. kerne LEITUE 1 A A7 HLE

// BUWTATENRIGE A R 1R A — R MR A, A TA]

Fdt Ramdisk skip relocation

// M#EandroidtE M, {lkernelNEF]0x00280000, fdtlNEF|0x8300000

/) BRUELZAEAR AL, X LA REST B

// Booting LZ4 kernel at 0x00680000 (Uncompress to 0x00280000) with fdt at
0x8300000. ..

Booting IMAGE kernel at 0x00280000 with fdt at 0x8300000...

// W, BIARL
### Booting Android Image at 0x0027£800
// kernelfllramdisknahhl LK KN
Kernel load addr 0x00280000 size 19081 KiB
RAM disk load addr 0x0a200000 size 9627 KiB
// £t HL:
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
/] B, KL
XIP Kernel Image ... OK
/7 XBAUEFTElkernel dtsfdEMreserved-memory, RI{ENH AL E B0 A —AN (5 B
'reserved-memory' secure-memory@20000000: addr=20000000 size=10000000
// E£AtHIERARFIES Rk
Using Device Tree in place at 0000000008300000, end 000000000831c6f7
[/ AREENIL, ERNZAE K AEZERITEE (ATF. opteef 7 [H] AR 2
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
// U-BootMr B HLFER!
Total: 367.128 ms

// BHU-BootdTEN, EXANMTEIZJE, U-BootexJekl —HEARMEEMAHIC (ELll: {Hcache. KA.
// cpwlREVIEE) FU-Boot [dmi SR EIEE TAE, MR

// FER R TAEEHiB B kernel, MUt rl AFRARy, HOILIXANTEIE 2] 7 AR B .
Starting kernel

// kernel[rBtHIFTENE B

0.000000] Booting Linux on physical CPU 0xO0
0.000000] Initializing cgroup subsys cpuset
0.000000] Initializing cgroup subsys cpu
0.000000] Initializing cgroup subsys cpuacct
0.000000] Initializing cgroup subsys schedtune

[
[
[
[
[
[ 0.000000] Linux version 4.4.167 (hgc@ubuntu) (gcc version 6.3.1 20170404
(

Linaro

GCC 6.3-2017.05) ) #83 SMP PREEMPT Thu Mar 21 09:31:08 CST 2019

[ 0.000000] Boot CPU: AArch64 Processor [410fd034]

[ 0.000000] earlycon: Early serial console at MMIO32 O0xff1a0000 (options '')
[ 0.000000] bootconsole [uart0] enabled

[ 0.000000] Reserved memory: failed to reserve memory for node 'stb-



devinfo@R00000000': base 0x0000000000000000, size O MiB
[ 0.000000] cma: Reserved 16 MiB at 0x000000007£000000

8.18.1 RK[F 4

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

Hit key to stop autoboot ('CTRL+C'): O

ANDROID: reboot reason: "recovery"

/7 BRIARRRAE IR A, B A AT g avB g 24

Not AVB images, AVB skip

// BURERRM B AF, B LIZ B4R s In#andr o1 ag 2142
// BRNHEATENRE S Z: androidkgs > RKMEA > distrokgz
** Invalid Android Image header **

Android image load failed

Android boot failed, error -1.

// HHlfErecoverytia

boot mode: recovery

// JABRRAEAIIE 4, Ii#ramdis. kernel. fdt

=Booting Rockchip format image=

fdt @ 0x08300000 (0x00012dd0)

kernel @ 0x00280000 (0x0119e008)

ramdisk @ 0x0a200000 (0x00754540)

// FHEAZEandroi dig = E 4 )E 3015 B
Fdt Ramdisk skip relocation
### Flattened Device Tree blob at 08300000
Booting using the fdt blob at 0x8300000
Using Device Tree in place at 0000000008300000, end 0000000008315dcft
Adding bank: 0x00200000 - 0x08400000 (size: 0x08200000)
Adding bank: 0x0a200000 - 0x80000000 (size: 0x75e00000)
Total: 508.11 ms

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu
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8.18.2 Didstro[F 1

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #F|mmco, BleMMCswitch to partitions #0, OK

mmcO (part 0) is current device

/] BfeMMCEME EE e N X EIELE (GPTHXEHR, 6XfNAfZboot.ing/ X, GPTHEA"-bootable")d
PERHD

Scanning mmc 0:6...

// BT EE X ffextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// Jn#Ekernel

205 bytes read in 82 ms (2 KiB/s)

13 rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// FTEMNTEE R cndlinefF 8
append: earlycon=uart8250,mmio32,0xf£f1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblkOp7 rootwait rootfstype=ext4 init=/sbin/init

// Jn#fde
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

[/ ==> WRAT U B A ramdisk, BASH ramdiskfFETEN; B BB SAHITE

### Flattened Device Tree blob at 01£00000
Booting using the fdt blob at 0x1£00000
Loading Device Tree to 000000007df14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0x0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu
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8.18.3 oA R [ 14

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2

DRAM: 2 GiB

Sysmem: init

Relocation Offset is: 7dbe2000

Using default environment

// #FFlomco, EleMMc

A ENFE I HLE 2

switch to partitions #0, OK

mmcO (part 0) is current device

// BFeMMCclifiE L 6N XINEL (GPT/rXERE, 6XfMNATZboot.img/r X, GPTE"-bootable" &
PSR

Scanning mmc 0:6...

// HENTEE X ffFextlinux.conf

Found /extlinux/extlinux.conf

Retrieving file: /extlinux/extlinux.conf

// M#Ekernel

205 bytes read in 82 ms (2 KiB/s)

1: rockchip-kernel-4.4

Retrieving file: /Image

13484040 bytes read in 1833 ms (7 MiB/s)

// TENEEMcndline(s 8
append: earlycon=uart8250,mmio32,0xff1a0000 console=ttyS2,1500000n8 rw
root=/dev/mmcblk0p7 rootwait rootfstype=ext4 init=/sbin/init

// IME£de
Retrieving file: /rk3399.dtb
61714 bytes read in 54 ms (1.1 MiB/s)

/) ==> WRITEMNEAE ramdisk, BASH ramdisk(s BITE; 750X B L4 $TE
### Flattened Device Tree blob at 01£f00000
Booting using the fdt blob at 0x1£00000

Loading Device Tree to 000000007d£f14000, end 000000007df26111 ... OK

Starting kernel

[ 0.000000] Booting Linux on physical CPU 0xO0
[ 0.000000] Initializing cgroup subsys cpuset
[ 0.000000] Initializing cgroup subsys cpu

U-Boot 2017.09-03352-gbl265b5 (Jul 12 2019 - 09:57:24 +0800)

Model: Rockchip RK3399 Evaluation Board
PreSerial: 2
DRAM: 2 GiB

Sysmem: init
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Relocation Offset is: 7dbe2000

Using default environment

Net: ethO: ethernet@fe300000

Hit key to stop autoboot ('CTRL+C') :
// ARAndroidfg s E ¢

Not AVB images, AVB skip

** Invalid Android Image header **
Android image load failed

Android boot failed, error -1.

boot mode: recovery

// AFERKHE 3

=Booting Rockchip format image=

0 ANDROID: reboot reason:

kernel: invalid image tag(0x45435352)

boot rockchip image kernel part read error

// AR=DISTROMZ[EH M. JoHTA T ENER R AEdistron# a2, FNdistrom 22k MMmme. nand.

net.

// usbZEFTEBAIH 2 X # % (¥ rockchip-common . hH 1% 5 : BOOT TARGET DEVICES) i

s

// #distrolElff, EIZE—HRiMHTER
switch to partitions #0, OK

mmcO (part 0) is current device
Failed to mount ext2 filesystem...
** Unrecognized filesystem type **
starting USB...

USBO: Register 2000140 NbrPorts 2
Starting the controller

USB XHCI 1.10

USB1: Register 2000140 NbrPorts 2
Starting the controller

USB XHCI 1.10

USB2: USB EHCI 1.00

USB3: USB OHCI 1.0

USB4: USB EHCI 1.00

USB5: USB OHCI 1.0

scanning bus 0 for devices... 1 USB Device(s)

scanning bus 1 for devices... 1 USB Device(s)

scanning bus 2 for devices... 1 USB Device (s)

scanning bus 3 for devices... 1 USB Device(s)

scanning bus 4 for devices... 1 USB Device(s)

scanning bus 5 for devices... 1 USB Device (s)
scanning usb for storage devices... O

Device 0: unknown device

ethernet@fe300000 Waiting for PHY auto negotiation

Could not initialize PHY ethernet@fe300000

missing environment variable: pxeuuid

missing environment variable: bootfile
Retrieving file: pxelinux.cfg/01-7a-1d-33-50-3d-al

ethernet@fe300000 Waiting for PHY auto negotiation

found
found
found
found
found

found

Storage Device (s)

// B distrofn X PTA A BERIAE S BUEAR S MR A BIE 1, #FEU-Boot

J.

to complete

A

"recovery"

found

......... TIMEOUT

to complete..

SRS






9. Chapter-9 i F 1
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10. Chapter-10 SPL

10.1 FE 5] &

SPL H4F F /&4 B miniloader5E iX trust.img A1 uboot.img I INE A 5| 5 T/E. SPL HBiZ 5| S HFh
A

o FIT [E{f: ERIERE;
o RKFW [Efh: BRINCH], 7FZH P & A g

10.1.1 FIT [E 4

FIT (flattened image tree) 4% J& SPL SCRFHI— M LLECH AU B 4% 20, SCRFZ S image FTE RIS
FIT i [ DTS MiE7EGT TR 1) image HEATHEIR, #5IR TN u-boot.its, FZAE R FIT [E 44 u-
boot.itb,

FITHIE A EH dts BB BN, e 0%, FEEHT T DL ERE H libfdt R .
u-boot.its 314 :

e /images : MAWE N THTA BRI BHIEICE (RERTH . ATAHD 5L disi I f €
e /configurations: A config iR T —EW BRI E, HML—MRE dts.
o ffifH default = f&E YATEHMBIARE

k(TP
/dts-vl/;
/A

description = "Configuration to load ATF before U-Boot";

#address-cells = <1>;

images {
uboot@1 {

description = "U-Boot (64-bit)";
data = /incbin/ ("u-boot-nodtb.bin") ;
type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";

load = <0x00200000>;
}i

atf@l {
description = "ARM Trusted Firmware";
data = /incbin/ ("b131 0x00010000.bin");
type = "firmware";
arch = "armo4d";
os = "arm-trusted-firmware";
compression = "none";

load = <0x00010000>;
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entry = <0x00010000>;
}i

atf@2 {
description = "ARM Trusted Firmware";
data = /incbin/ ("b131 0xf£f091000.bin");

type = "firmware";

arch = "arm64";

os = "arm-trusted-firmware";
compression = "none";

load = <0xff091000>;
}i

optee@l {
description = "OP-TEE";
data = /incbin/ ("bl32.bin");
type = "firmware";
arch = "arm64";
os = "op-tee";
compression = "none";

load = <0x08400000>;
}i

fdtel {
description = "rk3328-evb.dtb";
data = /incbin/ ("arch/arm/dts/rk3328-evb.dtb") ;
type = "flat dt";
compression = "none";
bi
}i

configurations {

default = "config@l";
config@l {
description = "rk3328-evb.dtb";
firmware = "atf@l";
loadables = "uboot@l", "atf@2", "optee@l" ;
fdt = "fdt@l";

}i

b8
u-boot.itb 14 :

mkimage + dtc
[u-boot.its] + [images] ==> [u-boot.itb]

R Rt AR A G R . FIT B4R A AR N —FPRe k¢ DTB S0, RO e RN A2 image. FH P H)
PLH fdtdump iy 2 B F itb XA

cjh@ubuntu: ~/uboot-nextdev/u-boot$ fdtdump u-boot.itb | less

/dts-v1/;
// magic: 0xd00dfeed
// totalsize: 0x497 (1175)

// off dt struct: 0x38



//
//
//
//
//
//
//

off dt strings: 0x414
off mem rsvmap: 0x28
version: 17
last comp version: 16
boot cpuid phys: 0x0
size dt strings: 0x83
size dt_struct: 0x3dc

timestamp = <0x5d099c85>;

description = "Configuration to load ATF before U-Boot";

#address-cells = <0x00000001>;
images {
uboot@1l {
data-size = <0x0009f8a8>;
data-offset = <0x00000000>;

description = "U-Boot (64-bit)";

type = "standalone";
os = "U-Boot";
arch = "arm64";
compression = "none";
load = <0x00600000>;
}i
atf@l {
data-size = <0x0000c048>;
data-offset = <0x0009f8a8>;

// HELREE BN T % T B
// HFESREE BN T % T B

description = "ARM Trusted Firmware";

type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
load = <0x00010000>;
entry = <0x00010000>;
}i
atf@2 {
data-size = <0x00002000>;
data-offset = <0x000ab8f0>;

description = "ARM Trusted Firmware";

type = "firmware";
arch = "arm64";
os = "arm-trusted-firmware";
compression = "none";
load = <0xf£f£82000>;
}i
fdt@l {
data-size = <0x00005793>;
data-offset = <0x000ad8f0>;

description = "rk3308-evb.dtb";

type = "flat dt";

BZ FIT 52155 %:

HiiRat £e1 4K
fiikat £@1 AL



./doc/ulmage.FIT/

10.1.2 RKFW [& 4

AT R HEE #45 miniloader B A EMUEHE R X FTEMK. FHRKFEHM T RKFW #%3
CRIAST A X & 22 trust.img A uboot.img) 5] F.

W=
CONFIG_SPL_LOAD RKFW // fERETIFR
CONFIG RKFW TRUST SECTOR // trust.imgsrXHhuhl, FTFEMGXERE RE—E
CONFIG_RKFW U BOOT SECTOR // uboot.imgrXHudl, iR IX M E LARSF—
(MM ER

./include/spl rkfw.h
./common/spl/spl rkfw.c

10.1.3 7t R e %

U-Boot dts Hi# i u-boot, spl-boot-order T8 &7 W48 st a2

/A
aliases {
mmc0 = &emmc;
mmcl = &sdmmc;
}i
chosen {

u-boot, spl-boot-order = &sdmmc, &nandc, &emmc;

stdout-path = &uart2;

10.2 wFITE

10.2.1 RS 4% ¥

U-Boot H4f5/ [F] () 4 B 2% 42 %6F Al — 13 U-Bootf{ i 4 1% 3Kk #FSPLIE {4, 441 SPL I 4 H 34 ik
CONFIG SPL BUILD %. U-BootZ7E4H: 5t u-boot.bin Z JG4k4k4a i SPL, JEEIEM L4 H
X ./spl/ .

// “Wi¥u-boot
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rv1108-evb.dtb
make[2]: “arch/arm/dts/rk3328-evb.dtb' is up to date.
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SHIPPED dts/dt.dtb
FDTGREP dts/dt-spl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin

// Gikspl, AMILMspl/H¥

LD spl/arch/arm/cpu/built-in.o
cc spl/board/rockchip/evb rk3328/evb-rk3328.0
LD spl/dts/built-in.o
cc spl/common/init/board init.o
COPY tpl/u-boot-tpl.dtb
cc spl/cmd/nvedit.o
cc spl/env/common. o
cc spl/env/env.o
LD spl/drivers/block/built-in.o
RN AP LG EIE

./spl/u-boot-spl.bin

10.2.2 BT HE

10.3 RGiHiR

10.3.1 GPT

SPL {# FIGPT/r X % .
i -

CONFIG_SPL_LIBDISK SUPPORT=y
CONFIG SPL_EFI_PARTITION=y
CONFIG_PARTITION TYPE GUID=y

LieziF

./disk/part.c
./disk/part efi.c

0O

int part get info(struct blk desc *dev desc, int part, disk partition t *info);
int part get info by name(struct blk desc *dev desc,

const char *name, disk partition t *info);
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10.3.2 A/B system

SPL X HA/B R4 /55
it & -

CONFIG_SPL_AB=y
LTI
./common/spl/spl_ab.c

0.

int spl get current slot(struct blk desc *dev desc, char *partition, char *slot);
int spl get partitions sector(struct blk desc *dev desc, char *partition,u32

*sectors) ;

10.3.3 ja stk e 2%

e SPL f#H u-boot, spl-boot-order & XHIEBIIF, A Frkxxxx-u-boot.dtsi:

chosen {
stdout-path = &uart2;
u-boot, spl-boot-order = &sdmmc, &sfc, &nandc, &emmc;

bi
e Maskrom {3 s 564 :
spi nor > spi nand > emmc > sd
e Pre-loader(SPL) A8 W1t 564«
sd > spi nor > spi nand > emmc

1 sd REPLSEFIR R IR LT E RGN sd RIA 3N,

10.3.4 ATAGS

SPL 5 U-Boo iiid ATAGS WU#|SEBUES . LERIEEA: RElFEBS . TEIH D5,
He & :

CONFIG ROCKCHIP PRELOADER ATAGS=y

LieziF
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./arch/arm/include/asm/arch-rockchip/rk atags.h

./arch/arm/mach-rockchip/rk _atags.c
i Jup

int atags_set tag(u32 magic, void *tagdata):;
struct tag *atags get tag(u32 magic);

10.3.5 kernel boot

I8 % kernel/& FHU-Boot N M5 5, SPL 0] PLX FlnE kernel. H 8 32 %, android head version 2 ]
boot.img, >CHFF RKA =l £

JA BT -

Maskrom -> ddr -> SPL -> Trust -> Kernel

10.3.6 pinctrl

B

CONFIG_SPL_PINCTRL GENERIC=y
CONFIG SPL_PINCTRL=y

IRB

./drivers/pinctrl/pinctrl-uclass.c
./drivers/pinctrl/pinctrl-generic.c

./drivers/pinctrl/pinctrl-rockchip.c

DTS FL & :
PA sdmme 9151 :

&pinctrl {
u-boot,dm-spl;
bi

&pcfg pull none 4ma {
u-boot,dm-spl;
}i

&pcfg pull up 4ma {
u-boot,dm-spl;
}i

&sdmmec  {
u-boot,dm-spl;

i

&sdmmc_pin |


af://n3776
af://n3780

u-boot,dm-spl;
i

&sdmmc_clk {
u-boot,dm-spl;

i

&sdmmc_cmd {
u-boot,dm-spl;

bi

&sdmmc_bus4 |
u-boot,dm-spl;

bi

&sdmmc_pwren {

u-boot,dm-spl;
bi

ERFI:

SPL Ji3 Hpinctrlff ZA& % defconfig BLI¥) CONFIG OF SPIL REMOVE PROPS & X, MHBRILAH) pinctri-o
pinctrl-names %ZEQO

10.3.7 secure boot

[TODO]

10.4 IR SR

10.4.1 MMC

W8

CONFIG_SPL_MMC SUPPORT=y // #RIACMERE
Cieip

./common/spl/spl mmc.c
o mp

int spl mmc load image (struct spl image info *spl image,

struct spl boot device *bootdev);
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10.4.2 MTD block

SPL 4t— nand. spinand. spinor %% block Z.

HeE

// MTD HXEIZFF
CONFIG_MTD=y
CONFIG CMD MTD BLK=y
CONFIG SPL _MTD SUPPORT=y
CONFIG_MTD BLK=y
CONFIG_MTD DEVICE=y

// spi nand X&)
CONFIG_MTD SPI_ NAND=y
CONFIG_ROCKCHIP SFC=y
CONFIG_SPL_SPI_FLASH SUPPORT=y
CONFIG_SPL_SPI_SUPPORT=y

// nand MBI HF

CONFIG NAND=y

CONFIG_CMD_NAND=y

CONFIG NAND ROCKCHIP=y

CONFIG_SPL_NAND SUPPORT=y

CONFIG_SYS_NAND U BOOT LOCATIONS=y

CONFIG_SYS_NAND U BOOT OFFS=0x8000

CONFIG_SYS NAND U BOOT OFFS REDUND=0x10000

// nand page sizefEZHITN/NESNL, WHRMEHABERNTH T 512MBIINAND, —MX T ERCE 4096
#define CONFIG SYS NAND PAGE SIZE 2048

// spi nor RN
CONFIG_CMD_SF=y
CONFIG CMD SPI=y
CONFIG_SPI_FLASH=y

CONFIG_SF DEFAULT MODE=0x1
CONFIG_SF_DEFAULT_SPEED:50000000
CONFIG SPI FLASH GIGADEVICE=y
CONFIG_SPI_FLASH MACRONIX=y
CONFIG SPI FLASH WINBOND=y
CONFIG_SPI_FLASH MTD=y
CONFIG_ROCKCHIP SFC=y
CONFIG_SPL_SPI_SUPPORT=y
CONFIG_SPL_MTD SUPPORT=y
CONFIG SPL SPI_FLASH SUPPORT=y

IKZh

./common/spl/spl mtd blk.c

;up

int spl mtd load image(struct spl image info *spl image,

struct spl boot device *bootdev);
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10.4.3 OTP

T A S 283, secure boot 71 F].
fic &

CONFIG_SPL_MISC=y
CONFIG SPL_ROCKCHIP SECURE OTP=y

LieziF

./drivers/misc/misc-uclass.c

./drivers/misc/rockchip-secure-otp.S
SJup

int misc_read(struct udevice *dev, int offset, void *buf, int size);

int misc write(struct udevice *dev, int offset, void *buf, int size);

10.4.4 Crypto

Secure-boot 2 1# Ffcrypto5¢ ilthash. rasfi1%5 .

B

CONFIG_SPL DM CRYPTO=y

// crypto vl FHFFE: rk3399/rk3368/rk3328/rk3229/rk3288/rk3128
CONFIG SPL ROCKCHIP CRYPTO Vl=y

// crypto v2 X¥FFE: px30/rk3326/rk1808/rk3308
CONFIG SPL ROCKCHIP CRYPTO V2=y

9z

./drivers/crypto/crypto-uclass.c
./drivers/crypto/rockchip/crypto vl.c
./drivers/crypto/rockchip/crypto v2.c
./drivers/crypto/rockchip/crypto v2 pka.c
./drivers/crypto/rockchip/crypto v2 util.c

O

u32 crypto _algo nbits(u32 algo);
struct udevice *crypto get device(u32 capability):;
int crypto sha init(struct udevice *dev, sha context *ctx);
int crypto sha update(struct udevice *dev, u32 *input, u32 len);
int crypto sha final (struct udevice *dev, sha context *ctx, u8 *output);
int crypto sha csum(struct udevice *dev, sha context *ctx,
char *input, u32 input len, u8 *output);

int crypto rsa verify(struct udevice *dev, rsa key *ctx, u8 *sign, u8 *output);
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10.4.5 Uart

SPL H [1i#id rkxxxx-u-boot.dtsi [f chosen TS F8E. LA rk3308 HfH:

chosen {
stdout-path = &uart2;
}i

guart2 {
u-boot,dm-pre-reloc;
clock-frequency = <24000000>;

status = "okay";
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11. Chapter-11 TPL

TPLZ L U-Boot B B W BL [/ Loader, TPLizATZESRAMAY, FHAF /S E ddr binf 57 58 DRAMIK W] 464k
TAE. TPLAMLFFIRAIIRAS, ddr binZfCHS YR A o

11.1 wFIT R

1111 iR E

o UARTICE
CONFIG _DEBUG UART BASE: UARTZ:HbIL.
CONFIG_ROCKCHIP UART MUX SEL M: UART IOMUX GROUP.
Example:
RV1126/i EUART2 M2 T#TEVDEBUG LOG.
FHR1D) B BESv1126_defconfig A

CONFIG_DEBUG_UART BASE=0xff£570000
CONFIG ROCKCHIP UART MUX SEL M=2

7732) i#iFmake menuconfig

Device Drivers ---> Serial drivers ---> (0xff570000) Base address of UART

ARM architecture ---> (2) UART mux select

e DRAM TYPERLE

i CONFIG ROCKCHIP TPL INIT DRAM TYPEWN: & TPLY ##{JDRAM TYPE.

DDR TYPE A B E
DDR2 2
DDR3 3
DDR4 0
LPDDR2 5
LPDDR3 6
LPDDR4 7
Example:

RV1126/2 B TPL DRAM TYPE N #DDR3.

R B BESrv1126_defconfig A
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CONFIG ROCKCHIP TPL INIT DRAM TYPE=3

77:2) it make menuconfig, 75 BV R AS g BRI W R make.shfG A7 Fo8 7 5 /1, makelf &F
—/>make xxxdefconfigl)Z){F, 278 Fmenuconfighitiiz. I A S H I Tmake.shgmPF, RBH1E
menuconfig ) U3 #% 75 75

Device Drivers —---> (3) TPL select DRAM type

Example:
make rv1126_defconfigl# ./make.sh rv1126 -> make menuconfigfZ U AH < ft & -> ./make.sh.
o PRHIFHLNCE
R B B AR SRR T AL tplbin,  TT LLIEIT T FFCONFIG_SPL_KERNEL BOOTK 4w ¥4 il »
AT FFRVII26/RVII09T- &
o TEIRAISCRE
Un S R B B A SRR BE IR ¥ tpLbin, R AT T T
CONFIG_ROCKCHIP DRAM EXTENDED TEMP SUPPORT ¥ %% ..
MFT L FFRVII26/RVIT09T- 6 .
o HAhZH1EM

ddr¥J 4G A U5 57 T drivers/ram/rockchip H 3%, HAddrd e S Hunsingg, RahsmfE, ODTH A S5E45 2
FEPFRG P E . X T RV1126/RV 109K Ui A7 K ddriH 56 2 b b 3% H 5% T ) “sdram_inc/rv1126/sdram-
rv1126-loader params.inc”™', 7] LLELFELE1Z A BT N IS4, HART & S 38 0T B AT M
sdram_xxx.cH &

11.1.2 R ¥

U-Boot AR AN 7] (1 4 2 % 124 1] — 4 U-Bootf Ui 4 B3R FF TPLIE 4, 441 TPL i > [ 84 i
CONFIG TPL BUTLD %%, U-BootZx{E4miF5E u-boot.bin 2 JG4k&:4m % TPL, AT % H H
X ./tpl/ .

// ZWiFu-boot

DTC arch/arm/dts/rv1108-evb.dtb
DTC arch/arm/dts/rk3399-puma-ddr1866.dtb
DTC arch/arm/dts/rv1126-evb.dtb

FDTGREP dts/dt.dtb
FDTGREP dts/dt-spl.dtb
FDTGREP dts/dt-tpl.dtb
CAT u-boot-dtb.bin
MKIMAGE u-boot.img
COPY u-boot.dtb
MKIMAGE u-boot-dtb.img
COPY u-boot.bin
ALIGN u-boot.bin

// Gi¥tpl, HMIHtpl/ Hx

€E tpl/common/init/board init.o
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cc tpl/disk/part.o
LD tpl/common/init/built-in.o
LD tpl/u-boot-tpl

OBJCOPY tpl/u-boot-tpl-nodtb.bin
COPY tpl/u-boot-tpl.bin

TSP SRR GELIE
./tpl/u-boot-tpl.bin

Example:
4% RV1126 uboot.

./make.sh rv1126

11.13 T8

1. 2 P4 B P u-boot-tpl.bin i ZH4 k44 byte B 4 BAH B F & tagf5 A4 & — A% 1 ddr bin. 41
RV1126/RV1109°F- & ZtagZ“110B”. {15 R 7 Bddr binff)i% 7 5 H & T30 58 K% Btag ) B 5
£, Zsh{E R 2 % scripts/spl.shHIAS .

Example: ##tRV1126 u-boot-tpl.bintag.

dd bs=4 skip=1 if=tpl/u-boot-tpl.bin of=tpl/u-boot-tpl-tag.bin && sed -1
'1s/7/110B&/" tpl/u-boot-tpl-tag.bin

2. WS B RS EE R AT e 5 NAR 1 () Loader SCEF 1, W@ I T [Hi iy 4 H 3)) 58 ilu-boot-tpl.bin tag[1)
Br e 1 LS A splbind T AL — > 78 B4 Loader LA B 1

./make.sh tpl
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12. Chapter-12 FIT

12.1 fai4r
12.1.1 ZEREAN4H

FIT (flattened image tree) =U-Boot3Z FFIf— M E 4R 5| T 7%, MR £ MNimagef] B
36 . FIT f#H its (image source file) X/ HfiiAimagef5 5, & /f5iHidmkimage T E A Ak itb (flattened image
tree blob) Hif%. itsXCAFE ] DTS MITEREMIN, AFH RiE, 7T LLE R libfdt AR T A .

FIT J2U-BootBh i\ 328 H : e Ek% X, SPLITU-Bootfr BY R ST IR FITHS M FE AR5 5. BB 213 Bk
5%

./doc/ulImage.FIT/

DKR B 77 BOFITZh 6 TE 3 2 S b= 75 5K, BT ARKCSF S 0 FITREAT TI&ERCAIAL . i LAFTT )7 58 Fh b 20
# FIRK U-BootZ 1% 4= fimkimage T. &, AEE(HFIPC H 7 I mkimage .

12.1.2 {uHIN4H

1R Llu-boot.itsFlu-boot.itb/E N EFIBAT N4 .

o /images : BIASEXTIAMBEE, AT —A dtsisgfF;
e /configurations: A config W RH AR T — B BAIMECE, 24T —MRIdts
e default = : FREIERIAE FHconfig:

/dts-vl/;

/A
description = "Simple image with OP-TEE support";
faddress-cells = <1>;

images {
uboot {
description = "U-Boot";
data = /incbin/ ("./u-boot-nodtb.bin");

type = "standalone";
os = "U-Boot";
arch = "arm";
compression = "none";
load = <0x00400000>;
hash {
algo = "sha256";

}i

}i

optee {
description = "OP-TEE";

data = /incbin/("./tee.bin");
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type = "firmware";

arch = "arm";
os = "op-tee";
compression = "none";

load = <0x8400000>;
entry = <0x8400000>;

hash {
algo = "sha256";
}i
}i
fdt {
description = "U-Boot dtb";
data = /incbin/ ("./u-boot.dtb");
type = "flat dt";
compression = "none";
hash {
algo = "sha256";

}i
}i
// configurations Timl FALLE TR Z MDA M cont i, (HERR™MTE ERIMAFE—A

confBlIA],

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x0>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";
sign-images = "fdt", "firmware", "loadables";

{5 Flmkimage T_ 2 Fllits SO AT PAAE ith 3045

mkimage + dtc
[u-boot.its] + [images] =========> [u-boot.itb]

fdtdump iy 4 7] A E itb U N 75

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less

/dts-v1/;

// magic: 0xd00dfeed

// totalsize: 0x600 (1536)
// off dt struct: 0x48

// off dt strings: 0x48c

// off mem rsvmap: 0x28



// version: 17

// last comp version: 16
// boot cpuid phys: 0x0

// size dt strings: 0xc3
// size dt struct: 0x444

/memreserve/ 7£34d3411000 600;

/A
version = <0x00000001>; [/ HIEE A S
totalsize = <0x000bb600>; // T B R EEA L e SR
timestamp = <0x5ecb3553>; // ETIE A [ A A ST 2R R B R
description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {
uboot {

data-size = <0x0007ed54>;

data-position = <0x00000a00>;
description = "U-Boot";

type = "standalone";

os = "U-Boot";

arch = "arm";

compression = "none";

load = <0x00400000>;

hash {

// HELE A sha2 5 615 Al
<Oxeda8cd52 0x8£058118
0x0000009f 0x00000091 0x00000000>;

"sha256";

value =

algo =
}i
}i
optee {
<0x0003a058>;
<0x0007£800>;
description = "OP-TEE";

data-size =

data-position =

type = "firmware";
arch = "arm";
os = "op-tee";
compression = "none";
load = <0x08400000>;
entry = <0x08400000>;
hash {

value = <0xab569b7fc 0x2450ed39
0x00001686 0x000b9%9a00 0x552d426f>;

algo = "sha256";

}i
}i
fdt {

data-size = <0x00001686>;
data-position = <0x000b9%a00>;
description = "U-Boot dtb";
type = "flat dt";
compression = "none";
hash {

value = <0x0£718794 0x78ece7b2
0x6e730000 0x636f6e66 0x00000000>;

algo = "sha256";

}i

}i

/7 BT B R
/7 BT B A

0x00000003 0x35360000 0x6£707465

0x00000003 0x35360000 0x66647400

0x00000003 0x35360000 0x00000001



b7
configurations {
default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
rollback-index = <0x00000001>; // [EMBIFENRRA S, A FahaEr Bl N0
firmware = "optee";
loadables = "uboot";
fdt = "fdt";
signature {
algo = "sha256,rsa2048";
padding = "pss";
key-name-hint = "dev";

sign-images = "fdt", "firmware", "loadables";

12.1.3 itb4E 14

itb A i 7Efdt_blob + imagesf A&, AU FMFITE I, RV G SR #9277 K.

fdt blob

img0 | | imgl | | img2 | | £5#J1: imagefEfdt blobW, Hl:itb =

| fdt blob | img0 | imgl | img2 | #5#J2: imagefEfdt blobft, Blitb = fdt blob

122 FEECE

12.2.1 fRABECE

(MEE
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// HEBRARAD
. /common/image.c
./common/image-fit.c

./common/spl/spl fit.c

// Wiﬁﬁﬁ@%
./arch/arm/mack-rockchip/fit.c
./cmd/bootfit.c

// THAS
./tools/mkimage.c

./tools/fit_image.c

B

// U-BootM B ZHFFIT
CONFIG_ROCKCHIP_ FIT IMAGE=y

// U-BootMrB: “aaah. Bilh&. ffcrypto
CONFIG FIT SIGNATURE=y

CONFIG FIT ROLLBACK PROTECT=y
CONFIG_FIT HW_CRYPTO=y

// SPLMB: “&RSN. BiER. @ffcrypto
CONFIG SPL_FIT SIGNATURE=y
CONFIG_SPL_FIT ROLLBACK PROTECT=y
CONFIG _SPL_FIT HW CRYPTO=y

// uboot.imgHfE M E Jlftuboot.itb, Hfjuboot.itb% K
CONFIG_SPL_FIT IMAGE_KB=2048
CONFIG_SPL_FIT IMAGE MULTIPLE=2

// uboot LFEGm PGB HIH £1ithE N uboot . img; EHNIAEZEKIRKKE uboot . imgfltrust . img.
CONFIG_ROCKCHIP_FIT IMAGE_PACK=y

WAIRFIT Ty S /A NSDKIE R KAl ) feature, IS4 KHB /> HEAHNC B CAERE, HIP & 2 H CRCE LA -

// U-Boot %4 jaslAlp R
CONFIG_FIT_SIGNATURE=Y
CONFIG FIT ROLLBACK PROTECT=y

// SPL %4 s EENL
CONFIG SPL FIT SIGNATURE=y
CONFIG_SPL_FIT ROLLBACK PROTECT=y

* CONFIG_FIT_SIGNATURE# A {fifE: ubootn] PAF I #5515 =Fikg A& F: android. uimage.
fit CRATIISDKEARYE T & 7 RIEFEIF R LA SR
e CONFIG_FIT_SIGNATUREf{fE: uboot 3 HF 5] Ffitli {4 .



12.2.2 B4

FIT)7 & b2 PANFITA XM B 565, 407l 2uboot.img (A trust.img) Hlboot.img, A —
ANSPLICAHH] 14T 6 iloader o
 uboot.img
uboot.itb = trust + u-boot.bin + mcu.bin(option)

uboot.img = uboot.itb * N3 (N— % =&2)
trust 1 meu SCHFK Firkbin TAE, w42 B 3 hrkbin TAEZR 51 H3REUEA T

e boot.img 14
boot.itb = kernel + fdt + resource + ramdisk(optional)
boot.img = boot.itb * M (M—F&1)

« MCU &

H BT S-S mT Ay A MCURE AF,  ASE ™ ] DR HE AR () TRUST ini o & Rk 288 . 4l
PR

// 3CAF: RKTRUST/RV1126TOS TB.ini, MFHUEIFHLAZE, &M TMCU.
[TOS]

TOSTA=bin/rvl11l/rv1126 tee ta tb v1.04.bin

ADDR=0x00040000

// MCURCEM: FEMgE, Bahiihl, RE (okaysidisabled) .
// W Ndisabled, Mmcuhe&#i$] @ituboot . imgH .

[MCU]

MCU=bin/rv11/rv1126 mcu v1.02.bin,0x108000, okay

o [ S48
H AT 3281 5 0] BLSCRFuboot.img PN 5 [ A4 B SR 4, SCRFUNR

F & JE 4 4% 2K [

RV1126 gzip. none u-boot.bin, trust, mcu(optional)

FH /] ALE rkbin TAEH 5 B TRUST ini 3800 J@ vk . Filin:

// Xf¥: RKTRUST/RV1126TOS SPI NOR TINY.ini, FT/NAEESPI Nor/=f.
[TOS]

TOS=bin/rv11l/rv1126 tee v1.02.bin

ADDR=0x08400000

[MCU]

MCU=bin/rv11l/rv1126 mcu v1.00.bin, 0x208000,disabled

// R4t gzipiinone, AFELEW N ALE 7 BIERINAE E 4
[COMPRESSION]
COMPRESSION=gzip

e SPL ¥ fF

SPL A8 1A A2 Y 1 5E 1 AE Y spl/u-boot-spl.bin, #1515
BB #RKT 6 _EATFE fminiloader, %2 $] 4 Hiloader.

SFITH X fuboot.img. F /7 &
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o ./fit HF
U-Bootdm B 5e G S fE H R FAER . /fit XA, Q& T~ sy, FEENSNH.

boot.img#luboot.img 7y 7 fEsdk L% Mluboot THE T4 4 A AL, H & S5 22428 B fboot. img W U AE U-
Boot L2 FHE A4, FLETaNd.

12.2.3 its L4

o ubootffits L4 A /fit/u-boot.its, Hidefconfigh' CONFIG SPL FIT GENERATOR 15 i€ AN A 64,
[l 11+ 4 126l 2y J P AL o
* bootMits X AFAL T SDK T2 T

device/rockchip/[platform] /xxx.its // [platform]&F&H%

1224 < T HE

/) BOITA TR, wEsERESHIAER, U-BootMrkbin@FE T#I (U-Boot 0 fF T &L gmik
B .

./tools/mkimage

// T RA

. /make.sh

// BB A
scripts/fit-resign.sh
/7 TE LA
scripts/fit-unpack.sh
/7 T e A A
./scripts/fit-repack.sh

JA TR ARG S 2 dl, AL SeE mig Himake. shif S 44
A5 (R P AR A 52 B 1 L R R 1S A% )

® --spl-new: {%ﬁlﬂ:%ﬁy ?%ﬂ?ﬁﬁﬁ%ﬁﬁéﬁ%ﬁ@spliﬁﬂ@loader; Eﬂﬂﬁﬁﬁrkbiniiﬁisﬁ_ﬁﬁspli
e

® --version-uboot [n]: E%uboot.imgﬁ"]#ﬁfizl—‘%, nh 2 gk TR

e _version-boot [n]: FEiEuboot.imgMIEHIRAS, nbZi2 ] IFEEEEL;

BTG HZERNHERL):

e --rollback-index-uboot [n] : Eiuboot.img [&144 B TRV WA S, nah 200 2R 1R 4
e -rollback-index-boot [n] : i‘E‘%boot.img [ 455 R R RR A S, b e 3k il 1E B2 4
e -no-check: FTHWLAERIFRFAEN, T B 22 m T MA R B EE .

B
1L FEB ERRA S . AR T %2 H A NI T A R VPR, A S (R 1
OTPE# B S AAF kst IR o T 3 Ak PR o A7 R e
2. FUEREA S ik, AIRGE IS FIAN0. LB FURAE N PRI, 77 A
XY P R A 5
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123 EZ LB/

12.3.1 uboot.img

HiiE a4

./make.sh rv1126 --spl-new --uboot-version 10 // H[AEE --spl-newhl--uboot-

version

UTNESEES
cc spl/common/spl/spl.o
cc spl/lib/display options.o
LD spl/common/spl/built-in.o
LD spl/lib/built-in.o
LD spl/u-boot-spl
OBJCOPY spl/u-boot-spl-nodtb.bin
CAT spl/u-boot-spl-dtb.bin
COPY spl/u-boot-spl.bin

CFGCHK u-boot.cfg

out:rv1126 spl loader v1.00.100.bin

fix opt:rv1126 spl loader v1.00.100.bin

merge success (rv1l126 spl loader v1.00.100.bin)
/homed /cjh/uboot-nextdev

// AR rv1126 spl loader v1.00.100.bin (Hspl&M TR FEHESHIniniloader

// loader ini JCHFRIE

pack loader (SPL) okay! Input: /homed4/cjh/rkbin/RKBOOT/RV1126MINIALL.ini

// KH --spl-new ZEIER; H Al LUEBEAINXAZH

pack loader with new: spl/u-boot-spl.bin

// R uboot.img (& trustflluboot) , AT NI

Image (no-signed, version=10): wuboot.img (FIT with uboot, trust...) is ready
// trust iniCHERIE

pack uboot.img okay! Input: /homed4/cjh/rkbin/RKTRUST/RV1126TOS.ini

Platform RV1126 is build OK, with exist .config

&Y. Eiddefconfight B F5 72 uboot.img 12 %1/

CONFIG_SPL_FIT IMAGE KB=2048 // Bhritb R/
CONFIG_SPL_FIT IMAGE MULTIPLE=2 // FTHMA{34k

SPLAREIZX AL B LN 5] FU-BootMtrust, & WA OTA Tt A5 v 57t H s L S EC A [ R 40308, T
Tk A B 1A
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12.3.2 boot.img

FITJ5 W A NSDKIE R K i [ feature, SDK %1% 78 il 5 242 iFITHS 2 [ boot.img .

AR B 2 4 R B A boot.img, A SDKAE i fTboot.img i £ U-Boot T2 N EFIT 4284, KA
ZABMTEMNZES TR, BE. SHEHRIETU-Boot L.

124 Z& B3

FIT/i R FrE R, MK feature:

e sha256 + rsa2048 + pkes-v2.1(pss) padding
o [EFRTER

o BfFEZEX(EREZEN)

o Cryptofii £ s

12.4.1 53
12.4.1.1 R

o Maskrom R4 loader (8% SPL, ddr, usbplug)
e SPL KiJfuboot.img (fltrust. U-Boot...)
o U-Bootfi¥iboot.img (fil¥kernel, fdt, ramdisk...)

H 87 BRI\ R 372 FF sha256+rsa2048+pkes-v2.1(pss) padding )2 &8 SR 2
12.4.1.2 keyf£ /i

RSA key#imkimage$] f7Eu-boot.dtbFlu-boot-spl.dtb™, 2R )5 EA T H#F] B3t u-boot.binFlu-boot-spl.bin.

u-boot.dtb LRSA keyHJ#& 1~ (7] #u-boot-spl.dtb) :

cjh@ubuntu:~/uboot-nextdev$ fdtdump u-boot.dtb | less
/dts-vl/;

/A
faddress-cells = <0x00000001>;
#size-cells = <0x00000001>;
compatible = "rockchip,rvll26-evb", "rockchip,rvl1126";
model = "Rockchip RV1126 Evaluation Board";

// signatureifiHmkimage LE HEHHENER, T58 BT TRSA-SHARVERM, ReAZOLIKTF S
EfE
signature {
key-dev {
required = "conf";

algo = "sha256,rsa2048";
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0x00000000
0x00000000
Oxc7aeadba
0x3e2d7ca8
0xf37e189c
0x00000000
0200000000
0x00000004
0x00000010

0x518d54a7
0x124cdc80
0x00000000
0x00000000
0x00000008
0x00000000
0x67726600
0x706d7567
0x726£636b

0x00000000
0x00000000
0xe95771c5
0x30303000
0x00020000
0x£fe020000
0x00000003
0x0000003e
0x40666634

}i

rsa,np =
0x00000000
0x00000000
Oxb4c79£40
0x6a71762e
0x8cf00963
0x00000000
0x00000000
0x00000004
0x66633630

rsa,c = <0x00000000>;
<0x00000000>;
<0xc25ae693 0xc359f2ad4 0xa866c89d 0xb7b1994f 0xf9f9f690

rsa,r-squ
rsa,modul
0xda0b83e8
0xal0c3288a
0x00000000
0x00000000
0x00000003
0x2f64776d
0x00000008
0x00000003
0x706d7500
rsa, expon
0x00000000
0x00000000
0x00000800
0x2f64776d
0x00000003
0x00000042
0x00001000
0x00000004
0x00000014
rsa,expon
rsa,n0-in
rsa,num-b

key-name-

<0x00000000
0x00000000
0x00000000
0xa82bdf76
0x125f1828
0x00000100
0x00000000
0x00000000
0x00000002

0x00000000
0x00000000
0x1327£633
0xfb2£8387
0x36abladl
0x00000000
0x00000000
0x00000000
0x00000003

0x73797363>;

ared =
us =
0x06606el12
0x9265c3ae
0x00000000
0x00000000
0x00000003
0x00000003
0x00000003
0x00001000

Ox6adlcbf9
Ox6acd47a4db
0x00000000
0x00000000
0x00000003
0x6d634066
0x00000004
0x00000003

0x00000008>;

ent-BN =
0x00000000
0x00000000
0x64657600
0x00000002
0x00000002
0x0000006d
0x00000002
0x00000004
0x2c727631
ent =
verse =
its =

hint =

0x00000000
0x00000000
0x616c6961
0x65303030
0x65303230
0x722d6d6l
0x6e74726f
0x00000004

0x00000000
0x00000000
0x00000003
OxaleO6dce
0xb7e9e852
0x00000000
0x00000000
0x00000000
0x69616c40

0x92438edd
0x00000003
0x00000000
0x00000000
0x00000002
0x00000001
0x00000001
0x00000002

0x00000000
0x00000000
0x0000002c
0x0000001b
0x0000001b
0x65303030
0x30000000
0x00000000

0x00000008>;

"dev" ;

<0x00000000 0x00000368>;
<0xe95771c5>;
<0x00000800>;

0200000000
0x00000000
0x00000003
0xd451a706
0x7bd0011a
0x00000000
0x00000000
0200000377
0x00000003

0x81e039c0
0x00000000
0x00000000
0x00000000
0x73657300
0x30303000
0x30303000
0x6e616765

0x00000000
0x00000003
0x30303030
0x3132362d
0x3132362d
0x0000001b
0x726£636b
0x00000050

0x00000000
0x00000000
0x00000003
0xc7£865e3
0x7279e0b8
0x00000000
0x00000000
0x00000004
0x6d634066

0x5d7322cc
0x00000000
0x00000000
0x00000000
0x2£736572
0x726£636b
0x726£636b
0x30000000

<0x00000000 0x00000000 0x00000000 0x00000000

0x00000000
0x00010001
0x00000034
0x00000003
0x6e000000
0x3132362d
0x706d7563
0x636c6£63

spl [FIBF SCREBEE key hash ()68, u-boot-spl.dtb ] key-dev 2= % H}“burn-key-hash = <0x00000001>;”.

12.4.1.3 keyf#

MMaskromPlkernelN 1) %4 B 5h, G —HERSA A7 AL S
e  Maskrom#% %:loader.

RSAN AT EAH HPCL E secureBootTool 5 Aloaderff) (ke 224 )3 ZhiF Maskrom Mloader 3
Sk ZERSADNE (X AT GIETERES) Wloaderi#i T 241255 .

e SPLEZEU-BootFltrust.

SPLAIRSA /A A {# 7 7Eu-boot-spl.dtb, u-boot-spl.dtbe# T fl#tu-boot-spl.bin 3L AF (&G 3T B
loader) ; %243 3IISPLA H CL i dtb U HH E HHRSA A X uboot.img i AT 42 2456

e U-BootF % boot.
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U-Boot{"RSA A AR FEfEu-boot.dtbF, u-boot.dtb2= 43T B Fu-boot.bin X0 (HJ5ITEN
uboot.img) ; %4 JA A U-Booth\ F T HIdtb U H1 ZERSA A X boot.imgid AT 12 46t

FITEA A RTIZ RS A Key Q2 AE N H B B PF— 82, T Zloader5e il 1 %KL, MIMERIE T Key
12 4.

12.4.1.4 B 217
RSAE@%@?%%%ﬁ{%ﬁEHbI1¢EP %ﬁ%g W"?Eﬁ hashed-nodes f85E: @,ﬁTg/]\ conf _‘TUP'EE@ETE\

&R IEIREDTE .

1 S u-boot.itb I ZFE, [FHboot.itb:

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-vl1/;
configurations {
default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";
/7 TR E AR AT
rollback-index = <0x0000001lc>;
firmware = "optee";
loadables = "uboot";
fdt = "fdt";

/] BEXNBEMELGR, Hnkinage HEHHA
signature {
hashed-strings = <0x00000000 0x000000da>;
/] TREWBLNE
hashed-nodes = "/",
"/images/fdt/hash",

"/images/uboot",

"/configurations", "/configurations/conf",

"/images/fdt", "/images/optee", "/images/optee/hash",
"/images/uboot/hash";

/) BHATREARIRTA, BAE  ROR

<0x5e9427b4>;

"2017.09-g8bb63db-200413-dirty #cjh";

signer-name = "mkimage";

// 581 | (RFlsha256+rsa2048)

value = <0x78397d5d 0xb9219al0b 0Oxa7cb9la7 0xelf32867 0x62719d9%b

timestamp =

signer-version =

st
[

0x8901200c
0x5527864f
0x00000017
0x6f6e006c
0x7a650074
0x00000000
0x00000000
0x00000000
0x00000000

}i

Oxfcbac03a
0xb13f527e
0x77617265
0x72790064
0x75650073
0x00000000
0x00000000
0x00000000
0x00000000

sign-images =

0x1295ccc8
0xddf9ee62
0x00000002
0x61636b2d
0x69676e65
0x00000000
0x00000000
0x00000000

O0x1cf£f9608
Oxea50199d
0x00000009
0x7265006¢C
0x73686564
0x00000000
0x00000000
0x00000000

0x00000000>;
algo = "sha256,rsa2048";

key-name-hint =

nfdt" ,

"dev" ;

"firmware",

0xdf5£69d2
0x00000003
0x23616464
0x006b6579
0x642d7374
0x00000000
0x00000000
000000000

0x21391225
0x35362c72
0x6d616765
0x69676e2d
0x00000000
0x00000000
0x00000000
0x00000000

"loadables";

0x7afl0ca’
0x00000004
0x73006172
0x706£7369
0x00000000
0x00000000
0x00000000
0x00000000
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12.4.1.5 B [E &

o AR boot.imgMluboot.img 7 AR AE 2 B [ AFRRA T, Ui B A [ AFRRA SN THLE i
BANRASS, MARVFES.
o BUMRATHIERT: e eI HBA RS LUIER R sha, $CERBOTPE % &7 .

12.4.2 B HHER

12.4.2.1 key

U-Boot L2 FHATUI N =454 1] LA 25 4 F IR SAZE £

// 1. MkeyfMHZ%: keys
mkdir -p keys

// 2. fEHARKK"SecureBootTool" LEARRSA2048FAE], FIN: keys/dev.key

// 3. fEHA-x509MAALER —PMBEELIUED: keys/dev.crt ERRZERTAH)
openssl req -batch -new -x509 -key keys/dev.key -out keys/dev.crt

HER AR

cjh@ubuntu:~/uboot-nextdev$ 1ls keys/
dev.crt dev.key

EE: IR "keys". "dev.key". "dev.crt" Z AR, KUONIX LA - DA TRits AR R ERES E
3G AN R B AT BRI

12422 E

U-Bootdefconfig] FF- i1 T FL & :

/] Wik,
CONFIG FIT SIGNATURE=y
CONFIG _SPL_FIT SIGNATURE=y

// Wi,
CONFIG_FIT ROLLBACK PROTECT=y // boot . imgBli[FIE
CONFIG_SPL_FIT ROLLBACK PROTECT=y // uboot.imgPj[li&

#1iE 1F make menuconfigh) 77 AL E 5, @it make savedefconfig BT Ji 4% [ defconfig L
o IXAE AT DL G R g 9 N defeonfig e B 1M -3 BUMAS O R AR, 1115 3005 P 2R IR A% 100


af://n4074
af://n4080
af://n4081
af://n4088

12.4.2.3 [E 4

fESDK .72 T A B iiboot.img & il — 43 E/U-Bootf H 3% T -

1243 wmiFFT B

12431 AR5

Gk 4
./make.sh rv1126 --spl-new --boot img boot.img --burn-key-hash

i F RK f¥)"SecureBootTool" T E.5%F A= i loader #4T4544 .

WP N EEI B, W key BeE L), i

RSA: Write key hash successfully

12.4.3.2 AP IR

T T

./make.sh rv1126 --spl-new --boot img boot.img

Signature check OK

out:rv1l126 spl loader v1.00.100.bin

fix opt:rv1126 spl loader v1.00.100.bin

merge success (rvl126 spl loader v1.00.100.bin)

/homed/cjh/uboot-nextdev

pack loader (SPL) okay! Input: /homed/cjh/rkbin/RKBOOT/RV1126MINIALL.ini
pack loader with new: spl/u-boot-spl.bin

/] HRETRNE, ERCEL R uboot . imgfllboot . img.
// rv1126ispliloader7vl.OO.100.binﬁ%ﬂﬁQRKEU"SecureBootTool"J;Piﬁ%m%;%ﬂ

Image (signed) : wuboot.img (FIT with uboot, trust) is ready

Image (signed) : boot.img (FIT with kernel, fdt, resource...) is ready
Image (no-signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug)
ready

Platform RV1126 is build OK, with new .config(make rvll26-secure defconfig)

is
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12.4.3.3 B B &

TS

// P8 uboot.imgHlboot . imgff/MRA T35 N10. 12.
./make.sh rvl1126 --spl-new --boot img boot.img --rollback-index-uboot 10 --
rollback-index-boot 12

G PR IR

Signature check OK

out:rv1126 loader v1.00.100.bin

fix opt:rvl1l26 loader v1.00.100.bin

merge success (rv1l126 loader v1.00.100.bin)

/homed/cjh/uboot-nextdev

pack loader (SPL) okay! Input: /homed4/cjh/rkbin/RKBOOT/RV1126MINIALL.ini
./rv1126 spl loader v1.00.100.bin

/) TETR)E, FEREELFuboot . imgflboot . img, HAE M ENERAS .
// rv1126 spl loader v1.00.100.binfsZHRKM"SecureBootTool" T HEMEZ,

Image (signed, version=0, rollback-index=10): wuboot.img (FIT with uboot, trust)
is ready
Image (signed, version=0, rollback-index=12): boot.img (FIT with kernel, f£fdt,
resource...) is ready
Image (no-signed): rv1126 spl loader v1.00.100.bin (with spl, ddr, usbplug) is
ready

12434 FE R B

e 1v1126 spl loader v1.00.100.bin FHimaskrom5e i 2¢ &A%,  Ft LA 4] 6 liloader J&
Hi1"SecureBootTool" T. EL L5 4% (3 fiimaskrom ] iR B FIRKZE 4 3k)

o WAL ~boot_img fiiEboot.img, H K& 1EU-Boot E T WIFEA, & iR7m R

ERROR: No images/rk-kernel.dtb // HIEEHE --boot imgZ#l, WEATEERINHFAIL
1 [

o JFia @j@/ﬁ%ﬁé)ﬁﬂ‘@i#ﬁfﬁ --rollback-index-uboot Ml --rollback-index-boot 72%%10

e _—spl-new: WIRIHFMEANTTISE, WERIAE Arkbin Fspl ST B4 Hloader; 75 M 2
HI 20 1% A spl XA 3T flloader
K gu-boot-spl.dtbH 7 EAH AT WIHFRSANEH CRETH ) , BT ARKAE AT IISDKA 2> fErkbin G P12
L RF A A s IsplCtr . Rk, P gmidnt Z4e w1228 (E2H e DT A A Rsplii A
A E|rkbin TFE, 54 [l A B v] DO B LS5, BRI 31X AN R e BRI spl SC A

o ZiiFfa M =AM loader. ubootimg. bootimg, HZERSA key VA3 e, w0 VE A B L
R R AT, AT B AR
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1244 BHER

W R Z ARG R

BW=32 Col=10 Bk=8 CS0 Row=15 CS=1 Die BW=16 Size=1024MB

out

U-Boot SPL board init

U-Boot SPL 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21)
unrecognized JEDEC id bytes: 00, 00, 00

Trying to boot from MMC1

// SPLIEMAEA IR

sha256,rsa2048:dev+

// BiEEAT: Zffuboot . imgE A TR 10, AHLIKERAMNA S
rollback index: 10 >= 9, OK

// SPLIEEHE THifE I hashiZik

### Checking optee ... sha256+ OK
### Checking uboot ... sha256+ OK
### Checking fdt ... sha256+ OK

Jumping to U-Boot via OP-TEE

I/TC:

E/TC:0 0 plat rockchip pmu init:2003 0

E/TC:0 0 plat rockchip pmu init:2006 cpu off

E/TC:0 0 plat rockchip pmusram prepare:1945 pmu sram prepare 0x14b10000 0x8400880
Oxlc

E/TC:0 0 plat rockchip pmu init:2020 pmu sram prepare

E/TC:0 0 plat rockchip pmu init:2056 remap

I/TC: OP-TEE version: 3.6.0-233-g35ecf936 #1 Tue Mar 31 08:46:13 UTC 2020 arm
I/TC: Next entry point address: 0x00400000

I/TC: Initialized

U-Boot 2017.09-gacb99c5-200408-dirty #cjh (Apr 09 2020 - 20:51:21 +0800)

Model: Rockchip RV1126 Evaluation Board
PreSerial: 2

DRAM: 1023.5 MiB

Sysmem: init

Relocation Offset: 00000000, fdt: 3df404e0

Using default environment

dwmmc@££c50000: O

Bootdev (atags) : mmc 0
MMCO: HS200, 200Mhz
PartType: EFI

boot mode: normal

conf: sha256,rsa2048:dev+
resource: sha256+

DTB: rk-kernel.dtb

FIT: signed, conf required
HASH (c) : OK

I2c0 speed: 400000Hz
PMIC: RK8090 (on=0x10, off=0x00)
vdd logic 800000 uv
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vdd _arm 800000 uVv
vdd npu init 800000 uVv
vdd vepu init 800000 uv

Hit key to stop autoboot ('CTRL+C'): O

### Booting FIT Image at 0x3d8122c0 with size 0x0052b200

Fdt Ramdisk skip relocation

### Loading kernel from FIT Image at 3d8122cO
Using 'conf'

// uboot FEEE ALK

Verifying Hash Integrity

configuration

sha256, rsa2048:dev+ OK

// BRI oot . imgE A S 222, AHLKIER/MEIA S 21

Verifying Rollback-index 22 >= 21, OK
Trying 'kernel' kernel subimage
Description: Kernel for arm
Type: Kernel Image
Compression: uncompressed
Data Start: 0x3d8234c0
Data Size: 5349248 Bytes = 5.1 MiB
Architecture: ARM
0S: Linux
Load Address: 0x02008000
Entry Point: 0x02008000
Hash algo: sha256

Hash wvalue:

64b4a0333f7862967be052a67ee3858884fcefebfd565db5¢c3828a941al5f34a

Verifying Hash Integrity

sha256+ OK // 5Efikernelffhashf&i

### Loading ramdisk from FIT Image at 3d8122c0

Using 'conf'

Trying 'ramdisk'
Description:
Type:
Compression:
Data Start:
Data Size:
Architecture:
0S:

Load Address:
Entry Point:
Hash algo:

Hash value:

configuration

ramdisk subimage
Ramdisk for arm
RAMDisk Image
uncompressed
0x3dd3d4cO

0 Bytes
ARM

0 Bytes

Linux
0x0a200000
unavailable
sha256

e3b0c44298£fclcl49afbf4c8996£fb92427ae41e4649b934ca495991b7852b855

sha256+ OK

Verifying Hash Integrity

// SEfiramdiskHIhashiR 5

Loading ramdisk from 0x3dd3d4cO to 0x0a200000

### Loading fdt from FIT Image at 3d8122c0

Using 'conf' configuration

Trying 'fdt' fdt subimage
Description: Device tree blob for arm
Type: Flat Device Tree
Compression: uncompressed
Data Start: 0x3d812ecO
Data Size: 66974 Bytes = 65.4 KiB
Architecture: ARM
Load Address: 0x08300000
Hash algo: sha256

Hash value:

8fb1£f170766270ed4f37ccedb082a51614cb346c223£96ddfe3526fafc5729d7



Verifying Hash Integrity ... sha256+ OK // 5SEffdtHhashiZi
Loading fdt from 0x3d812ecO0 to 0x08300000
Booting using the fdt blob at 0x8300000
Loading Kernel Image from 0x3d8234c0 to 0x02008000 ... OK
Using Device Tree in place at 08300000, end 0831359d
Adding bank: 0x00000000 - 0x08400000 (size: 0x08400000)
Adding bank: 0x0848a000 - 0x40000000 (size: 0x37b76000)
Total: 236.327 ms

Starting kernel ...
0.000000] Booting Linux on physical CPU 0xf00

Linaro GCC 6.3-2017.05)) #28 SMP PREEMPT Wed Mar 25 16:03:27 CST 2020

[
[ 0.000000] Linux version 4.19.111 (cjh@ubuntu) (gcc version 6.3.1 20170404
(
[ 0.000000] CPU: ARMv7 Processor [410fc075] revision 5 (ARMv7), cr=10c5387d

12.5 i fEE 4

MR ATUUE , fE 2 A R ZR A P fEAMPC L 5E R, BIR AR A . RSAE BN A
o BAESERR R, WP A R 2R AR BT RE R 55 4%, RS SR RSATMA S EE 4, A

AL B R B A o X FXAE DL, RKFITT & L 7 2l s 2 44 sl

12.5.1 23 %

L]
=

NRREEBIRSS AR AL, BT LU 5 Al i A B+ 55 4 > B A HEPC B [ 384T — X 4T
R, R R I N 25 A4 P 2 e [ AT 2 4% 8

NARIERE Y T AT R At SO, R4 R s e s A A1 R R il i 25
Ho

o M IEREE R HE ROE R S5 as BT ORI P, BEATEIIRD 554 0 A AL B 1 2 44 %k

AT, RIGIEERIRE G
o JHPE TR 4 28 44 B i A A v Bl S 2 44 BRIV RTER A58 i T T e 5 1) 22 4 i 1

12.5.2 &2 HH

iR BT B L B fdt blobfit B + T8 {%hashfE A .
o fdtblob W AR E
hashed-nodes ?E‘ﬁT*/%ﬂ_'ﬁﬁy JZ%_‘TUP'EEI/Jljﬂ@%‘B%éW)\%ﬁ%%%ﬂEO

cjh@ubuntu:~/uboot-nextdev$ fdtdump uboot.img | less
/dts-v1/;

configurations {

default = "conf";
conf {
description = "Rockchip armv7 with OP-TEE";

rollback-index = <0x0000001c>;

firmware = "optee";
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loadables = "uboot";

fdt = "fdt";

signature {
hashed-strings = <0x00000000 0x000000da>;
/) IXEETT R N AR NS 4 K
hashed-nodes = "/", "/configurations/conf", "/images/fdt",
"/images/fdt/hash", "/images/optee", "/images/optee/hash", "/images/uboot",
"/images/uboot/hash";

o THifRhashEEH .

mkimage 2> NN T4 H )4 ikhashfl, FFiB IN#thashTi 5. sign-images f8ENIFTE T4
hash{H &R 2N NS L HHE (K2 i8id hashed-nodes #ATHEE hashTi ) o #40:

cjh@ubuntu:~/uboot-nextdev/u-boot$ fdtdump fit/u-boot.itb | less

/dts-vl1l/;

/A
totalsize = <0x000bb600>;
timestamp = <0x5ecb3553>;

description = "Simple image with OP-TEE support";
#address-cells = <0x00000001>;
images {

uboot {

data-size = <0x0007ed54>;
data-position = <0x00000a00>;

description = "U-Boot";
type = "standalone";

os = "U-Boot";

arch = "arm";
compression = "none";
load = <0x00400000>;
hash {

// ubootfEffhash, Hmkimage T E H3hHEAERK

value = <0xeda8cd52 0x8f058118 0x00000003 0x35360000
0x6£707465 0x0000009f 0x00000091 0x00000000>;

algo = "sha256";

12.5.3 Bk B H

F T2 44 B 4F FIRSAZE X /L. devkeyMldev.ert, devkey/F NAVE HI AR RS 2845, AP REAH
dev.crt,

S

TEAHU-Boot TFEHIE T : H Ffidev.crtifiFllkeys H 3, 85 FIRKIH"SecureBootTool" T. H B AL AE il —
EIEFAH, fr 4 Ndevkeyf Flkeys H3K T o % EIIMET ((HEHMmMIFSEEIEN -no-check ) K
264 18 ffuboot.imgFlboot.img  (SEFRIR F AL, F P F&FE M2 H B
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HE: MEWASERESH —no-check , ML Adev.keyfidev.crt/NILEL T EHT ELIIA B AL KM
Ee -

./make.sh rvl1126 --spl-new --boot img boot.img --rollback-index-uboot 10 --
rollback-index-boot 12 --no-check

Bk T AE 2 4 [ {Fuboot.img fllboot.img, FH P IE W] DAAE £it/ H 3 F 453 8] S

/] BB N (data2signiE N: data to sign)
fit/uboot.data2sign
fit/boot.data2sign

// OBZito X (FRERFAH) , AT ing XA B ENTHT 2 &0 E 3RS .
fit/uboot.itb
fit/boot.itb

W2

17 {Euboot.data2sign K IA 4TI FEAR 55 4%« RBLIZEREIRSS S 4 A IR Jdevkey, (80T dr @254 I
AR uboot.sig

openssl dgst -sha256 -sign dev.key -out uboot.sig uboot.dataZsign
AR 45 2RAEEE 44 45 RS uboot.sigiR FI1Z5 F P, P f# Fluboot.sig # #tuboot.itb H I A 25 44 -

./scripts/fit-resign.sh -f fit/uboot.itb -s uboot.sig // &/EHHiHuboot.img, Tk

L::’

[ ¥ boot.itb X« HHILHH P 3R1S T e 244 2% 44 [E fFuboot.img lboot.img .
HERFEI:

o fit-resign.shif-f 45 5E Mitb3CAF, ARimg . A XTitb B2 4 5 A img XA

o YT fit-resign.shith it SCAF AU B B8 14 1 AL AT, Bith SCAFH data2sign AR — 3 — X R,
[A Hydata2signfz B AL 1 AE it SCAF I I TRIER, B /timestamp = <...> o FrRARIE4FTERA
ATARARIS M), EHimEIRAS — i fuboot.itb, Fuboot.sig #idt B iuboot.itb 1 tH £ 5| o % 4 5
BRI

1254 HEFR

PR 7ESA TR, REA LB LA (boot.img, uboot.img) B/ 4% (u-boot.bin, fdt,
ramdisk, kernel ...) 25 IR%5 AT A ?
FETFITHBOH RIS, HE 0 RSB BN A 0 FREAT S
o % LALAE24boot.img, uboot.img#h iR 55 4% H BT E+25 4
e 3T B AR HU-Bootd A F I EASE . u-boot-splbin ST A% .
o R bAkar4fboot.img, uboot.img#h I 55 s HHT A2 4
R A B [ R I D376 TRSAAH, MRS 3 S ITRSA A T AL
o HHERZ: EFTE 818 (kernel, dtb, ramdisk, resource...) #HTITH+%4
WS B R %, LR B, T RREAEAE T R R
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DL b7 S SL ) ) @ s e 55 28 3 0 2048 FHRK [y mkimage T B, TIX AN T AT 0] BE Y RK 3 47

Frol BT B R MR R R . AW KT AT R P R B a8dE, RS
#4# FHopensslfir 225 4 ] .

12.6 B4R

PP AT A B RIASGS [ F 2, ] iboot.img:

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-unpack.sh -f boot.img -o out

Unpack to directory out:

fdt : 82813 bytes... sha256+
kernel : 5844640 bytes... sha256+
ramdisk : 0 bytes... sha256+
resource : 120832 bytes... sha256+

NP Imgl & 2 &0, A RMBAE —itb; sha256+F R EFRA A, 0T Rsha256-.

12.7 [E144 B #e

P AT DA Bh ARt B e 7 B . Biltn: Fout H s BLAEAE A1 [ 25 % Heuboot.img BL[R) 42 (4[] £ -

cjh@ubuntu:~/uboot-nextdev$ ./scripts/fit-repack.sh -f uboot.img -d out/
Unpack to directory out/repack/:

uboot : 6 bytes... sha256+
optee : 6 bytes... sha256+
fdt : 4 bytes... sha256+

Image (repack) : uboot.img is ready
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13. Chapter-13 RIEFHL

131 S
o 1v1126

13.2 g2

e cMMC

e spinor

13.3 bootrom X F

H # bootrom [ spi nor Jx ) 3 #F VU ZEDMARL AN AR~ e[l 11, IX IS5 O FL%AE usbplug ke 5 [l 44 fig

THRE, P LTHHELE.
eMMC H af Lot »

13.4 U-Boot SPL X #F

U-Boot SPL 3 fit # 3R HRETTHL,  [RII SCHRFHBEHE N loader S XA I FEAS I«
W8

CONFIG_SPL_KERNEL BOOT=y // TFRPSETT AL e
CONFIG_SPL_BLK READ PREPARE=y // TEEHnE e
CONFIG_SPL_MISC_DECOMPRESS=y // TR TIRE

CONFIG_SPL_ROCKCHIP HW DECOMPRESS=y

U-Boot SPL SCHFHUINERINAE, (EREVUMBINAE)E, 7T APEPRAT FLAMRE o (1 [R] i n 1 £F

T # ramdisk .

BlanFomE Lt gzip K46 § ramdisk, E4Em 4

cat ramdisk | gzip -n -f -9 > ramdisk.gz

its SCAFHIBC B AT -

ramdisk {

data = /incbin/ ("./images-tb/ramdisk.gz");

compression = "gzip"; // E4it&al
type = "ramdisk";

arch = "arm";

os = "linux";

preload = <1>; /7 TRINEAR &

H AT EZ R
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comp = <0x5800000>;  // hn#dthhk
load = <0x2800000>; // fREhE

decomp-async; [/ FLRE
hash {
algo = "sha256";

uboot-ignore = <1>; // AMfhashKiK:
}i

kLR, EingmiFrv1126 eMMCE 14

./make.sh rvll26-emmc-tb && ./make.sh --spl

13.5 mculic &

H Bimeuff) 1 ZAE MBI R SR 30, WISPERHEHTHAIIRL . kernel R3N )5, S HIRIIXLEREAF R
AR AR o

1E rkbin/RKTRUST %} B fiits i XN E,  PL rv1126 A

[MCU]
MCU=bin/rv11/rv1126 mcu v1.02.bin,0x108000,ckay // ECEXTMEFAIE, &aiHbbfaabrd

mcufE 7 ik .

https://10.10.10.29/admin/repos/rtos/rt-thread/rt-thread-amp
https://10.10.10.29/admin/repos/rk/mcu/hal

U-Boot%wiF )5, 2¥mculiil 43 @ Fuboot.imgh . RSB 3IET, SPLZ: Muboot.imgHH FRHT INE meu &4

13.6 kernel XX ¥

=R
CONFIG ROCKCHIP THUNDER BOOT=y // TR RETEHLT) RE
CONFIG_ROCKCHIP_THUNDER BOOT MMC=y // FF)A T Fremme REFFHLI AL T BE
CONFIG ROCKCHIP THUNDER BOOT SFC=y // TP T FEspi norPUEIFHLIILThEE

CONFIG_VIDEO ROCKCHIP THUNDER BOOT ISP=y // JFJHZFIspiREFHLIILIhEE

T PEEINL, SPLAN AR S bR A 2 i ikernel dibI 24, FTLAHSSHFERN A CKHE,
NN

e memory
o ramdiskf# & A 5 A

P W.: kernel/arch/arm/boot/dts/rv1126-thunder-boot.dtsi
memory: memory {

device type = "memory";
reg = <0x00000000 0x20000000>; // EAMKESIDDRERMLE XL, SPLAEIE
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reserved-memory {
trust@0 {
reg = <0x00000000 0x00200000>; // trust Z[H
no-map;
}i

trust@200000 {
reg = <0x00200000 0x00008000>;

}i

ramoops@210000 {
compatible = "ramoops";
reg = <0x00210000 0x000£0000>;
record-size = <0x20000>;
console-size = <0x20000>;
ftrace-size = <0x00000>;
pmsg-size = <0x50000>;

}i

rtos@300000 {
reg = <0x00300000 0x00100000>; // TR P uflH, A 14T L4
no-map;

}i

ramdisk r: ramdisk@2800000 ({
reg = <0x02800000 (48 * 0x00100000)>; // fRIEJEHNE, AT LURYESZPR R/NEET Bk
}i

ramdisk c: ramdisk@5800000 {
reg = <0x05800000 (20 * 0x00100000)>; // H4EJEHAE, BT DUKYESLFRA/NEEAT B B

bi

£l XFemmcHIRL & -

/A
reserved-memory {
mmc_ecsd: mmc@20£f000 {
reg = <0x0020£000 0x00001000>; // SPL #%kernel FffecsdXiH,

}i

mmc_idmac: mmc@500000 {
reg = <0x00500000 0x00100000>; // Tii#ramdiskit, THHK
idmaciAAE X, TINEGTER, %X AR s
}i
}i

thunder boot mmc: thunder-boot-mmc {
compatible = "rockchip, thunder-boot-mmc";
reg = <0xffc50000 0x4000>;
memory-region-src = <&ramdisk c>;
memory-region-dst = <&ramdisk r>;
memory-region-idmac = <&mmc idmac>;

}i



£ X spi norI AL & -

/A

thunder boot spi nor: thunder-boot-spi-nor {

compatible = "rockchip, thunder-boot-sfc";
reg = <0xffc90000 0x4000>;

memory-region-src =

memory-region-dst =

13.7 PEFHLRFE

<&ramdisk c>;

<&ramdisk r>;
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Bootrom

E&/HU-Boot?

mEKET

U-Boot

MEFmcu

H {Treset M trust

I RE =

kernel/ramdisk

A LIRR

1E{Ttrust

& fTkernel

Kernel #2ERGK
HWEFEFmcuSt a
AR AIME L

kernel BT

initiFf1E




14. Chapter-14 J£ E H I

14.1 SDK F# %

14.1.1 androidboot.mode 3%

{%F Android 8.1 ] SDK fix4~, U-Boot MZ5iJF 5 40 F it B A 8 1IE % J3 3 Android:
CONFIG_RKIMG_Z—\NDROID_BOOTMODE_LEGACY
JR RS S H 4252 :

commit a7774£5911624928ed1d9%cfed5453aab206c512e
Author: Zhangbin Tong <zebulun.tong@rock-chips.com>
Date: Thu Sep 6 17:35:16 2018 +0800

common: boot rkimg: set "androidboot.mode=" as "normal" or "charger"

- The legacy setting rule is deprecated(Android SDK < 8.1).
- Provide CONFIG RKIMG ANDROID BOOTMODE LEGACY to enable legacy setting.

Change-Id: I5c8b442b02df068a0ab98ccc81a4£f008ebe540cl
Signed-off-by: Zhangbin Tong <zebulun.tong@rock-chips.com>
Signed-off-by: Joseph Chen <chenjh@rock-chips.com>

14.1.2 misc FHHE

misc.img &2 NU-Bootfl Android 2 [H] K JF I3 H., ZEE N2 ABCB(Bootloader Control Block).

HFRKFE R L EE, K T4 T Android-10.04ISDK /A, misc.img FL HIBCB FAE I E misc /) X A
OfLE ; 1T Android-10.0f kA, BCBLAZIAF I Emiscy X fmFs 16KBALH o

F 3 R AT SDK G A7 ZATAMEHE, U-Boot2x HIE N H 4y . H2H /- 4R AN A SDK i misc.imgii
s WATRE B, IR — & Android 2> — E HE Arecovery B
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15. Chapter-15 T &

AREATHREIF R TR (LLU-Boott H R NZH 1D -

./scripts/mkbootimg
./scripts/unpack bootimg
./scripts/repack-bootimg
./scripts/unpack resource.sh
./scripts/stacktrace.sh
./tools/patman/patman
./tools/buildman/buildman

../rkbin/tools/resource tool
../rkbin/tools/loaderimage
../rkbin/tools/trust merger

../rkbin/tools/boot_merger

15.1 trust_merger

Iheg: MRIEinifd B T R640°F G bI30 bI31. bl32 binSCfF, £ trust.img.
ini A4

Pl RK3368TRUST.ini J9f):

[VERSION]

MAJOR=0 -———EMAS

MINOR=1 -

[BL30_OPTION] ----b130, HA{#HE Nmcu bin

SEC=1 -—-—ff#EBL30 bin

PATH=tools/rk _tools/bin/rk33/rk3368b130 v2.00.bin -—--f§EbinkkiE
ADDR=0xf£8c0000 -———[E /- DDR A BN EAIZ AT Hbbik
[BL31_OPTION] -—--b131, HAT&EANZZMEFEEIEHRbin
SEC=1 -——-fFfEBL31 bin

PATH=tools/rk tools/bin/rk33/rk3368b131-20150401-v0.1.bin--—-FREbinik#A
ADDR=0x00008000 ————[& {F DDR A (1 N # N IE AT ik
[BL32_OPTION]

SEC=0 -——-AFFfEBL32 bin

[BL33_OPTION]

SEC=0 -—--Af£7EBL33 bin

[OUTPUT]

PATH=trust.img [OUTPUT] ————H R 42

TRmL:
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/*

* @<sha>: H[i. shafik, Z#*make.sh

* @<rsa>: H[ik. rsatisR, ZFmake.sh

* @<size>: Wi, #: --size [KB] [count]. AR/, HIKEBOASAG2M, THE2M4
* @[ini file]: #ik. ini3CfF

=/

./tools/trust merger <sha> <rsa> <size> [ini file]

RERAE

./tools/trust merger --rsa 3 --sha 2 ./ RKTRUST/RK3399TRUST.ini
out:trust.img

merge success (trust.img)

R4

// @[input image]: #ik. HTMEMEMSE, —HKEtrust.ing

./tools/trust_merger --unpack [input image]

bR

./tools/trust merger --unpack trust.img

File Size = 4194304
Header Tag:BL3X
Header version:256
Header flag:35
SrcFileNum:4
SignOffset:992
Component 0:
ComponentID:BL31
StorageAddr:0x4
ImageSize:0x1cO
LoadAddr:0x10000
Component 1:
ComponentID:BL31
StorageAddr:0xlc4
ImageSize:0x10
LoadAddr:0x££8c0000
Component 2:
ComponentID:BL31
StorageAddr:0x1d4
ImageSize:0x48
LoadAddr:0x£f£8c2000
Component 3:
ComponentID:BL32
StorageAddr:0x21c
ImageSize:0x2e0
LoadAddr:0x8400000

unpack success



15.2 boot_merger

ThRg: MR IFinific B SCLF$TE miniloader + ddr + usb plug, 42/ loader[&H 14,
ini 3

DL RK3288MINIALL.ini 3C1 A1 :

[CHIP NAME]

NAME=RK320A ———— B BFR: "RK7 1L SmaskromZ)EHI4BE FALS
[VERSION]

MAJOR=2 ————FRET

MINOR=36 —-——— KA

[CODE471 OPTION] --—-code471, HAE[#EANddr bin

NUM=1

Pathl=tools/rk_tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin

[CODE472_ OPTION] -—--code472, HAI#¥E Ausbplug bin

NUM=1

Pathl=tools/rk tools/bin/rk32/rk3288 usbplug v2.36.bin
[LOADER OPTION]

NUM=2
LOADER1=FlashData -—-—flash data, HA/WENAdr bin
LOADER2=FlashBoot ----flash boot, HHEI#®&E Nminiloader bin

FlashData=tools/rk tools/bin/rk32/rk3288 ddr 400MHz v1.06.bin
FlashBoot=tools/rk tools/bin/rk32/rk3288 miniloader v2.36.bin
[OUTPUT] -———H SR £
PATH=rk3288 loader v1.06.236.bin

T2

// @[ini file]: Wik, iniXH

./tools/boot merger [ini file]

ERAE

./tools/boot_merger ./RKBOOT/RK3399MINIALL.ini
out:rk3399 loader v1.17.115.bin

fix opt:rk3399 loader v1.17.115.bin

merge success (rk3399 loader v1.17.115.bin)

RS

// @[input image]: Wik, HTMAEMELE, —BEloader M

./tools/boot merger --unpack [input image]

BERE
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./tools/boot merger --unpack rk3399 loader v1.17.115.bin
unpack entry(rk3399 ddr 800MHz v1.17)

unpack entry(rk3399 usbplug v1.15)

unpack entry(FlashData)

unpack entry(FlashBoot)

unpack success

15.3 loaderimage

Thig:

o T flu-boot.binE Fuboot.img
o FTA3207°F 5 1 1) tee bin AE X trust.img

#T . u-boot:

/*

* @[input bin]: Wik, biniE XM

* @Q[output image]: Whif. i34

* @[load addr]: #¥k. Nk

* @<size>: i, #: --size [KB] [count]. fVHSCHFRAN, ARG BRAEGr 1M, $T6.44)
=/

./tools/loaderimage --pack --uboot [input bin] [output image] [load addr] <size>

HENZR

./tools/loaderimage --pack --uboot ./u-boot.bin uboot.img 0x60000000 --size 1024

2

load addr is 0x60000000'!
pack input u-boot.bin
pack file size: 701981
crc = 0xc595eb85
uboot version: U-Boot 2017.09-02593-gb6e59d9 (Feb 18 2019 - 13:58:53)

pack uboot.img success!

fi# 2 u-boot:
/*
* @[input image]: Wik. fEEIE
* @[output bin]: @hiE. EHH S, EEAFHAT
4

./tools/loaderimage --unpack --uboot [input image] [output bin]

BERE

./tools/loaderimage —--unpack —--uboot uboot.img uboot.bin
unpack input uboot.img

unpack uboot.bin success!

1T A trust:
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/*

* @[input bin]: Wi, binff

* @[output image}:‘%ﬁioﬁﬁﬁfiﬁ#

* @[load addr]: ik. Jn#Huhk

* @<size>: AJ#E. #3: --size [KB] [count], FiH AR/, BEEREGAF 1M, FTE40
=/

./tools/loaderimage --pack --trustos [input bin] [output image] [load addr]

<size>
6151 :

./tools/loaderimage --pack --trustos ./bin/rk32/rk322x tee v2.00.bin trust.img \
0x80000000 --size 1024 2

load addr is 0x80000000'!
pack input bin/rk32/rk322x_tee v2.00.bin
pack file size: 333896

crc = 0x2de93b46

pack trust.img success!

f# A trust:

/*

* @[input image]: @bk, FRELIRSCHF

* @[output bin]: Wi%. EHH X, EEAA]
%y

./tools/loaderimage --unpack —--trustos [input image] [output bin]
a5 :

./tools/loaderimage —--unpack —--trustos trust.img tee.bin
unpack input trust.img

unpack tee.bin success!

15.4 resource_tool

Die: M TATEAEE RSN, Ak resource.img.
EAREN R

./tools/resource tool [--pack] [--image=<resource.img>] <file list>
a4 -

./scripts/resource tool ./arch/arm/boot/dts/rk3126-evb.dtb logo.bmp
logo_ kernel.bmp

Pack to resource.img successed!

R A2
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./tools/resource tool --unpack --image=<resource.img> [output dir]

R

./tools/resource_tool --unpack --image=resource.img ./out/

Dump header:
partition version:0.0
header size:1
index tbl:
offset:1 entry size:l entry num:3

Dump Index table:

entry (0) :

path:rk-kernel.dtb

offset:4 size:33728
entry(1l):

path:logo.bmp

offset:70 size:170326
entry(2) :

path:logo kernel.bmp
offset:403 size:19160

Unack resource.img to ./out successed!

15.5 mkimage
Dhfg: “Em SPL B3R B Loader il {4«

. 3@ T A2 AR % Rockehip [ bootrom T IDBLOCK g, X ANr42 AL u-boot-
tpl.bin 173k 4 > byte > Bootrom FIT 75 £ 5 (1) ID:

./tools/mkimage -n rk3328 -T rksd -d tpl/u-boot-tpl.bin idbloader.img

./doc/mkimage.1

15.6 stacktrace.sh

Dhke: ARG E, S HRKAEMET.

15.7 mkbootimg

ThRg: FTAME M BbootFrecovery.img, YR XK android T.7% .

ERAE

./scripts/mkbootimg --kernel zImage --second resource.img --ramdisk ramdisk.img -

-out boot.img
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15.8 unpack_bootimg

ThEg: FTbootHlirecovery.imgf@fld, E 14K {Eandroid T2,

RERAE

./scripts/unpack bootimg --boot img boot.img --out out/

15.9 repack-bootimg

Thig: B #bootflrecovery.imgH ) [E 14

ERAE

// . R#EHkernel

./scripts/repack-bootimg --boot img boot.img --kernel zImage -o boot repack.img
// Bln: REHresource

./scripts/repack-bootimg --boot img boot.img --second resource.img -o

boot repack.img

15.10 pack_resource.sh

UiRE: #THL . /tools/images/ H3k NHI7HE F #resource.img.
SER1E
./scripts/pack resource.sh resource.img
Pack ./tools/images/ & resource.img to resource.img
Unpacking old image (resource.img) :
rk-kernel.dtb 1
Pack to resource.img successed!
Packed resources:
rk-kernel.dtb battery 1.bmp battery 2.bmp battery 3.bmp battery 4.bmp

battery 5.bmp battery fail.bmp battery O.bmp 8

resource.img is packed ready

15.11 buildman

UiRe: MEHRIFAD, AEHESH TR AT & R &G em e A6 . ENS%.
./tools/buildman/README

i F buildman 75 ZEHERT % B 1T toolchain M8, %'~/ buildman' 3L
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[toolchain]
arm: ~/prebuilts/gcc/linux-x86/arm/gcc-linaro-6.3.1-2017.05-x86 64 arm-linux-

gnueabihf/
aarch64: ~/prebuilts/gcc/linux-x86/aarch64/gcc-1linaro-6.3.1-2017.05-

x86 64 aarch64-linux-gnu/

AR, WA Rockchip “F- 4 1) U-Boot Ui
./tools/buildman/buildman rockchip

HARGE R

$ ./tools/buildman/buildman rockchip

boards.cfg is up to date. Nothing to do.

Building current source for 34 boards (4 threads, 1 job per thread)
34 0 0 /34 evb-rk3326

BORHIEER A, AR 5E4 pass KITFE8E () , 5 A2 waming # KPS ¥R GF
), BEARA error TiEgm R a8 E (46) . WREFLFEFA warning B0 error £7F
23T MR TNE

15.12 patman

RN
A

IJRE: python 5 T H, @t HAh T H 5 patch A EHEZE, J& M patch Upstream (U-Boot.
KerneD) AEHIFHMI L& TR, IR

o WIEZHH ) format #h T

AR checkpatch #EATH £

M commit 15 EHEE 54 /%, upstream mailing list T 75 ) Cover-letter. patch version. version
changes 2515 &

H 323 commit # [ change-id;

H 24 Maintainer F1SCAF52 2215 B2 patch Fr &% BIUSC A

o ¥~/ gitconfig'Bl & /. gitconfig it B i T 5 patch &% Hi %

TS5

./tools/patman/README

il FH-h I T i 4 1k

$ patman -h

Usage: patman [options]

Create patches from commits in a branch, check them and email them as

specified by tags you place in the commits. Use -n to do a dry run first.

Options:
-h, --help show this help message and exit
=f&l, —=Eull=lelp Display the README file

-c COUNT, --count=COUNT
Automatically create patches from top n commits

-i, --ignore-errors Send patches email even if patch errors are found
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-m, --no-maintainers Don't cc the file maintainers automatically
-n, —--dry-run Do a dry run (create but don't email patches)
-p PROJECT, --project=PROJECT
Project name; affects default option values and
aliases [default: u-boot]
-r IN REPLY TO, --in-reply-to=IN REPLY TO
Message ID that this series is in reply to
-s START, --start=START
Commit to start creating patches from (0 = HEAD)
-t, —--ignore-bad-tags

Ignore bad tags / aliases

--test run tests

-v, -—--verbose Verbose output of errors and warnings
--cc-cmd=CC_CMD Output cc list for patch file (used by git)
—--no-check Don't check for patch compliance

--no-tags Don't process subject tags as aliaes

-T, --thread Create patches as a single thread

SRR $RACHGHT) 3 1 patch

patman -t -c3

41247 JG checkpatch 15A error B3 warning 43 H 3] abort, 5 ZAZ MU patch fif i v 5 B Friz
/]—;o
FoAth i FH e 150

o -t FRAR R H BI A B TAG, KB JoiEA patman R, 75 EAS A -t R I

o 4 WIRALE warning (WIEIE 80 NMF4F) FRATI NI T M, AT LAEBIN-1E L 4h T s

o ' UK T A RALE T tree Y top, AT LUBE-s'BEIT top I N AT

o n' WARHARAIRAH T, N EH N T &5 0 LIS checkpatch, 1] LA# '-n'i 1 ;

patchman it & commit message H' <8 7, A2 i) upstream mailing list F7 7 115 &
HAY) commit:

commit 72aa9e3085e64e785680c3fa50a28651a8961feb
Author: Kever Yang <kever.yang@rock-chips.com>
Date: Wed Sep 6 09:22:42 2017 +0800

spl: add support to booting with OP-TEE

OP-TEE is an open source trusted OS, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic_entry a32.S
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rockchip: add tpl and OPTEE support for rk3229



Add some generic options for TPL support for arm 32bit, and then
and TPL support for rk3229 (cortex-A7), and then add OPTEE support
in SPL.

Tested on latest u-boot-rockchip master.
END

Series-version: 4
Series-changes: 4

- use NULL instead of '0Q'

- add fdt addr as arg2 of entry

Series-changes: 2

- Using new image type for op-tee
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OP-TEE is an open source trusted 0S, in armv7, its loading and
running are like this:

loading:

- SPL load both OP-TEE and U-Boot

running:

- SPL run into OP-TEE in secure mode;

- OP-TEE run into U-Boot in non-secure mode;

More detail:
<https://github.com/OP-TEE/optee os>
and search for 'boot arguments' for detail entry parameter in:

core/arch/arm/kernel/generic _entry a32.S

Signed-off-by: Kever Yang <kever.yang@rock-chips.com>

Changes in v4:
- use NULL instead of '0'
- add fdt addr as arg2 of entry

Changes in v3: None
Changes in v2:

- Using new image type for op-tee

common/spl/Kconfig | 7 A4+t

common/spl/Makefile |1 +



common/spl/spl.c |9 ettt
common/spl/spl optee.S | 13 ++++++ttttttt
include/spl.h | 13
5 files changed, 43 insertions (+)

create mode 100644 common/spl/spl optee.S

2 TE ], U"Series-prefix". "Series-cc"%5i% %% README.



16. Chapter-16 FAQ

TODO


af://n4400

17. Chapter-17 [fi 3

17.1 T #EHhhE

17.1.1 rkbin

o RK WIBTFEN: 3% gerrit R BE: “rk/rkbin”
o AMEBIARIM (2i1) -

o T# RK KAif)5E# SDK
o Github F#: https:/github.com/rockchip-linux/rkbin

17.1.2 GCC

o RK W THEIN: gerrit R B %E: “gec-linaro-6.3.17
o HMNETFEIN: TE RK KAI5ERE SDK 8L LinaroE M F#;

17.2 Ri&

e U-Boot: Universal Boot Loader

e AOSP: Android Open-Source Project

e AVB: Android Verified Boot

e DTB: Device Tree Binary

e DTS: Device Tree Source

e Fastboot: [y Android f—#f S {F 77 5, AR k)32 N T i N\ SUATUE,
e GPT: GUID Partition Table

e MMC: Multi Media Card, f4f: eMMC, SD K%

e SPL: Secondary Program Loader

e TPL: Tertiary Program Loader

e DTB: #id], W#&# Blob

e DTB: #id, HT2INHBcE# Blob
e DTC: %, WANHBER

e DTO: 3hia], B&MSINEE

e DTS: %, WARE,:

o FDT: #id, J-FALBEH


af://n4404
af://n4405
af://n4406
https://github.com/rockchip-linux/rkbin
af://n4417
af://n4423
https://en.wikipedia.org/wiki/Das_U-Boot
https://en.wikipedia.org/wiki/Android_(operating_system)#Open-source_community
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Device_tree
https://en.wikipedia.org/wiki/Android_software_development#Fastboot
https://en.wikipedia.org/wiki/Universally_unique_identifier
https://en.wikipedia.org/wiki/MultiMediaCard
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